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1 PURPOSE

This document describes how Viedoc Technologies ensures regulatory compliance for
Viedoc.

1.1  Scope

Viedoc is a global eClinical Suite, used in over 70 countries around the world. VViedoc must
comply with all international and national regulatory requirements for computerised
systems used in clinical trials in those countries where it is used. Although regulation of the
clinical research industry is performed by national regulatory bodies (the FDA, EMA, PMDA,
NMPA, MHRA, etc.) there is a high degree of cooperation between the different national
authorities.

2 PROCEDURE

Viedoc is developed using agile methods and tools with frequent new releases. Viedoc is a
multi-tenant Software-as-a-Service (SaaS) solution. It is vital that every new release is
compliant with all applicable regulatory requirements.

A regulatory test suite of automated test scripts is run as part of the validation of each
release of Viedoc. These test scripts must be passed to demonstrate regulatory compliance.

The test scripts are based on the eCF Requirements for the use of electronic data in clinical
research published by the eClinical Forum. The eClinical Forum is a non-commercial think-
tank and a global consortium of organizations involved in clinical research. Its members
include global pharma companies, CROs, and suppliers to the clinical research industry. For
more information about the eClinical Forum and the eCF Requirements see appendix A,
“Requirements for Electronic Data for Regulated Clinical Trials”.

The eCF Requirements address all types of electronic systems and electronic data used in
clinical research. Not all of these are relevant for Viedoc, but the majority are. Some of the
requirements are functional, while others are procedural. The functional requirements
affecting Viedoc are included in and validated by the regulatory test suite.

Of the 32 requirements included in the 2025.2 release of the eCF requirements (see appendix
A):

17 requirements are applicable or partly applicable to EDC/eCRF systems such as Viedoc.
An example of such a requirement is C04:

“The system audit trail must:

- be indelible, readable and readily available for review and copying.

- include date, time, originator of any data creation, change or deletion, and when required
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the reason for change..”
- VViedoc has an audit trail.

2 requirements are not valid for eCRF/EDC systems such as Viedoc or are procedural
requirements addressed to sponsor and/or site.

An example of such a requirement is C02:

“Specified de-identified data can be extracted for clinical research.”

- This is a requirement that is valid for EHR systems, but not Viedoc.

The remaining requirements are not solved entirely within VViedoc, but by other component
of the system (e.g. the server operating system) and/or controlled by Viedoc Technologies
procedures.

An example of such requirements is C26:

“There are sufficient system and/or process controls for backup and recovery procedures.
Documentation can be produced for inspection by a monitor, auditor or inspector.”

- With respect to Viedoc hosting this is a procedural requirement handled by VViedoc
Technologies SOPs

Or, C29:

“There are sufficient process controls for the system covering Business Continuity to
manage disruptive incidents.”
- This requirement is covered by Viedoc Technologies SOPs.

Requirements that are listed as “Applicable to Viedoc” below are included in the regulatory
test suite that is a part of testing of every release of Viedoc.

Id eCF Requirement Applicability to Viedoc

Co1 System has the ability to store and retrieve data itemsin | Applicable to Viedoc.
a way that is attributable to a trial/data subject.
Cco2 Specified de-identified data can be extracted for clinical Not applicable to Viedoc - this
research. is a requirement for EHR
systems.
Co3 System has capability of storing data related to subject Applicable to Viedoc.

consent and should not allow data collection until the
subject consent is confirmed.

Co4 The system audit trail must: Applicable to Viedoc.
- be indelible, readable and readily available for review
and copying.

- include date, time, originator of any data creation,
change or deletion, and when required the reason for
change.
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C10

Ccn

C13

Cl4

C16

c17

C18

C19

C20

C21

Cc22

There is a process to ensure that case records and any
subsequent modifications are reviewed and approved by
the investigator.

There is a system and/or process to ensure the
investigator has control of and continuous access to all
essential records (data and documents) generated by the
investigator/institution/patient before, during and after
the trial.

Controls exist such that the ability to change system
settings is limited to authorized personnel.

System uses a standard time reference such that the
local time can be derived.

There are system features and processes to create,
maintain, revoke, and document the history of user
access, roles and privileges over time.

There is a policy and training that instructs users not to
share their access mechanisms (e.g. usernames and
passwords, or access keys) or to leave their account
open for others to use. A shared account (group account)
is not appropriate.

The monitor, auditor, investigator and inspector can
within a reasonable timeframe obtain direct access to
relevant clinical trial records in order to perform their
regulatory duties.

System limits the number of log-in attempts and records
unsuccessful attempts.

System records and notifies a system administrator of
unauthorized access log-in attempts.

There are system features and processes to manage,
preclude and report on security issues following current
physical and logical information security best practices.
System feature to allow automatic logoff or other access

lock (such as password protected screen saver) after a
set period of time of inactivity.

QSDOC04-08 Viedoc Regulatory Compliance.docx
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Applicable to Viedoc.

Applicable to Viedoc.

Applicable to Viedoc for Study
settings.

With respect to VViedoc hosting
this is a procedural
requirement handled by
Viedoc Technologies SOPs.

Applicable to Viedoc.

Applicable to Viedoc.

Procedural requirement
applicable to Viedoc if 2FA is
employed.

Non-functional requirement
handled by site/sponsor
operations procedures.

Applicable to Viedoc.

Applicable to Viedoc.

Applicable to Viedoc.

Applicable to Viedoc.

Applicable to Viedoc.
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C24

C25

C26

C28

C29

C30

C31

C32

C36

System has the ability to produce a human-readable
copy of data (which includes associated audit trails and
any decoded data) in appropriate file formats that
facilitate review, searching and analysis.

Copies of electronic records must be certified copies if
they are being used for regulatory purposes.

There are sufficient system and/or process controls for
backup and recovery procedures. Documentation can be
produced for inspection by a monitor, auditor or
inspector.

Process and/or system controls ensure that regulated
data used for clinical research, including source data and
metadata are enduring, continue to be available,
readable and understandable and are retained in an
archive for the legal period.

There are sufficient process controls for the system
covering Business Continuity to manage disruptive
incidents.

There are sufficient process controls based on industry
standards, covering Disaster Recovery Procedures.

There is a process to demonstrate that individuals who
develop, maintain, or use the system should be qualified
by having appropriate education, training, and
experience to perform their assigned task.

The development, hosting, deployment and change
control of a computerised system has objective evidence
that system components are traceable to requirements
and have been validated based on risk, using good
software lifecycle practices.

There are sufficient system and/or process controls over
data transfers and migrations from/to systems to ensure
the integrity of data, and continued availability of the audit
trail.
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Applicable to Viedoc.

Applicable to Viedoc.

Applicable to Viedoc on Study
level.

With respect to Viedoc hosting
this is a procedural
requirement handled by
Viedoc Technologies SOPs.

Applicable to Viedoc.

Procedural requirement
handled by Viedoc
Technologies SOPs.

Procedural requirement
handled by Viedoc
Technologies SOPs.

Procedural requirement
applicable to Viedoc for
development and
maintenance of the system,
handled by Viedoc
Technologies SOPs.
Non-functional requirement
handled by user SOPs for
study users.

Procedural requirement
handled by Viedoc
Technologies SOPs.

Applicable to Viedoc for study
data transfers.

Procedural requirement
handled by Viedoc
Technologies SOPs.
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C37

C39

C40

CH

C43

C44

C45

C46

When service providers are used to provide GxP-related
services, formal agreements must exist and include clear
statements of the roles and responsibilities, management
and oversight of the service provider (and their GxP-
related providers).

Signed electronic records shall contain information
associated with the signing that clearly indicates all of the
following:

- The name of the signer

- The date and time when the signature was executed

- The meaning (such as creation, confirmation or
approval)

- Electronic signatures are permanently linked to their
respective record

- If the record is subsequently altered, then the signature
no longer applies

There are sufficient system and/or process controls to

ensure the privacy of subjects. In the event of a security
incident that exposes privacy data, the Sponsor and/or
Investigator shall notify the relevant Data Protection or

other applicable authority.

There is a process to evaluate and mitigate the risk and
impact of changes to the computerised system taking into
account changes to protocol (i.e. amendments and
addendums), users, & roles on an ongoing basis.

There is a process to periodically review and affirm the
continued suitability of the computerised system taking
into account the potential cumulative risks and impacts of
changes to the system, requirements, version releases
and computing

environment of the system.

The eTMF audit trail shall additionally capture the
accessing of records.

There are processes to address incidents for the
computerised system that identify, assess, resolve, and
close: actions, software anomalies (bugs), IT issues, and
Help desk issues.

A detailed diagram and description of the transmission of
electronic data (data flow) should be available in the
protocol or a protocol-related document.
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Procedural requirement
handled by Viedoc
Technologies SOPs and
vendor contracts.

Applicable to Viedoc.

Procedural requirement
handled by Viedoc
Technologies SOPs and
vendor contracts.

Procedural requirement
handled by site/sponsor
operations procedures.

Procedural requirement
handled by Viedoc
Technologies SOPs.

Applicable to Viedoc.

Procedural requirement
handled by Viedoc
Technologies SOPs, vendor
contracts and site/sponsor
operations procedures.
Procedural requirement
handled by Viedoc
Technologies SOPs and
Sponsor.
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3 APPENDIXA

The document on the following pages can also be downloaded from the eClinical Forum’s
website, at eclinicalforum.org. This document shows the derivation of each of the
requirements in the eClinical Forum list, and which regulations they confirm compliance to.
This way traceability to the underlying regulations can be seen.

The 2025.2 version of the eClinical Forum Requirements is only available to eClinical Forum
members. The document below is the 2024.1 release which has now been released to the
public, and not the 2025.2 release used for testing of VViedoc. The document below is missing
some of the regulatory mappings and reformulations of some of the requirements (that do
not change the basic meaning of the requirement). The additional regulations and guidelines
that have been mapped in the 2025.2 release (and that have been included in the testing of
Viedoc) but which are not included in the 2024.1 Public Release document below are:

European Union:

e EMA
o Reflection paper on the use of Artificial Intelligence (Al) in the medicinal product
lifecycle (September 2024)

United States:

e FDA
o Electronic Systems, Electronic Records, and Electronic Signatures in Clinical
Investigations: Questions and Answers; Guidance for Industry (October 2024)

Japan:
e PMDA
o PMDA Points to note regarding using information collected as electromagnetic
records in CR and PMS (March 2023)
ICH:
o [ICHE6 R3(January 2025)
Taiwan:
o Taiwan- Digital health technology applied in drug clinical trials Guidelines for
executing remote data collection (December 2023)
o QGuidance on computerized systems and electronic data in clinical trials (May 2024)
WHO:
o TRS 1033 - Annex 4: WHO Guideline on data integrity (2021)
QSDOC04-08 Viedoc Regulatory Compliance.docx SOP Template, version 12
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DOCUMENT HISTORY

eClinical Forum

Date Revision Author Changes

March 2018 MR2018 eCF Regulatory Expert This document is updated annually,

March 2019 MR2019 Advisory Group (REG) based on advisory group review and

March 2020 MR2020 interpretation of |_nformat|on from
regulatory authorities.

March 2021 MR2021

20-March-2021 | MR2021.1 Minor corrections to Appendix 3

18-June-2021 MR2021.2 Additional eCF member companies
added to the title page

4-April-2022 MR2022.1 eCF REG Please see below for a list of changes to
the eCF Requirements text

6-May-2022 MR2022.2 Additional eCF member companies
added to the title page

22-March-2023 | MR2023.1 eCF REG Team Please see below for a list of changes to
the eCF Requirements text

1-June-2023 MR2023.2 Additional eCF member companies
added to the title page

20-Nov-2023 MR2023.3 eCF REG Team This is a significant release in that it
incorporates additional mappings and
some Criteria text updates as a result of
the REG team review of the EMA
Guideline on computerised systems
and electronic data in clinical trials,
which went into effect on 7-Sep-2023

30-Jun-2024 MR2024.1 eCF REG Team Please see below for a list of changes to
the eCF Requirements text; minor
typing errors corrected 26-Aug-24

In this release (MR2024.1): The following User Requirement texts were updated with this
MR2024.1 version:

UR# MR2023.3 Text MR2024

C40 There is a process to ensure that in the There is a process to ensure the privacy of
event of a security incident that exposes | subjects, and in the event of a security
privacy data, the Sponsor and/or incident that exposes privacy data, the
Investigator shall notify Sponsor and/or Investigator shall notify the
the relevant Data Protection or other relevant Data Protection or other applicable
applicable authority. authority.

C45 (new in this release) There are processes to address incidents for

the computerised system that identify,
assess, resolve, and close: actions, software
anomalies (bugs), IT issues, and Help desk
issues.
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1 About the eClinical Forum

The eClinical Forum (eCF) is a global not-for-profit and non-commercial, technology independent
group representing members of the pharmaceutical, biotechnology, and allied industries. The
eClinical Forum’s mission is to serve these industries by focusing on those systems, processes and
roles relevant to electronic capture, management and submission of clinical data. For further

information visit the website at https://eclinicalforum.org/ .

The eClinical Forum has sought out opportunities to promote electronic capture since its inception in
2000. The cross-industry forum has a broad view of research with members - Sponsors, Contract
Research Organizations (CROs), Technology vendors (both clinical research and healthcare),
Academia, and Investigators - and with invited outreach opportunities with global Regulatory
representatives.

The eClinical Forum is firmly committed to promoting electronic data use in all areas of clinical
research. Content, committes, and meetings are conducted in a commercial free environment where
all stakeholders have a say. The eClinical Forum endeavors to ease the pain of change by providing
clear rationale on implications of regulatory guidance in this area.

1.1  DISCLAIMER, COPYRIGHT and LICENSE

The information presented in these works draws upon the combined current understanding and
knowledge of the eClinical Forum on this topic and is provided as an aid to understanding the
environment for electronic clinical research. While the information provided has been guided and
reviewed by members of the eClinical Forum representing all areas of the pharmaceutical and
associated support industry, the opinions of the author(s) and the eClinical Forum do not necessarily
reflect the position of individual companies. Users should assess the content and opinions in the light
of their own knowledge, needs and experience as well as interpretation of relevant guidance and
regulations.

The information in these works does not represent legal advice.
This work is the property of the eClinical Forum and is released under a Creative Commons license
for non-commercial uself using any portion of this document or associated mappings (or any

previous versions) in non-eClinical Forum materials, credit must be given to the eClinical Forum with
a link provided to this original document.

For additional License information, see Appendix 1.

2 About the eCF Requirements

The eClinical Forum has produced a set of eCF Requirements, which are based upon statements in
documents prepared and issued and/or recognized by regulatory authorities that pertain to the
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design, development, implementation, and management of electronic systems that support clinical
research data, as well as those statements that pertain to the handling of data that will be used in a
regulated clinical trial. The documents used as a basis for the eCF Requirements must be publically
available (free), issued/in effect (or in a very few cases, draft when it is considered a regulatory
expectation).

This represents a tireless never-ending effort by the eClinical Forum’s “Regulatory Expert Group”
(REG) who contribute countless hours annually to produce this content for evaluating electronic
systems that will manage data used in regulated clinical research. The reviews are against
regulations and regulatory guidelines from FDA /United States, EMA/European Union, PMDA/Japan,
NMPA/China, MHRA/Great Britain, and ICH (International Conference on Harmonization) among
others. This work is a result of the vast experience of the REG members who come from a variety of
different eCF Member companies. They have spent hours debating each regulation or guidance and
how to word the eCF Requirements to meet the needs in the regulatory documents. If any one
company were to undertake such a project, the hours spent would justify an eClinical Forum
membership very quickly. For this reason, this document release is for eClinical Forum members
only.

Each eCF Requirement has, as its basis, one or more statements from one or more of the documents
prepared and issued by FDA, EMA, PMDA, MHRA, NMPA and ICH and others. See appendix 2 for this
list of reference documents. We have made every attempt to make each Requirement as succinct as
possible, containing a single requirement in each. In addition, we have reviewed many documents
from regulatory agencies and associations that are leaders in regulatory insights for clinical research.
In some cases, we determined, while valuable documents, did not specifically call-out
expectations/laws/regulations/guidance what could be used as a basis for these eCF requirements.
So that you may know the completeness of our work, we have included a list of these non-mapped
documents in Appendix 3.

The eClinical Forum acknowledges that documents cited in this reference are utilized and applied by
regulatory authorities in a variety of ways. For example, some regional regulatory authorities
codified the ICH E6 Good Clinical Practice guidance to be binding; other regulatory authorities do not
consider the ICH E6 document to be a regulatory document but instead consider it to be non-binding
(to industry and the regulatory authority) guidance that represents best practices. These
interpretations have been taken into consideration by eClinical Forum in defining the requirements
set forth in this reference. To address this conundrum, eClinical Forum has adopted the following
rule in determining its requirements:

e |If any regulatory authority identifies a particular document as a regulatory requirement, we
treat the statements in this document as a requirement.

The eClinical Forum recommends that users of this reference be guided by the regulations that
impact the region(s) where electronic data and systems will be utilized and apply the eClinical Forum
requirements accordingly. With the existence of a global marketplace, it is important to consider
the regulatory requirements of all regions where data generated by electronic systems may be used
for product marketing submissions or where clinical research is being conducted.
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Users should be aware that local legislation may impose additional requirements or user obligations
to those stated in the following eCF requirements. For example, local legislation governing data
privacy or the use of electronic/digital signatures may also need to be considered.

The eClinical Forum is commited to updating these eCF Requirements periodically to incorporate
new and revised regulatory information.. We anticipate releasing updated eCF Requirements
once/year typically in the first quarter, in conjunction with our membership year, which begins in
January. eClinical Forum member companies with paid annual membership fees are provided
exclusive access to the updated eCF Requirements, while the previous year version may be released

for non-member use via our website: https://eclinicalforum.org/.

The eCF Requirements are best used to determine if systems which originate and/or manage data
that will become part of a regulated clinical trial are consistent with regulatory requirements and
recommendations. The eCF Requirements can be used;

to assist with self-assessment of systems,
planning for system upgrades,

writing RFls, writing system requirements,
develop test cases,

writing system test scripts, etc.

Each eCF Requirement is succinct and will apply to most systems. It is up to the user of these eCF
Requirements to review the underlying regulatory statements of any eCF Requirement to determine
if it applies to the system under scrutiny. Since regulations are typically written to allow many
acceptable solutions, the user should ensure that he/she can explain and justify why the selected
solution meets the regulatory expectations.

When using the eCF Requirements to develop test cases, the user should review the underlying
regulatory statements for each user requirement, to be sure test suites capture all items requested
in these regulatory documents. Please note that this is an eCF-Members-Only release; if using to
produce test cases that could be reviewed by non-eCF member companies, please follow License for
Fair Use in Appendix 1, and share only the public version of this document, which can be found at
www.eclinicalforum.org/downloads.

In the case of evaluating Electronic Health/Medical Record systems (EHR/EMR systems), the eClinical
Forum has provided an “eSource-Readiness Assessment” (eSRA), based on the eCF Requirements, to
assist with this evaluation. The eClinical Forum also provides a questionnaire for evaluating elSF
Systems (e-Investigator Site File Systems), also based on the eCF Requirements. They can be found
on the eClinical Forum website in the “Site Sys Assmts” tab® and is provided to all for free.

The work that is published here is an extension of work previously published as HL7 EHRCR
Functional Profile (2009), ANSI EHRCR Functional Profile (2010), EuroRec EHRCR Functional Profile

1 The “eSource-Readiness Assessment”, or eSRA, can be downloaded for free from
www.eclinicalforum.org/esra .

= A NETWORK
5 Copyright eClinical Forum 2024 e C l ] nlca E(Y)V;/Eglgg

forum


https://eclinicalforum.org/
http://www.eclinicalforum.org/downloads

eCF Reqs PR2024 eClinical Forum

(2010), EHRCR User Requirements (2011), eSource-Readiness Assessment: eSRA (2015-2024),
Checklist for EDC Systems in Clinical Trials using Service Providers (2016).

3 eCF Requirements Release Schedule

The eCF Requirements are in a linked .pdf file such that one can easily review the Requirement and
then the statements from regulatory authority documents used as a basis for the eCF Requirement.
Each release is provided to eCF members with paid annual membership dues for the duration of that
membership year (see rationale under “About the eCF Requirements”). It can be obtained by
logging into the eCF website with member credentials and accessing the Members area. Public
releases of the previous year eCF Requirements document will be done in the first quarter of the
year, and can be obtained on the eCF website in the Downloads area:
https://eclinicalforum.org/downloads.The linked .pdf file is provided in Appendix 5.

FEEDBACK: If you would like to provide feedback to these eCF Requirements or ask any questions,
please submit in writing to REG@eclinicalforum.org. Please provide the eCF Requirements number

and text your comments are referring to, as well as your contact information.

Appendix 1: Disclaimer and License for Fair Use of eClinical Forum
Materials

This work is the property of the eClinical Forum and is released under a Creative Commons —
Attribution-NonCommercial-NoDerivatives 4.0 International — CC BY-NC-ND 4.0.

If you use any portion of this document or associated mappings (or any previous versions) in your
own materials, you must credit the eClinical Forum and provide a link to this original document.
Under the terms of the license, you are free:

e Share — copy and redistribute the material in any medium or format

The licensor cannot revoke these freedoms as long as you follow the license terms.
Under the following terms:

e Attribution — You must give appropriate credit, provide a link to the license, and indicate if
changes were made. You may do so in any reasonable manner, but not in any way that
suggests the licensor endorses you or your use.

e NonCommercial — You may not use the material for commercial purposes.

e NoDerivatives — If you remix, transform, or build upon the material, you may not distribute
the modified material.
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¢ No additional restrictions — You may not apply legal terms or technological measures that
legally restrict others from doing anything the license permits.

Notices:

e You do not have to comply with the license for elements of the material in the public domain
or where your use is permitted by an applicable exception or limitation.

e No warranties are given. The license may not give you all of the permissions necessary for
your intended use. For example, other rights such as publicity, privacy, or moral
rights may limit how you use the material.
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Appendix 2: Basis for the 2024.1 Release

This release is based on the following documents that have been prepared and issued by regulatory
authorities.

The below references are not all 'regulatory documents' as one customarily understands the phrase
— some of them do not directly imply literal and strict observance by the Industry as do the FDA Code
of Federal Regulations, EU Regulations/Directives and other national legislations. For instance, FDA
Guidance for Industry documents and EMA Reflection Papers are offered as suggested best practices.
In an effort to provide a homogenous template for quality designs and risk assessments, the eCF
chose not to differentiate between Regulations and Best Practices in the naming convention for its
statements and calls them all eCF Requirements; please refer to the Regulatory mapping section for
each eCF Requirement in order to specifically assess the legal implications of non-conformance in
your region.

In cases where we are using an English translation of a national document, if there is a conflict, then
the national/original version is used to make the final mapping determination.

The eCF Requirements Release MR2024.1 is based on the following regulation and guidance
documents. These eCF Requirements are a work-in-progress; we continue to evaluate and map new
regulatory authority documents as they come into effect. It is our intent to release updated
mappings yearly. Future releases will include additional regulatory authority document mappings.

Additions in the 2024.1 Versions of this paper are highlighted in bold.

United States (FDA)

° 21 CFR Part 312 (FDA regulatory requirement)
e} 21 CFRPart 312, Investigational New Drug Application;
° 21 CFR Part 11 (FDA regulatory requirement)
o) 21°CFR Part 11 Electronic Records and Electronics Signatures
) Csucl
o) Guidance for Industry: Computerized Systems Used in Clinical Investigations
(May 2007);
° FDA Risk Based Monitoring Guidance

o FDA Guidance for Industry: Oversight of Clinical Investigations — A Risk Based
Approach to Monitoring (August 2013);

° FDA eSource Guidance
o Guidance for Industry Electronic Source Data in Clinical Investigations
(September 2013);
° FDA Mobile Medical Applications Guidance

o FDA Guidance Mobile Medical Applications Guidance —(Sept 28, 2022);
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https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfCFR/CFRSearch.cfm?fr=312.21
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https://www.fda.gov/media/70970/download
https://www.fda.gov/media/70970/download
https://www.fda.gov/media/116754/download
https://www.fda.gov/media/116754/download
https://www.fda.gov/media/85183/download
https://www.fda.gov/media/85183/download
https://www.fda.gov/media/80958/download

eCF Reqs PR2024 eClinical Forum

. USA: HIPAA (HHS regulatory requirement)
o USA Health Insurance Portability and Accountability Act;
=  This document was originally mapped as part of the HL7 Functional
Profile project in 2010. It was reviewed again in light of current
interpretations in 2019 and some mappings to eCF Requirements were

adjusted.
° FDA EHR in CR Guidance
o FDA Use of Electronic Health Record Data in Clinical Investigations Guidance for

Industry (July 2018);

o FDA Investigational Device Exemptions
o FDA 21 CFR Part 812 Investigational Device Exemptions

e FDA Electronic Records and Signatures
o FDA Use of Electronic Records and Electronic Signatures.in Clinical Investigations
under 21 CFR Part 11 — Questions and Answers; June 2017

e FDA & MHRA Data Integrity in Global Clinical Trials
o FDA & MHRA: Data Integrity in Global Clinical Trials: Discussions From Joint US
Food and Drug Administration and UK-Medicines and Healthcare Products
Regulatory Agency Good Clinical Practice Workshop

e FDA Electronic Informed Consent in Clinical Investigations
o FDA Guidance Document: Use of Electronic Informed Consent in Clinical
Investigations — Questions.and Answers Guidance for Institutional Review Boards,
Investigators, and Spohsors (Dec 2016)

e FDA Digital Health Technologies
o FDA Digital Health Technologies for Remote Data Acquisition in Clinical
Investigations (Dec 2023)

e FDA Real-World Data
o FDA Real-World Data: Assessing Registries To Support Regulatory Decision-
Making for Drug and Biological Products (Dec 2023)

European Union (EMA)

e EU Directive 2005/28/EC: Laying down principles and detailed guidelines for good clinical
practice as regards investigational medicinal products for human use, as well as the
requirements for authorisation of the manufacturing or importation of such products

(GCP Directive).

e EU Annex 11 (EU regulatory requirement)
o The Rules Governing Medicinal Products in the EU -Volume 4 - GMP Annex 11:
Computerised Systems (June 2011);

| fO A NETWORK
9 Copyright eClinical Forum 2024 e‘Ghnlea * POWERED

forum BY PEERS


https://aspe.hhs.gov/report/health-insurance-portability-and-accountability-act-1996
https://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/UCM501068.pdf
https://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/UCM501068.pdf
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-H/part-812
https://www.federalregister.gov/documents/2017/06/21/2017-12811/use-of-electronic-records-and-electronic-signatures-in-clinical-investigations-under-part
https://www.federalregister.gov/documents/2017/06/21/2017-12811/use-of-electronic-records-and-electronic-signatures-in-clinical-investigations-under-part
https://pubmed.ncbi.nlm.nih.gov/31958142/
https://pubmed.ncbi.nlm.nih.gov/31958142/
https://pubmed.ncbi.nlm.nih.gov/31958142/
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-informed-consent-clinical-investigations-questions-and-answers
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-informed-consent-clinical-investigations-questions-and-answers
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-informed-consent-clinical-investigations-questions-and-answers
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/digital-health-technologies-remote-data-acquisition-clinical-investigations?utm_medium=email&utm_source=govdelivery
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/digital-health-technologies-remote-data-acquisition-clinical-investigations?utm_medium=email&utm_source=govdelivery
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/real-world-data-assessing-registries-support-regulatory-decision-making-drug-and-biological-products?utm_medium=email&utm_source=govdelivery
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/real-world-data-assessing-registries-support-regulatory-decision-making-drug-and-biological-products?utm_medium=email&utm_source=govdelivery
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:091:0013:0019:en:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:091:0013:0019:en:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:091:0013:0019:en:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:091:0013:0019:en:PDF
http://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/annex11_01-2011_en.pdf
http://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/annex11_01-2011_en.pdf
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Regulation (EU) 536/2014; Clinical Trials Regulation (EU regulatory requirement)
o EU Regulation 536/2014 (16 April 2014) Articles 57, 58

EMA Interactive Response Technologies
o EMA Reflection paper on the use of interactive response technologies (interactive
voice/web response systems) in clinical trials, with particular emphasis on the
handling of expiry dates (10-Dec-2013):

EMA Risk Based Quality Management of Clinical Trials
o EMA Reflection paper on risk based quality management in clinical trials (18-Nov-

2013);

EU GDPR: Regulation (EU) 2016/679
=  EU General Data Protection Regulation (25-May-2018)

EU Electronic Transactions
o REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 23 July 2014 on electronic identification and.trust services for electronic
transactions in the internal market and repealingDirective 1999/93/EC;

EMA Clinical Trial Master file
o Guideline on the content, management and archiving of the clinical trial master file
(paper and/or electronic) (6-Dec-2018)

e EMA GCP Q&A ( Q&A: Good clinical practice (GCP) | European Medicines Agency
(europa.eu). The following questions were addressed:
e B8. Contractual Arrangements with Vendors; April 2020

e B9. Sponsor Validation of Vendor Systems; April 2020

e B17. How can sponsors demonstrate oversight for those activities that are
delegated by written contract? (December 2022)

e (C1- What are the expectations of EU Competent Authorities concerning the use of
electronic trial master files (e-TMFs)

o EMA Computerised Systems and Electronic Data in Clinical Trials Guideline
=  EMA Guideline on computerised systems and electronic data in clinical trials, (7-Mar-

2023)

o EMA Data Quality Framework for EU Medicines Regulation
=  EMA Data Quality Framework for EU Medicines Regulation (Oct 2023)

Japan
MHLW
e ERES (Electronic Records / Electronic Signatures) Guidelines
o Using electromagnetic records and electronic signatures for application for
approval or licensing of drugs (1-Apr-2005)
P R A NETWORK
10 Copyright eClinical Forum 2024 eehnlca * POWERED

forum BY PEERS


https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-1/reg_2014_536/reg_2014_536_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-use-interactive-response-technologies-interactive-voice/web-response-systems-clinical-trials-particular-emphasis-handling-expiry-dates_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-use-interactive-response-technologies-interactive-voice/web-response-systems-clinical-trials-particular-emphasis-handling-expiry-dates_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-use-interactive-response-technologies-interactive-voice/web-response-systems-clinical-trials-particular-emphasis-handling-expiry-dates_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-risk-based-quality-management-clinical-trials_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-risk-based-quality-management-clinical-trials_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910
https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-content-management-archiving-clinical-trial-master-file-paper/electronic_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-content-management-archiving-clinical-trial-master-file-paper/electronic_en.pdf
https://www.ema.europa.eu/en/human-regulatory/research-development/compliance/good-clinical-practice/qa-good-clinical-practice-gcp
https://www.ema.europa.eu/en/human-regulatory/research-development/compliance/good-clinical-practice/qa-good-clinical-practice-gcp
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-electronic-data-clinical-trials_en.pdf
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-electronic-data-clinical-trials_en.pdf
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/data-quality-framework-eu-medicines-regulation_en.pdf
https://ecompliance.co.jp/english/Japanese%20ERES%20Guideline.html
https://ecompliance.co.jp/english/Japanese%20ERES%20Guideline.html
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o Guideline on Management of Computerized Systems for Marketing Authorization
Holders and Manufacturers of Drugs and Quasi-drugs (2011)
PMDA

o PMDA EDC Management
o EDC Management Checklist (1-Jul-2021)

o PMDA Electronic Signatures
o Act on Electronic Signatures and Certifications (Revised 2022)

JPMA (Agreed by Japanese manufacturers and accepted by PMDA)

e JPMA Electronic Data Capturing in clinical trials -- 2007
o Guidance for electronic trial data capturing of clinical trials (01-Nov-2007);

e JPMA Electronic Data Capturing in clinical trials — Supplement 2012
o Supplement to the Guidance for Electronic Data Capture'in Clinical Trials; JPMA (10-

Jan-2012)

Japan Personal Information Protection Commission

e Act on the Protection of Personal Information (02-Dec-2016; effective 30-May-2017);

o Act on the Protection of Personal Information (Act No. 57 of 2003;) Enforcement date:
June 17, 2020; (Revised by.Law No. 68 of 2022)

China
Ministry of Public Security

e China Personal Information Security
o Chinese Personal Information Security Specification (1-May-2018)

e China Electronic Signatures
o China Electronic Signature Law - e A R HFME B F 4%, Electronic Signature

Law of the People's Republic of China
= Note — we have used an unofficial English translation of this document. It is
available to eCF members in the eCF Members section of our website.

National Medical Products Administration (NMPA)

e Clinical Trial Data Management Guide (non-official translation) (Judged by eCF REG
review to have the same requirements for electronic data as ICH GCP, and therefore not
separately mapped)

Great Britain Medicines and Healthcare products Regulatory Agency
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https://eclinicalforum.org/teams-projects/public-release-english-translation-of-v200-of-japan-edc-management-sheet
https://ecompliance.co.jp/english/Guidance%20for%20electronic%20trial%20data%20capturing%20of%20clinical%20trials.pdf
http://www.jpma.or.jp/about/basis/guide/pdf/20120110guidance_en.pdf
http://www.jpma.or.jp/about/basis/guide/pdf/20120110guidance_en.pdf
https://www.ppc.go.jp/files/pdf/Act_on_the_Protection_of_Personal_Information.pdf
https://www.ppc.go.jp/files/pdf/Act_on_the_Protection_of_Personal_Information.pdf
https://www.ppc.go.jp/en/legal/
https://www.ppc.go.jp/en/legal/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-chinas-personal-information-security-specification/
http://www.npc.gov.cn/npc/c30834/201905/1d39b3ac29144348a01ffc43212a0b39.shtml?msclkid=94ef6dc8ab8111ecb32305e39c40861d
http://www.npc.gov.cn/npc/c30834/201905/1d39b3ac29144348a01ffc43212a0b39.shtml?msclkid=94ef6dc8ab8111ecb32305e39c40861d
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o MHRA and FDA Data Integrity in Global Clinical Trials
o MHRA & FDA: Data Integrity in Global Clinical Trials: Discussions From Joint US Food
and Drug Administration and UK Medicines and Healthcare Products Regulatory
Agency Good Clinical Practice Workshop

e MHRA GxP Data Integrity Guide
o MHRA Guidance on GxP Data Integrity, March 2018

International:
ICH (International Council on Harmonisation)

e International Council on Harmonisation Guideline for Good Clinical Practices E6 R2 (9-

Nov-2016);

(considered regulatory requirement in EU)

ISO (International Organization for Standardization)

e |SO 14155: Clinical investigation of medical devices for human subjects — Good clinical
practice (Judged by eCF REG review to have the same requirements for electronic data as
ICH GCP, and therefore not separately mapped.)
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https://pubmed.ncbi.nlm.nih.gov/31958142/
https://pubmed.ncbi.nlm.nih.gov/31958142/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/687246/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/687246/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf
https://database.ich.org/sites/default/files/E6_R2_Addendum.pdf
https://database.ich.org/sites/default/files/E6_R2_Addendum.pdf

eCF Reqgs PR2024 eClinical Forum

Appendix 3: Documents Reviewed and Not Included as Basis for eCF
Requirements

The eClinical Forum REG has reviewed many documents that, while providing value to the industry,
do not provide specific basis for criteria for evaluating systems for clinical research. In order to
provide a complete picture of the careful thought that has gone into the eCF Requirements, we offer
this list of documents that eCF REG has reviewed and not used as a basis for eCF Requirements.

After much discussion, it was decided that the following types of documents would not be used as
basis for the eCF Requirements.

e Documents pertaining to submission requirements

e Webinar slides and presentation notes from Regulatory Authorities

e Methodologies that are not legally mandated (e.g., ISO, GAMP, PDA, BSA, ACDM)
e Documents that are not freely available (i.e., available only via purchase)

In addition to documents in the above categories, the following documents were reviewed by REG
and determined to be not appropriate for the eCF Requirements:
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Source | Type Version Title Keywords
-Inspection initiation
EMA Guidance on remote GCP -Impact analysis
EMA Guide May, 2020 inspectiqns during the COVID19 —feasibili.ty assessmeflt
pandemic (18-May-2020) -Inspection preparation
-Conduct of the inspection
-Inspection reporting process
-PRO Instrument
-Content Validity
Guidance for Industry Patient- -Conceptual Framework
. Reported Outcome Measures: Use | -Domain/Item Scoring
FDA Guidance Dec, 2009 in Medical Product Development | -Recall Period
to Support Labeling Claims -Respondent Burden
-Reliability
-Ability to Detect Change
Providing Regulatory
ubmissions in Electronic Form
S— Certaig Human ) 7 ~CTD
. -eCTD Backbone
FDA Guidance Tharmaceutical Product -Electronic Submissions
Feb, 2020 Applications and Related Waiver
Submissions Using the eCTD .
P . -File Formats
Specifications Guidance for
Industry
Providit Rehlatory -Structured Product Labeling -
. Submissions in Electronic Format | SPL
FDA Guidance | Apr, 2005 — Content of Labeling; Guidance | -Label Submissions
for.Industry -Electronic Labeling Rule
Guidance for Industry Part 11,
FDA Guidance Aug, 2003 E.Iectronic Records; Electronic
Signatures — Scope and
Application
Software as a Medical Device
(SAMD): Clinical Evaluation; -Medical device
FDA Guidance | Dec, 2017 Guidance for Industry and Food -Mobile Medical Apps
and Drug Administration Staff; -SaMD
December 8, 2017
Policy for Device Software -Device Software Functions
FDA Notes Sep, 2019 Functions and Mobile Medical -Mobile Medical Apps
Applications -Device regulatory requirements
o ' -Informed Consent
FDA Regulation Revision 21 CFR 50, Protection of Human JIRB
Apr, 2020 Subjects )
-Risk
FDA Regulation Revision 21 CFR 56, Institutional Review -Institutional Review Board
Apr, 2020 Boards -IRB
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https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guidance-remote-gcp-inspections-during-covid-19-pandemic_en.pdf
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guidance-remote-gcp-inspections-during-covid-19-pandemic_en.pdf
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guidance-remote-gcp-inspections-during-covid-19-pandemic_en.pdf
https://www.fda.gov/media/77832/download
https://www.fda.gov/media/77832/download
https://www.fda.gov/media/77832/download
https://www.fda.gov/media/77832/download
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm333969.pdf
http://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/ucm072331.pdf
http://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/ucm072331.pdf
http://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/ucm072331.pdf
http://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/ucm072331.pdf
http://www.fda.gov/downloads/RegulatoryInformation/Guidances/ucm125125.pdf
http://www.fda.gov/downloads/RegulatoryInformation/Guidances/ucm125125.pdf
http://www.fda.gov/downloads/RegulatoryInformation/Guidances/ucm125125.pdf
http://www.fda.gov/downloads/RegulatoryInformation/Guidances/ucm125125.pdf
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/software-medical-device-samd-clinical-evaluation-guidance-industry-and-food-and-drug-administration
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/software-medical-device-samd-clinical-evaluation-guidance-industry-and-food-and-drug-administration
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/software-medical-device-samd-clinical-evaluation-guidance-industry-and-food-and-drug-administration
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/software-medical-device-samd-clinical-evaluation-guidance-industry-and-food-and-drug-administration
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/software-medical-device-samd-clinical-evaluation-guidance-industry-and-food-and-drug-administration
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfCFR/CFRSearch.cfm?CFRPart=50&showFR=1
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfCFR/CFRSearch.cfm?CFRPart=50&showFR=1
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=56
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=56
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21CER part 314.50 Application for

FDA Regulation Revision FDA approval to market new -NDA.format
Apr, 2020 -Labeling
drug
Changes to Existing Medical
Software Policies Resulting from . .
FDA Draft Sep, 2019 Section 3060 of the 21stCentury -medical device
Cures Act Guidance for Industry
A Risk-Based Approach to -Risk-Based Monitoring
Monitoring of Clinical -RBM
FDA Draft Q&A | Mar, 2019 Investigations Questions and -Risk Assessment
Answers Guidance for Industry -Centralized Monitoring
Data Standards for Drug and
FDA Guide Dec, 2023 Biological Product Submissiéns -Data Standards
Containing Real-World Data -Real-World Data
. . -Consent
MHRA | Guide Sep, 2018 | lontstatementon seeking _eConsent
consent by electronic methods
-Informed Consent
-TMEF/ eTMF
-Qualified Person (QP)
MHRA Blog Jul, 2015 MHRA Blog on Trial Master File . )
-Key Decision Making
-Trial Conduct
-Submissions
Technical Conformance Guide on —Electronlfz Sh.ldy Data
4 -Data Validation
Japan . Electr.on%c Stady Data SDTM
Guide Apr, 2015 Submissions (PFSB/ELD/OMDE
PMDA . \C . -ADaM
Notification No. 0427001, April
279015 : -Annotated CRF
-Data Standards
-eCTD
Questions and Answers (Q and A)
regarding the Guideline on
Management of Computerized -Validation
Japan Systems for Marketing -Electronic Signatures
PMDA Q&A Oct, 2010 Authorization Holders and -Business Continuity
Manufacturers of Drugs and -Computerized Systems in GCP
Quasi-drugs (PFSB/CNB -System Retirement
Administrative Notification
October 21, 2010)
-New Drug Application
Basic Principles on Electronic -NDA
Japan Submission of Study Data for -Electronic Submission
PMDA June, 2014 New Drug Applications -Electronic Data
(PESB/ELD Notification 0620-6, -Data Standards
une 20, 2014) -CDISC
-XML
Basic Rules of the Risk-Based
Japan Approach to Monitoring Clinical -S],DV
PMDA July, 2013 1 7 ials (PFSB/ELD Notification, 1 | okpased SDV
v 2013 -Clinical trial Quality
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http://www.pmda.go.jp/files/000160019.pdf
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http://www.pmda.go.jp/files/000160019.pdf
https://www.pmda.go.jp/files/000215858.pdf
https://www.pmda.go.jp/files/000215858.pdf
https://www.pmda.go.jp/files/000215858.pdf
https://www.pmda.go.jp/files/000215858.pdf

eCF Reqs PR2024

eClinical Forum

Japan
PMDA

Apr, 2015

Notification on Practical

Operations of Electronic Study
Data Submissions (PFSB/ELD
Notification 0427-1, April 27,

2015)

-Electronic data submissions
-eCTD

-CDISC data standards
-Define-XML

-New Drug Application

Japan
PMDA

Guide

Oct, 2010

Guideline on Management of

Computerized Systems for

Marketing Authorization Holders

and Manufacturers of Drugs and

Quasi-drugs

-Drug Manufacturing
-Manufacturing Quality Control
-Manufacturing Quality
Assurance

-Computerized system lifecycle
-GMP/GQP

-Validation (PQ, OQ, 1Q)
-Operations Management
-Document and Record
Management

Brazil
ANVIS
A

Guide

Apr, 2020

Guide for Computerized System
Validation

-Software/System Validation
- Lifecycle

-Risk Mgt

-Backup

-Migration

-Retirement

-Spreadsheet Validation

Non-
Reg

Guide

Dec, 2019

SCDM.:/Good Clinical Data
Management Practices

-GxP

-Compliance

-Data Quality
-Electronic Edit Checks
-Clinical Research Data
-Data Management
-Quality-by-Design
-Risk-Based-Approaches
-External Data

-CRO, / Vendor Management
-Certified-Clinical-Data-
Manager

Non-
Reg

Methodolo
gy

ECRIN (European Clinical
Research Infrastructure Network)
Requirements for Certification

-Europe
-Investigator
-Certification

-Data Center
-Training
-Validation

-Logical Security
-Logical Access

-IT Infrastructure
-Business Continuity
-Data Quality

-Data Transfers
-Data Storage

-Long Term Retention
-Subcontracting
-Standards
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-Quality Risk Management
-Corporate Data Integrity
Program
-Risk Control Measures
-Electronic Signatures
International Society of -SI;;Faetli'iescords and Hybrid
NON- . Pharmaceutical Engineering — .
REG Guide Mar 2017 GAMP Guide: Records and Data —User. Requ.lrements
Inteorit —Aud%t Tra%l .
SEL -Audit Trail Review
-Retention,
-Archiving
-Migration
-Data Life Cycle
-Inspection Readiness
PIC/s Good Practices for We have decided not to map
NON- . . .
REG Guide Sep 2007 Computerised Systems in documents that are only
Regulated ‘GXP’ Environments available via purchase.
NON- . PIC/S Guidance on Data Integrity We have decided not to map
Guide Jul 2021 . | documents that are only
REG (picscheme.org) . .
available via purchase.
ISO 14155 Clinical investigation zhé; dgg?ffgzz; fg?;‘;‘fs?ot‘)
ISO Guide of medical devices for human L o
. W . eCF Requirements, so it is not
subjects — Good clinical practice necessary to also map 1SO 14155
Principals on Good Laboratory T}ES LS an ;Xiellent rzsource .
OECD Guide Sep 2021 Practice and Compliance Which we 'e 1eye to be s‘uperlor
Monitofin to other guidelines previously
published.
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Appendix 4: Abbreviations and Definitions

Abbreviations
Abbreviation Meaning
ALCOA+ Attributable, Legible, Contemporaneous, Original, Accurate, Complete,
Consistent, Enduring, Available When Needed
CFR Code of Federal Regulations (US)
CRF Case Report Form
CRO Contract Research Organization
EDC Electronic Data Capture
EHR Electronic Health Record
EMA European Medicines Agency
EMR Electronic Medical Records
eTMF electronic Trial Master File
eSRA eSource Readiness Assessment
EU European Union
EuroRec European Institute for Health Records
FDA Food and Drug Administration (United States of America)
GCP Good Clinical Practice
ICH International Council for Harmonisation of Technical Requirements for
Pharmaceuticals for Human Use
JPMA Japan Pharmaceutical Manufacturers Association
NMPA National Medical Products Administration (China)
PMDA Pharmaceutical and Medical Devices Agency (Japan)
o A NETWORK
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Term

Definition

ALCOA+

e Attributable
Legible
Contemporaneous
Original

Accurate
Complete
Consistent

Enduring
Available when needed

Audit trail /
Audit log

A secure, computer generated, time-stamped electronic record
that allows reconstruction of the course of events relating to the
creation, modification, and deletion of an electronic record.

Case Record

An original entry (or certified copy thereof) which is under the exclusive
control of the Investigator and is submitted as part of the Case Report to the
Sponsor and IRB/IEC. Examples of Case/data records are CRF entries,
outcome assessments, patient questionnaire responses, laboratory results,
ECG tracings, etc..

Certified Copy

A copy (irrespective of the type of media used) of the original record that
has been verified (i.e., by a dated signature or by generation through a
validated process) to have the same information, including data that
describe the context, content, and structure, as the original.

Clinical trial

Any investigation in human subjects intended to discover or
verify the clinical, pharmacological, and/or other
pharmacodynamic effects of an investigational product(s), and/or
to identify any adverse reactions to an investigational product(s),
and/or to study absorption, distribution, metabolism, and
excretion of an investigational product(s) with the object of
ascertaining its safety and/or efficacy. The terms clinical trial and
clinical study are synonymous.

Core system

A core system includes the application(s) that do not include the
trial-specific configurations. It is what comes “out-of-the-box”
with every study before any study-specific elements are added.

Contract
Research
Organization
(CRO)

A person or an organization (commercial, academic or other)
contracted by the sponsor to perform one or more of a sponsor’s
trial related duties and functions. For the purpose of this
document, the CRO acts as an extension of the sponsor.
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EDC System

An Electronic Data Capture (EDC) system consists of a user
interface, i.e., web pages and reports, programming logic (e.g.,
computer programs, scripts) and a repository of data (e.g.,
database) using services from Infrastructure Systems.

EMR / EHR

Electronic Medical Record, Electronic Health Record — for
purposes of completing an eSRA assessment of your healthcare
system, these terms are interchangeable

EHRCR

The global EHRCR Functional Profile Project is a collaborative
effort to expand and adapt the functionality of EHR and
associated systems, networks, and processes to support clinical
research. The project is aimed at developing a Functional Profile
that identifies critical capabilities for the conduct of clinical
research utilizing EHR systems and establishes conformance to
the HL7 EHR Functional Model and the Q-Rec EHR Certification
Criteria. HL7 Health Level-7 refers to a set of international
standards for transfer of clinical and administrative data between
hospital information systems.

loMT

Internet of Medical Things. The Internet of Medical Things (IloMT)
is the collection of medical devices and applications that connect
to healthcare IT systems through online computer networks.
Medical devices equipped with Wi-Fi allow the machine-to-
machine communication that is the basis of loMT. ... loMT is also
known as healthcare loT.

Research
Protocol

(Also called Clinical Trial Protocol) A document that describes the
objective(s), design, methodology, statistical considerations, and
organization of a trial. The protocol usually also gives the
background and rationale for the trial, but these could be
provided in other protocol referenced documents. Throughout
the ICH GCP Guidance, the term protocol refers to protocol and
protocol amendments.

Transient Data
Collector

Devices, in that they acquire data, temporarily store it in files,
but as part of normal workflow, pass the data onto databases
before the process task is complete

Trusted Third
Party

Third party entities who collect data on behalf of an investigator
and maintain an independence from sponsor control.

Unsuccessful vs
Unauthorized
access attempt

This refers to questions 16 and 17. An “unsuccessful” access
attempt refers to a legitimate user forgetting their access

information (e.g., their username or password). An
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“unauthorized” access attempt refers to a non-user attempting to
gain access (e.g., through hacking).

Appendix 5: ECF REQUIREMENTS Members Release V2024.1

(see next page // Please do not share this outside of the eCF Members Community as shown on the

title page of this document. )

1 A note about Real World Data (RWD) -- The use of RWD in clinical trials is increasing with the growth in electronic health
records and other databases/registries holding patient data. Sponsors need to assess these data sources to ensure they are
fit for purpose. When guidelines’ directives exist, those should be implemented to validate the computerized systems using
a risk-based approach that considers the importance of the RWD that is collected, maintained, retained, or transmitted to
ensure that the data is fit for its intended purpose.
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Please see Disclaimer.and. License For Fair. Use Of eClinical Forum Materials.
ID Description Version Mappmg
: : ¢ Version

System has the ability to store and retrieve data items in a way that is attributable to a trial/data subject.

C02 Specified de-identified data can be extracted for clinical research. 1 20

..........................................................................................................................................................................................................................................................................

System has capability of storing data related to subject consent and should not allow data collection until the subject consent is
: confirmed.

i System has an audit trail to include recording date/time/originator of any data creation, change, or deletion.

..........................................................................................................................................................................................................................................................................

C05 The audit trail includes the reason for changes /deletions.

..........................................................................................................................................................................................................................................................................

Cco7 Audit trail information is readable and readily available.

..........................................................................................................................................................................................................................................................................

System does not allow new audit trail information to over-write existing (previous) information and cannot be altered without detectio

There is a process to ensure that case records and any subsequent modifications are reviewed and approved by the investigator.

..........................................................................................................................................................................................................................................................................

There is a system and/or process to ensure the investigator has control of and continuous access to all essential records (data and
i documents) generated by the investigator/institution/patient before, during and after the trial.

Cl4 : System uses a standard time reference such that the local time can be derived. : 4 : 10

..........................................................................................................................................................................................................................................................................

i The system has the ability to create, maintain, apply and revoke the roles, access permissions and capabilities of each user that accesses

i the system, such that users have access only to those system features and functions to which they have been granted access.

: There is a policy and training that instructs users not to share their access mechanisms (e.g. usernames and passwords, or access keys) or

C17 to leave their account open for others to use. A shared account (or group account) is not appropriate.

1 | The monitor, auditor and inspector can within a reasonable timeframe obtain direct access to relevant clinical trial records inorderto 155,
i perform their regulatory duties. : :

C19 | System limits the number of log-in attempts and records unsuccessful attempts. 2 13

""""" ' System records and notifies a system administrator of unauthorized access log-in attempts. 1 11 |
There are system and process access control mechanisms that follow current physical and logical information security best practices. 4 28

(22 | System feature to allow automatic logoff or other access lock (such as password protected screen saver) after a set period of time of 1,

: inactivity.

The system must have the ability to provide a history of all individuals who have access to the system and their access privileges over | 3 10
i time. : i

System has the ability to produce a human-readable copy of data (which includes associated audit trails and any decoded data) in
i appropriate file formats that facilitate review, searching and analysis.

Copies of electronic records must be certified copies if they are being used for regulatory purposes

: There are sufficient system and/or process controls for backup and recovery procedures.

i Documentation of the backup and recovery process can be produced for inspection by a monitor, auditor or inspector.

..........................................................................................................................................................................................................................................................................

i Process and/or system controls ensure that regulated data used for clinical research, including source data and metadata are enduring,
: continue to be available, readable and understandable and are retained in an archive for the legal period.

There are sufficient process controls for the system covering Business Continuity to manage disruptive incidents.

i There are sufficient process controls based on industry standards, covering Disaster Recovery Procedures.

There is a process to demonstrate that individuals who develop, maintain, or use the system should be qualified by having appropriate 2 43
: education, training, and experience necessary to perform their assigned task. : i

The development, hosting, deployment and change control of a computerised system has objective evidence that system components are |
i traceable to requirements and have been validated based on risk, using good software lifecycle practices. i

There are sufficient system and/or process controls to prevent or mitigate the effects of malware: viruses, worms, or other harmful

https://ecfur.webcapa.se/index.php/ecf-ureq-report[2024-06-30, 20:12:05]
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€33 software code.

i There are sufficient system and/or process controls over data transfers from/to other systems, including validation of data mapping and
i transfer, security of data in transit, confirmation of receipt and continued availability of the audit trail.

i When service providers are used to provide GxP-related services, formal agreements must exist and include clear statements of the roles
: and responsibilities, management and oversight of the service provider (and their GxP-related providers). :

i Signed electronic records shall contain information associated with the signing that clearly indicates all of the following:
i - The name of the signer

i - The date and time when the signature was executed

i - The meaning (such as creation, confirmation or approval)

i - Electronic signatures are permanently linked to their respective record

i - If the record is subsequently altered, then the signature no longer applies

There is a process to ensure the privacy of subjects, and in the event of a security incident that exposes privacy data, the Sponsor and/or
i Investigator shall notify the relevant Data Protection or other applicable authority.

i There is a process to evaluate and mitigate the risk and impact of changes to the computerised system taking into account changes to
i protocol (i.e. amendments and addendums), users, & roles on an ongoing basis.

There should be a process to periodically review and affirm the continued suitability of the computerised system taking into account the
C43 : potential cumulative risks and impacts of changes to the system, requirements, version releases and computing environment of the
i system.

C39

C44 For eTMF, the audit trail additionally captures accessing of records.

C45 There are processes to address incidents for the computerised system that identify, assess, resolve, and close: actions, software
: anomalies (bugs), IT issues, and Help desk issues.
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Regulatory mapping for eCF Requirement ID C01
System has the ability to store and retrieve data items in a way that is attributable to a trial/data subject.
Regulation | Paragraph | Description
FDA 21 CFR i For the purposes of recordkeeping, audit trail, and inspection, each electronic data element should be associated with an authorized
: Q18a : L.
Part 11 Q&A i data originator.

FDA 21 CFR ‘Ifa study participant who is using the mobile technology actively participates in the performance measure by entering and

Part 11 Q&A | Q18b submitting data to the sponsor's EDC system (e.g., when using an ePRO app or when performing visual acuity testing), the study
i i participant should be identified as the data originator.
i i An investigator is required to prepare and maintain adequate and accurate case histories that record all observations and other data
FDA 21 CFR i i pertinent to the investigation on each individual administered the investigational drug or employed as a control in the investigation.
Part 312 62b i Case histories include the case report forms and supporting data including, for example, signed and dated consent forms and medical
: i records including, for example, progress notes of the physician, the individual's hospital chart(s), and the nurses' notes. The case
thistory for each individual shall document that informed consent was obtained prior to participation in the study.
Japanese : i The person may request disclosure of retained personal data from a business operator handling personal information by providing an
AIEPI i Article 33 i electromagnetic record of the retained personal data that identifies the person concerned or by other methods specified by the rules of

 the Personal Information Protection Commission.

i The computerized system should be designed in such a way that retrieved data regarding each individual subject in a study is
: attributable to that subject.

EMA i Data integrity is achieved when data (irrespective of media) are collected, accessed, and maintained in a secure manner, to fulfil the
Computerised : 4.1.a i ALCOA++ principles of being attributable, legible, contemporaneous, original, accurate, complete, consistent, enduring, available
Systems i : when needed and traceable.
EMA i Data governance should address data ownership and responsibility throughout the data life cycle, and consider the design, operation,
Computerised : 4.1.b i and monitoring of processes/systems to comply with the principles of data integrity including control over intentional and
Systems : i unintentional changes to data.
EMA : i o . . . . .
Computerised | 4.5.d : Data should be maintained appropriately such that they remain intact and durable through the entire data life cycle, as appropriate,
P P i according to regulatory retention requirements.
Systems i
EMA A detailed diagram and description of the transmission of electronic data (data flow) should be available in the protocol or a
Computerised : 47 : protocol-related document. The sponsor should describe which data will be transferred and in what format, the origin and destination
P i i of the data, the parties with access to the transferred data, the timing of the transfer and any actions that may be applied to the data,
Systems : . g . . . -
: for example, data validation, reconciliation, verification, and review. The use of a data management plan (DMP) is encouraged.
i Direct data capture can also be done by automated devices such as wearables or laboratory or other technical equipment (e.g. medical
EMA : i . : . . . L .
Lo i imaging, electrocardiography equipment) that are directly linked to a data acquisition tool. Such data should be accompanied by
Computerised : 6.1.3 i . . . . . . . . . LA
Systems : i metadata concerning the device used (e.g. device version, device identifiers, firmware version, last calibration, data originator,
¥ i timestamp of events).
i Source data should be Accurate, Legible, Contemporaneous, Original, Attributable, Complete and Consistent.
EMA : i Accurate: The use of such instruments/systems should ensure that the data are at least as accurate as those recorded by paper means.
eSource : . i The validity of the data capture process is fundamental to ensuring that high-quality data are produced as part of a trial. The process
- : Topic 2a : . . . . .
Reflection i needs to ensure that all data required are captured and that data are captured in a consistent manner. The coding process which
Paper i consists in matching text or data collected on the CRF to terms in a standard dictionary, thesaurus or tables (e.g. units, scales, etc.)
: i should be controlled. The process of data transfer between systems should be validated.
EMA ¢TMF  The documentation in the investigator TMF includes some source documents containing personal data that enable the data subjects to
S :4.1.3b : . . . . . . . . .
Guideline : i be directly identified (i.e. direct identifiers of trial subjects).
EU Directive 215 All clinical trial information shall be recorded, handled, and stored in such a way that it can be accurately reported, interpreted and
2005 28 P : verified, while the confidentiality of records of the trial subjects remains protected.
Source data includes all information in original records and certified copies of original records of clinical findings, observations, or
i other activities in a clinical investigation used for reconstructing and evaluating the investigation. Access to source data is critical to
i the review and inspections of clinical investigations. The review of source data by both the FDA and sponsor is important to ensure
i adequate protection of the rights, welfare, and safety of human subjects and the quality and integrity of the clinical investigation data.
i i Source data should be attributable, legible, contemporaneous, original, and accurate (ALCOA) and must meet the regulatory
FDA cSource : i requirements for recordkeeping. Capturing source data electronically and transmitting it to the eCRF should:

: Background - Eliminate unnecessary duplication of data
i i - Reduce the possibility for transcription errors
i - Encourage entering source data during a subjects visit, where appropriate

Guidance
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{ - Eliminate transcription of source data prior to entry into an eCRF
- Facilitate remote monitoring of data

i - Promote real-time access for data review

- Facilitate the collection of accurate and complete data
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EU GDPR Article 15 The data ;ub]ect shall have the right to obtain from the controller confirmation as to whether or not personal data concerning him or
: ¢ her are being processed.

: All clinical trial information should be recorded, handled, and stored in a way that allows its accurate reporting, interpretation and

ICHGCP  :2.10 | verification.
{ ADDENDUM - This principle applies to all records referenced in this guideline, irrespective of the type of media used.

i The investigator/institution should maintain adequate and accurate source documents and trial records that include all pertinent

: observations on each of the site's trial subjects. Source data should be attributable, legible, contemporaneous, original, accurate, and
i complete. Changes to source data should be traceable, should not obscure the original entry, and should be explained if necessary

i (e.g., via an audit trail).

i Upon request of the monitor, auditor, IRB/IEC, or regulatory authority, the investigator/institution should make available for direct
i access all requested trial related records.

i The sponsor should use an unambiguous subject identification code (see 1.58) that allows identification of all the data reported for
: each subject.

ICHGCP 1490

JCE\i/fil:n]ieDC 422 Clinical data captured can be displayed on screen or printed on paper as forms or inventory for each clinical case.

i i...it is required to prepare necessary equipment (e.g. devices) and environment (e.g. internet line, telephone line) for data entry by
JPMA EDC 12a i subjects, make operational procedures for transmitting subject data to the operational database, operational procedures for providing
Supplement | i the collected subject data to investigators. and sponsors, and also procedures for data retention after completion of the clinical trial

i and location of storage.

Personal information controllers should provide personal information subjects with access to the following information:
i a) the personal information or type of information it holds about the subject;
i b) the source of the above personal information and the purpose for which it was used;

NMPA PISS | 7.4
: i ¢) The identity or type of the third party who has obtained the above personal information.
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Regulatory mapping for eCF Requirement ID C02

Specified de-identified data can be extracted for clinical research.

Regulation Paragraph Description
g?rtA32112 CFR 60 ...investigator is responsible for protecting the rights, safety, and welfare of the subject.

i An investigator shall upon request from any properly authorized officer or employee of FDA, at reasonable times, permit such

FDA 21 CFR : officer or employee to have access to, and copy and verify any records or reports made by the investigator pursuant to 312.62. The

Part 312 68 i investigator is not required to divulge subject names unless the records of particular individuals require a more detailed study of the
: i cases, or unless there is reason to believe that the records do not represent actual case studies, or do not represent actual results
i obtained.
21 CFR Part . L. . . o L
56 111.a.7 Where appropriate, there are adequate provisions to protect the privacy of subjects and to maintain the confidentiality of data.
EMA A detailed diagram and description of the transmission of electronic data (data flow) should be available in the protocol or a
Computerised : 47 : protocol-related document. The sponsor should describe which data will be transferred and in what format, the origin and destination
Syst epms i i of the data, the parties with access to the transferred data, the timing of the transfer and any actions that may be applied to the data,
Y i for example, data validation, reconciliation, verification, and review. The use of a data management plan (DMP) is encouraged.
léMA oo Electronic source data, including the audit trail should be directly accessible by investigators, monitors, auditors, and inspectors
omputerised : 6.a P . S .. . e
: : without compromising the confidentiality of participants identities.

Systems i
EMA i The storage of source documents should provide for their ready retrieval.
eSource : i Source documents and data should always be available when needed to authorised individuals to meet their regulatory obligations.

. i Topic 5a i Whilst a trial is active and after its conclusion, existing source data should be readily available to the investigator and others such as
Reflection : . . . - . . . .
Paper : monitors, audltors and inspectors. Direct access to the system should be provided by the sponsor and/or investigator to monitors,

: auditors and inspectors.

EMA ¢TMF 413¢ i In general, information (data/documents) shared with the sponsor/CRO or uploaded into a database or filing system that is managed
Guideline P i by the sponsor/CRO, should only contain data of trial subjects, which has been pseudonymised.
EMA eTMF 413h i Remote access by sponsor or CRO personnel to the investigator TMF should only be possible to the documents where personal data
Guideline o : that enable the data subjects to be directly identified (i.e. direct identifiers of trial subjects) is not present or has been pseudonymised.
EU Directive : 215 All clinical trial information shall be recorded, handled, and stored in such a way that it can be accurately reported, interpreted and
2005 28 T i verified, while the confidentiality of records of the trial subjects remains protected.

i In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall have the right to have the personal data
i transmitted directly from one controller to another, where technically feasible.

: i The exercise of the right referred to in paragraph 1 of this Article shall be without prejudice to Article 17. That right shall not apply
EU GDPR i Article 20.3 :to processing necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in
i i the controller.

..........................................................................................................................................................................................................................................................................

The controller shall, both at the time of the determination of the means for processing and at the time of the processing itself,
{ implement appropriate technical and organisational measures, such as pseudonymisation.

The confidentiality of records that could identify subjects should be protected, respecting the privacy and confidentiality rules in
i accordance with the applicable regulatory requirement(s).

i Personal privacy protection measures in the design of the database should be considered at the technical level, without affecting the

I(\:Ill\l/rll }i)é:l Trial : 5142 i integrity of the data and does not violate the principles of GCP does not include as much as possible under the conditions of the
DM Guide P i protected health information, such as: the database should not be included under Full name of those tested, but should record the full

{ name abbreviations. In Chinese name, for example, should use the first letter of the subjects surname and first name initials.

i After collecting personal information, the personal information controller should immediately perform de-identification processing
NMPA PISS :6.2 i and take technical and management measures to store the de-identified data separately from the information that can be used to
i i recover the identified individuals, and ensure the follow-up individuals. Individuals are not re-identified in information processing.
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Regulatory mapping for eCF Requirement ID C03

System has capability of storing data related to subject consent and should not allow data collection until the subject consent is confirmed.

Regulation ;| Paragraph Description

i An investigator is required to prepare and maintain adequate and accurate case histories that record all observations and other data

FDA 21 CFR { pertinent to the investigation on each individual administered the investigational drug or employed as a control in the investigation.

Part 312 :62b i Case histories include the case report forms and supporting data including, for example, signed and dated consent forms and medical
: i records including, for example, progress notes of the physician, the individual's hospital chart(s), and the nurses' notes. The case
i history for each individual shall document that informed consent was obtained prior to participation in the study.
(a) Investigator records. A participating investigator shall maintain the following accurate, complete, and current records relating to
21 CFR Part | i the investigators participation in an investigation:...
140.a.3 i (3) Records of each subjects case history and exposure to the device. Case histories include the case report forms and supporting data
812 : iy . . . . . o,
: ‘ including, for example, signed and dated consent forms and medical records including, for example, progress notes of the physician,
 the individuals hospital chart(s), and the nurses notes.
Japanese C Article 18 i A business operator handling personal information shall not handle personal information beyond the scope necessary to achieve the
APPI : i purpose of use specified in accordance with the provisions of the preceding article, without obtaining the prior consent of the person.
Japanese Article 27 i A business operator handling personal information shall not provide personal data to a third party without obtaining the prior consent

APPI i of the person.

i A business operator handling personal information shall be a foreign country (meaning a country or region outside Japan...
: i Excluding those specified by the rules of the Personal Information Protection Commission as foreign countries that have a system
Japanese " : regarding the protection of personal information that is recognized to be at the same level as Japan in terms of protection...) ... a
: Article 28 Pe . . S . s . . . .
APPI : i business operator handling personal information is required to take pursuant to the provisions of this Section regarding the handling
: i of personal data... the consent of the person to the effect that the provision to a third party in a foreign country is permitted must be
i obtained in advance.

Lo i The person participating in a clinical trial must consent to the scrutiny of personal information during inspection by competent
EU Directive : . . . . A : f .
2001 20 ‘16 : authorities and properly authorised persons, provided that such personal information is treated as strictly confidential and is not made
5 i publicly available.

FDA A Risk-
Based i
Approach to
Monitoring

FDA A Risk- |
Based
Approach to
Monitoring

FDA Real i Sponsors should address whether the registry has privacy and security controls in place to ensure that the confidentiality and security
World Data i of data are preserved.

EUGDPR ' Recital 42 | Where processing is bgsed on th.e data subject consent, the controller should be able to demonstrate that the data subject has given
: i consent to the processing operation.

ICH GCP 2.9 i Freely given informed consent should be obtained from every subject prior to clinical trial participation.

Prior to a subjects participation in the trial, the written informed consent form should be signed and personally dated by the subject or
i by the subject's legally acceptable representative, and by the person who conducted the informed consent discussion.

i When collecting sensitive personal information, you should obtain explicit consent from the subject of your personal information. It
NMPA PISS (5.5a : should be ensured that the express consent of the subject of personal information is a concrete, clear and unambiguous expression of
: : wishes that is voluntarily given on a fully informed basis.

‘IVa Verification that informed consent was obtained appropriately
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Regulatory mapping for eCF Requirement ID C04

System has an audit trail to include recording date/time/originator of any data creation, change, or deletion.

Part 11

Japanese
APPI

PMDA EDC

Management

EMA

Systems

EMA

Systems

EMA

Systems

EMA

Systems

EMA

Systems

Regulation

..........................................................................................................................................................................................................................................................................

(e) Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of operator entries and

i actions that create, modify, or delete electronic records. Record changes shall not obscure previously recorded information. Such

i audit trail documentation shall be retained for a period at least as long as that required for the subject electronic records and shall be
i available for agency review and copying.

i FDA does not intend to inspect each individual mobile technology used in a clinical investigation to capture, record, and transmit
i data directly from study participants because access controls, audit trails, and validation that would be applied would help ensure the
i reliability of the data.

..........................................................................................................................................................................................................................................................................

When data are copied or transmitted directly from the mobile technology to the sponsor's EDC system or from the mobile technology
i to the EHR and then to the sponsor's EDC system, the audit trail begins at the time the data enter the sponsor's EDC system.

i For electronic copies in which the records are modifiable, it would be important to have audit trails in place to ensure the
i trustworthiness and reliability of the electronic copy.

FDA 21 CFR

FDA 21 CFR |
Part 11 Q&A |

FDA 21 CFR
Part 11 Q&A

FDA 21 CFR |
Part 11 Q&A |

Computerised
Computerised
Computerised
Computerised

Computerised |

Paragraph |

Sheet version 49 and 54

Description

: A business operator handling personal information must take necessary and appropriate measures to prevent leakage, loss or damage
: of the personal data it handles and to otherwise manage the security of personal data.

i It is important to keep track of all changes made to information in the electronic records that document activities related to the
i conduct of the trial (audit trails).

The use of audit trails or other security measures helps to ensure that only authorized additions, deletions, or alterations of
: information in the electronic record have occurred and allows a means to reconstruct significant details about study conduct and
i source data collection necessary to verify the quality and integrity of data.

i Computer-generated, time-stamped audit trails or other security measures can also capture information related to the creation,
: modification, or deletion of electronic records and may be useful to ensure compliance with the appropriate regulation.

i Computer-generated, time-stamped electronic audits trails are the preferred method for tracking changes to electronic source
: documentation.

Audit trails or other security methods used to capture electronic record activities should describe when, by whom, and the reason
i changes were made to the electronic record.

: Outline of audit trails on creation / modification of retained information

i - Does the system have full audit trail capability?

i - Does the system clearly identify who created the data?

i - Does the system clearly identify which data was automatically calculated/derived

i - Does the system clearly determine who is responsible for the data loaded from other systems?
i - Does the system clearly identify who modified the data?

- Does the system retain (i.e. not to obscure) the information before modification?

i - Does the system provide sponsors with the view of the audit trails?

- Does the system provide staff at the medical institutions with the view of the audit trails?

i (During the conduct of clinical trials and after completion of clinical trials)

i Data governance should address data ownership and responsibility throughout the data life cycle, and consider the design, operation,
i and monitoring of processes/systems to comply with the principles of data integrity including control over intentional and

i unintentional changes to data.

{ Metadata also permit data to be attributable to an individual entering or taking an action on the data such as modifying, deleting,
reviewing, etc. (or if automatically generated, to the original data source).

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

Data should be maintained appropriately such that they remain intact and durable through the entire data life cycle, as appropriate,
according to regulatory retention requirements.

Data should be traceable throughout the data life cycle. Any changes to the data, to the context/metadata should be traceable, should
i not obscure the original information and should be explained, if necessary. Changes should be documented as part of the metadata

i (e.g. audit trail).
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i A detailed diagram and description of the transmission of electronic data (data flow) should be available in the protocol or a

]él(\)/ln? uterised | 4.7 i protocol-related document. The sponsor should describe which data will be transferred and in what format, the origin and destination
Svst eprns P : of the data, the parties with access to the transferred data, the timing of the transfer and any actions that may be applied to the data,

Y i for example, data validation, reconciliation, verification, and review. The use of a data management plan (DMP) is encouraged.

g g
i Accurate and unambiguous date and time information given in coordinated universal time (UTC) or time and time zone (set by an

EMA - £ & Y
Computerised : 55 i external standard) should be automatically captured.
Syst é)ms P : Users should not be able to modify the date, time and time zone on the device used for data entry, when this information is captured

: by the computerised system and used as a timestamp.

: Direct data capture can also be done by automated devices such as wearables or laboratory or other technical equipment (e.g. medical

]él(\)/[n? uterised : 613 : imaging, electrocardiography equipment) that are directly linked to a data acquisition tool. Such data should be accompanied by
S stelins e metadata concerning the device used (e.g. device version, device identifiers, firmware version, last calibration, data originator,
y i timestamp of events).
]élgdn‘? uterised : 62.1a An audit trail should be enabled for the original creation and subsequent modification of all electronic data. In computerised systems,
Sys tepms R i the audit trail should be secure, computer generated and timestamped.
EMA : i o o . s
Computerised | 6.2.1.F i The gudlt trail should show the initial entry ?.nd .the changes (Valu'e - previous and current) specifying what was changed (field, data
Systems T i identifiers) by whom (username, role, organisation), when (date/timestamp)...
EMA : :
Computerised | AS.1.1.1 i The (ePRO) timestamp should record the time of the data entry and not only the time of the data submission/transmission.
Systems :
EMA : :
Computerised : A5.1.1.2.b | General requirements on audit trails (apply to ePRO systems).
Systems i i
gl(\)/lrﬁ uterised A5.1.12.c Data corrections should be documented, and an audit trail should record if the data saved on the device are changed before the data
Sys tg)ms P i are submitted.
An audit trail should be maintained as part of the source documents for the original creation and subsequent modification of all
i source data.
EMA i The maintenance of an audit trail is essential to ensure that changes to the data are traceable. Secure, computer-generated, time-
eSource : i stamped audit trails (or alternative methods that fulfil the audit trail requirements) should be used to independently record the date
Reflection Topic 2d and time of operator entries and actions that create, modify, or delete electronic records. Such audit trail documentation should be
Paner : i retained as long as the subject electronic records. Audit trails need to be readable and changes to audit trail data should be prevented
P by the system. The responsible investigators, sponsors and inspectors should be able to review the audit trail. The audit trail will
i record changes made as a result of data queries or a clarification process. The clarification process for data entered by trial subjects
i should be documented and it should be clearly stated where changes to data entered by subjects will not be made.
EMA ¢TMF ' i The primary eTMF is a system for managing documents that should contain the controls listed below:
Guideline i4.1.2¢ i an audit trail in place to identify date/time/user details for creation and/or uploading deletion of and changes to a document
5 i (explanation of the deletion or modification, if necessary);
: (exp ry
EMA eTMF ' i Particular attention should be paid when documents are stored on electronic, magnetic, optical or other non-indelible media. In such
Guideline i5 i cases suitable controls should be implemented to ensure that these documents are complete and cannot be altered without appropriate

“ authorisation and the creation of an audit trail.

..........................................................................................................................................................................................................................................................................

PMDA ERES i Distinction of the creator of maintained information shall be definite. And also when modify the maintained information, previously
(Japan) i3.1.1.2 i recorded information shall be stored, and distinction of the modifier shall be definite. Audit trail shall be recorded by automatically,
P i i and recorded audit trail is desirable to be confirmed by predetermined procedure.

..........................................................................................................................................................................................................................................................................

i Management systems for data and for documents should be designed to record the identity of operators entering, changing,
i confirming or deleting data including date and time.

: Consideration should be given, based on a risk assessment, to building into the system the creation of a record of all GMP-relevant
EU Annex 11 : 9 : changes and deletions (a system generated "audit trail"). For change or deletion of GMP-relevant data the reason should be
: i documented. Audit trails need to be available and convertible to a generally intelligible form and regularly reviewed.

EU Clinical
Trials
Regulation
5362014

EU

Electronic :
Identification : 26.d
Regulation
910-2014

........................ e

FDA EHR
Guidance

FDA EHR

An advanced electronic signature shall meet the following requirements:
i (d) it is linked to the data signed therewith in such a way that any subsequent change in the data is detectable.

V.B.3 Audit trails are available to track changes to data.

iv.cl { Each electronic data element should be associated with a data originator.
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Guidance
FDA EHR V.C2b Modified and corrected data elements should have data element identifiers that reflect the date, time, data originator, and the reason
Guidance P i for the change.
FDA Real 111.Ce i Conformance with 21 CFR part 11, as applicable, including maintenance of access controls and audit trails to demonstrate the
World Data ™ i provenance of the registry data and to support traceability of the data

: Implement and maintain version control by documenting the date, time, and originator of data entered in the registry; performing
FDA Real L.CE i preventative and/or corrective actions to address changes to the data (including flagging erroneous data without deleting the
World Data i erroneous data, while inserting the corrected data for subsequent use); and describing reasons for any changes to data without

i obscuring previous entries

EUGDPR | Recital 82 § In ord§r to demor}s?rgte compliance with this Regulation, the controller or processor should maintain records of processing activities
; i under its responsibility.

USA HIPAA | 164.312b § Implement harfiware, software, aqd/or progedural mechanisms that record and examine activity in information systems that contain
: i or use electronic protected health information.

USA HIPAA 164.312c1  : Implement policies and procedures to protect electronic protected health information from improper alteration or destruction.

i The investigator/institution should maintain adequate and accurate source documents and trial records that include all pertinent

i observations on each of the site's trial subjects. Source data should be attributable, legible, contemporaneous, original, accurate, and
i complete. Changes to source data should be traceable, should not obscure the original entry, and should be explained if necessary

i (e.g., via an audit trail).

i Any change or correction to a CRF should be dated, initialled, and explained ( if necessary) and should not obscure the original entry
i (i.e. an audit trail should be maintained); this applies to both written and electronic changes or corrections (see 5.18.4(n)). Sponsors

i should provide guidance to investigators and/or the investigators' designated representatives on making such corrections. Sponsors

: should have written procedures to assure that changes or corrections in CRFs made by sponsor's designated representatives are

i documented, are necessary, and are endorsed by the investigator. The investigator should retain records of the changes and

i corrections.

{ When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
i ¢) Ensure that the systems are designed to permit data changes in such a way that the data changes are documented and that there is
i no deletion of entered data (i.e.maintain an audit trail, data trail, edit trail).

: If data are transformed during processing, it should always be possible to compare the original data and observations with the
i processed data.

ICHGCP  4.9.0

ICHGCP 493

JGIE\i/fil:nEeDC 4.1.1.2a The ability to investigate of operator, content and timing of input/modify of data.
JPMA EDC 4.1.1.2b The ability to prevent alteration, divulgation and repudiation of fact of operation.
Guidance

: ' The ability to identify of operator ID and input time of each data by log (i.e. audit trail).
JPMA EDC : . .
Guidance i4.1.1.3.6c i - Note that signature shall not be requested for every data input.

: i - But, the operator shall be identified for every data input.
JPMA EDC 4113¢ In case of source document does not exist (i.e. data of electronic CRF is source document), employ controls to identify the data
Guidance . i creator clearly, such as functionality of control of access rights to the EDC system.
JPMA EDC 126 First, in case of an ePRO system using an IVRS or IWRS, data in the server is regarded as source data, as it is directly recorded PRO
Supplement i (original). Therefore, the data must include an input trail and, in case of correction, an edit trail.

i In case of an ePRO system using an entry device, data saved in the device is the original record created by the subject, and is thus

: i regarded as the source data. Therefore, the Usage of Electromagnetic Records and Electronic Signatures in the Application for Drug
JPMA EDC : . . ; . . - o
Supplement | 1.2f i App.rova}lhor Licensing must be complied for. t_he device 1tse1f: In other words,. requirements for guthentlc{ty, readablhty.and _

: i retainability must be fulfilled under precondition that the device has been validated. These requirements include recording of an audit

i i trail in case the data saved in the device are changeable.

:  Ensure that the systems are so designed as to permit data correction in such a way that the data correction are documented and that
JPMA EDC : . : AT . .

i1.4c i all records of correction of entered data remain undeleted as logs distinguishable to the inputter as well as to the corrector (i.e. to
Supplement T . o . . g

: i maintain audit trail, input trail, and edit trail);

An audit trail can be retained automatically.
JPMA EDC 151.1¢ i Together with the entered data, the date and time of entry and the person who enters the data can be recorded. If the system is also
Supplement |77 i designed to permit data correction, then the data corrections are documented and that all records of correction of entered data remain

: ‘ undeleted as unchangeable logs distinguishable to the inputter as well as to the corrector, automatically.
JPMAEDC 1512a An audit trail shall enable identification of the persons who entered the data, the entered data and the time of entry. In case of
Supplement {7 i correction, the persons who corrected, the correction details and the time of correction must be identifiable.

: The audit trail is a form of metadata containing information associated with actions that relate to the creation, modification or
MHRA GXP | i deletion of GXP records. An audit trail provides for secure recording of life-cycle details such as creation, additions, deletions or
Data Integrity : 6.13a : alterations of information in a record, either paper or electronic, without obscuring or overwriting the original record. An audit trail
Guidance : i facilitates the reconstruction of the history of such events relating to the record regardless of its medium, including the 'who, what,

i when and why' of the action.

i Where computerised systems are used to capture, process, report, store or archive raw data electronically, system design should
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MHRA GXP i always provide for the retention of audit trails to show all changes to, or deletion of data while retaining previous and original data. It
Data Integrity | 6.13b i should be possible to associate all data and changes to data with the persons making those changes, and changes should be dated and
Guidance : i time stamped (time and time zone where applicable). The reason for any change, should also be recorded. The items included in the

i i audit trail should be those of relevance to permit reconstruction of the process or activity.
211\1/1[1 Ii)cﬁl Trial : 3304 CREF data for any changes or correction should be dated and signed name and explain why (if required), and should make the original

. P i records are still visible.

DM Guide :

i i Inspection of clinical trial data track (Audit Trail), from the first data entry so that every change, delete or add, must be retained in
NMPA : : the clinical trials database system to ensure that the data from the original data to declare the whole process transparency. Inspection
Clinical Trial | 3.3.2.b i should include changing tracks the date, time, change the people, change reasons, the data value before the change, the changed data
DM Guide i values. This inspection trajectory of system protection, does not allow any artificial modification and editing. Inspection records

i i should be archived and trajectory queries.
NMPA PISS :10.5b i An automated audit system should be established to monitor and record personal information processing activities.
NMPA PISS i8.le The personal information controller should accurately record and save the circumstances of the commissioned personal information.
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Regulatory mapping for eCF Requirement ID C05

The audit trail includes the reason for changes /deletions.

Regulation Paragraph | Description

..........................................................................................................................................................................................................................................................................

FDA 21 CFR Modified and corrected data elements should have data element identifiers that reflect the date, time, and data originator and the
Part 11 Q&A : reason for the change. Modified and corrected data should not obscure previous entries.

Audit trails or other security methods used to capture electronic record activities should describe when, by whom, and the reason
i changes were made to the electronic record.

EMA i Data governance should address data ownership and responsibility throughout the data life cycle, and consider the design, operation,
Computerised : 4.1.b i and monitoring of processes/systems to comply with the principles of data integrity including control over intentional and
Systems : i unintentional changes to data.

EMA :
Computerised | 6.2.1.g i ...and, where applicable, why (reason for change).
Systems ' :

..........................................................................................................................................................................................................................................................................

EMA :
Computerised | 6.2.1.i { Changes to data should only be performed when justified. Justification should be documented.
Systems ' 5

..........................................................................................................................................................................................................................................................................

EMA :
Computerised | A5.1.1.2.b | General requirements on audit trails (apply to ePRO systems).
Systems ' 5

EMA ¢TMF ' i The primary eTMF is a system for managing documents that should contain the controls listed below:

S i4.1.2¢ i an audit trail in place to identify date/time/user details for creation and/or uploading deletion of and changes to a document
Guideline : . . NN .
: i (explanation of the deletion or modification, if necessary);

..........................................................................................................................................................................................................................................................................

: Consideration should be given, based on a risk assessment, to building into the system the creation of a record of all GMP-relevant
EU Annex 11 {9 i changes and deletions (a system generated "audit trail"). For change or deletion of GMP-relevant data the reason should be
: i documented. Audit trails need to be available and convertible to a generally intelligible form and regularly reviewed.

..........................................................................................................................................................................................................................................................................

EU Clinical
Trials . 8f Any alteration to the content of the clinical trial master file shall be traceable.
Regulation
5362014
FDTA EHR V.B.3 Audit trails are available to track changes to data.
Guidance
FDA EHR V.C2b Modified and corrected data elements should have data element identifiers that reflect the date, time, data originator, and the reason
Guidance . : for the change.
FDA and i i
MHRA Data i Audit trails for data entry should have an automatic function to show what data element was changed, what the change was, who
. :P3a : . . .. .
Integrity i : changed it, when and why it was changed, and not obscure the original entry and any previous changes.
Discussions :
FDA Real ILCe i Conformance with 21 CFR part 11, as applicable, including maintenance of access controls and audit trails to demonstrate the
World Data ™ i provenance of the registry data and to support traceability of the data
i Implement and maintain version control by documenting the date, time, and originator of data entered in the registry; performing
FDA Real : HLCE i preventative and/or corrective actions to address changes to the data (including flagging erroneous data without deleting the
World Data i i erroneous data, while inserting the corrected data for subsequent use); and describing reasons for any changes to data without

i obscuring previous entries

The controller shall communicate any rectification or erasure of personal data or restriction of processing carried out in accordance
i with Articles 16, 17(1) and 18 to each recipient to whom the personal data have been disclosed.

i The investigator/institution should maintain adequate and accurate source documents and trial records that include all pertinent

i observations on each of the site's trial subjects. Source data should be attributable, legible, contemporaneous, original, accurate, and
i complete. Changes to source data should be traceable, should not obscure the original entry, and should be explained if necessary

i (e.g., via an audit trail).

i Any change or correction to a CRF should be dated, initialled, and explained ( if necessary) and should not obscure the original entry
i (i.e. an audit trail should be maintained); this applies to both written and electronic changes or corrections (see 5.18.4(n)). Sponsors
i should provide guidance to investigators and/or the investigators' designated representatives on making such corrections. Sponsors

ICHGCP 493
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i should have written procedures to assure that changes or corrections in CRFs made by sponsor’s designated representatives are
i documented, are necessary, and are endorsed by the investigator. The investigator should retain records of the changes and
: Ensure that the systems are so designed as to permit data correction in such a way that the data correction are documented and that
JPMA EDC i . ; T . .
1.4c : all records of correction of entered data remain undeleted as logs distinguishable to the inputter as well as to the corrector (i.e. to
Supplement P DO . NN
i : maintain audit trail, input trail, and edit trail);
NMPA : : , . N .
Clinical Trial 3.3.2.a : CRF data for any changes or correction should be dated and signed name and explain why (if required), and should make the original
. et i records are still visible.
DM Guide ;
Inspection of clinical trial data track (Audit Trail), from the first data entry so that every change, delete or add, must be retained in
NMPA : : the clinical trials database system to ensure that the data from the original data to declare the whole process transparency. Inspection
Clinical Trial :3.3.2.b i should include changing tracks the date, time, change the people, change reasons, the data value before the change, the changed data
DM Guide i values. This inspection trajectory of system protection, does not allow any artificial modification and editing. Inspection records
i i should be archived and trajectory queries.
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Regulatory mapping for eCF Requirement ID C07

Audit trail information is readable and readily available.

Regulation

Part 11

FDA 21 CFR |
Part 11 '

PMDA EDC
Management
Sheet version

PMDA EDC |
Management
Sheet version

EMA :
Computerised : 4.5.b
Systems :

EMA :
Computerised : 6.2.1.d
Systems '

EMA .
Computerised : 6.a
Systems :
EMA

Computerised | A5.1.1.2.b
Systems '

EMA ;
eSource : .
Reflection Topic 2d
Paper :

EMA ¢TMF |
Guideline 5 4.2b

EMA IRT
Reflection

PMDA ERES 312
(Japan) :

EU Directive
2005 28 2.4.17

Paragraph

...............................................

FDA 21 CFR 10b

...............................................

...............................................

...............................................

...............................................

...............................................

...............................................

Description

i (b) The ability to generate accurate and complete copies of records in both human readable and electronic form suitable for
i inspection, review, and copying by the agency. Persons should contact the agency if there are any questions regarding the ability of
i the agency to perform such review and copying of the electronic records.

i (e) Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of operator entries and

i actions that create, modify, or delete electronic records. Record changes shall not obscure previously recorded information. Such

‘ audit trail documentation shall be retained for a period at least as long as that required for the subject electronic records and shall be
i available for agency review and copying.

i Does the system ensure the readability of retained information?
(During the conduct of clinical trials and after completion of clinical trials)

{ Does the system ensure the readability of retained information?
i (After completion of clinical trials)

Data should be maintained in a readable form to allow review in its original context. Therefore, changes to data, such as
{ compression, encryption and coding should be completely reversible.

The responsible investigator, sponsor, and inspector should be able to review and comprehend the audit trail and therefore audit trails
should be in a human-readable format.

Electronic source data, including the audit trail should be directly accessible by investigators, monitors, auditors, and inspectors
i without compromising the confidentiality of participants identities.

i An audit trail should be maintained as part of the source documents for the original creation and subsequent modification of all

i source data.

i The maintenance of an audit trail is essential to ensure that changes to the data are traceable. Secure, computer-generated, time-

i stamped audit trails (or alternative methods that fulfil the audit trail requirements) should be used to independently record the date
and time of operator entries and actions that create, modify, or delete electronic records. Such audit trail documentation should be

i retained as long as the subject electronic records. Audit trails need to be readable and changes to audit trail data should be prevented
i by the system. The responsible investigators, sponsors and inspectors should be able to review the audit trail. The audit trail will

i record changes made as a result of data queries or a clarification process. The clarification process for data entered by trial subjects
should be documented and it should be clearly stated where changes to data entered by subjects will not be made.

' The sponsor and/or investigator/institution should implement risk-based quality checks (QC) or review processes to ensure the TMF
i is being maintained up-to-date and that all essential documents are appropriately filed in the TMF. Areas to consider during QC and
i review include the following:

eview of the audit trail (for e TMF).

i A readily accessible audit trail - audit trails should be available for all data including any alterations to the data either as a result of
{ interacting with the system or manual interventions.

Readability of electromagnetic records

i The contents of electromagnetic records shall be output (output to display, output to paper and copy to electronic storage media) as
: human readable format.

Storability electromagnetic records
i Electromagnetic records shall be maintained with keeping its authenticity and readability.

i The sponsor and the investigator shall retain the essential documents relating to a clinical trial for at least five years after its
: completion.They shall retain the documents for a longer period, where so required by other applicable requirements or by an
i agreement between the sponsor and the investigator. Essential documents shall be archived in a way that ensures that they are readily
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i available, upon request, to the competent authorities. The medical files of trial subjects shall be retained in accordance with national
i legislation and in accordance with the maximum period of time permitted by the hospital, institution or privatepractice.

..........................................................................................................................................................................................................................................................................

EU Clinical
Trials
Regulation
5362014

FDA and i

MHRA Data : It is important that audit trails can be easily accessed and reviewed during the study, as part of a dynamic system, and once the data
Integrity i are archived, which may be in a static format.

Discussions :

FDA and i i
i\ﬁtlllgr/;yData P9a Audit trails should be available to allow reconstruction of all changes to the study data.

Discussions

FDA Real i : Conformance with 21 CFR part 11, as applicable, including maintenance of access controls and audit trails to demonstrate the
World Data i provenance of the registry data and to support traceability of the data

i i (Processor) makes available to the controller all information necessary to demonstrate compliance with the obligations laid down in
EU GDPR i Article 28h i this Article and allow for and contribute to audits, including inspections, conducted by the controller or another auditor mandated by
5 i the controller.

..........................................................................................................................................................................................................................................................................

JPMA EDC . o . . .
Guidance 4.1.1.3.6g The ability to confirm the audit trail on the display by the investigator.

: Ensure that the systems are so designed as to permit data correction in such a way that the data correction are documented and that
JPMA EDC i . ; . . . .

i 1.4c i all records of correction of entered data remain undeleted as logs distinguishable to the inputter as well as to the corrector (i.e. to
Supplement LT L . NN

i maintain audit trail, input trail, and edit trail);

NMPA : : S . . .
Clinical Trial | 5.13.b i Ensure. data .acce§51b111ty refers to the user when needed, such as login and retrieve data from, and the data in the database can be
DM Guide o i transmitted in a timely manner as needed.

..........................................................................................................................................................................................................................................................................

i Personal information controllers should provide personal information subjects with access to the following information:
i a) the personal information or type of information it holds about the subject;

i b) the source of the above personal information and the purpose for which it was used;

i ¢) The identity or type of the third party who has obtained the above personal information.

NMPA PISS | 7.4
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System does not allow new audit trail information to over-write existing (previous) information and cannot be altered without detection.

Regulation Paragraph | Description

..........................................................................................................................................................................................................................................................................

i i (e) Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of operator entries and
FDA 21 CFR 10e i actions that create, modify, or delete electronic records. Record changes shall not obscure previously recorded information. Such
Part 11 i : audit trail documentation shall be retained for a period at least as long as that required for the subject electronic records and shall be
: i available for agency review and copying.

FDA 21 CFR Modified and corrected data elements should have data element identifiers that reflect the date, time, and data originator and the
Part 11 Q&A : reason for the change. Modified and corrected data should not obscure previous entries.

i Original information should not be obscured though the use of audit trails or other security measures used to capture electronic
i record activities.

EMA Data should be traceable throughout the data life cycle. Any changes to the data, to the context/metadata should be traceable, should
Computerised : 4.5.f i not obscure the original information and should be explained, if necessary. Changes should be documented as part of the metadata
Systems i i (e.g. audit trail).

EMA : :
Computerised | 6.2.1.b i ...for an audit trail to be deactivated by "admin users", this should automatically create an entry into a log file (e.g. audit trail).
Systems i i
EMA : 5
Computerised : 6.2.1.c : Entries in the audit trail should be protected against change, deletion, and access modification (e.g. edit rights, visibility rights).
Systems i i
EMA : : . . s . n
Lo i The audit trail should show the initial entry and the changes (value - previous and current) specifying what was changed (field, data
Computerised : 6.2.1.f . . . .
Systems H  identifiers) by whom (username, role, organisation), when (date/timestamp)...
EMA : : . .. - . . .
Lo i Users with privileged access should be sufficiently independent from and not be involved in the management and conduct of the
Computerised : A3.3.b P . . . . 7 .
i i clinical trial and in the generation, modification, and review of data.
Systems :
i An audit trail should be maintained as part of the source documents for the original creation and subsequent modification of all
i source data.
EMA i The maintenance of an audit trail is essential to ensure that changes to the data are traceable. Secure, computer-generated, time-
eSource : i stamped audit trails (or alternative methods that fulfil the audit trail requirements) should be used to independently record the date
Reflection i Topic 2d i and time of operator entries and actions that create, modify, or delete electronic records. Such audit trail documentation should be
Paper i retained as long as the subject electronic records. Audit trails need to be readable and changes to audit trail data should be prevented

i by the system. The responsible investigators, sponsors and inspectors should be able to review the audit trail. The audit trail will
i record changes made as a result of data queries or a clarification process. The clarification process for data entered by trial subjects
i should be documented and it should be clearly stated where changes to data entered by subjects will not be made.

..........................................................................................................................................................................................................................................................................

: Consideration should be given, based on a risk assessment, to building into the system the creation of a record of all GMP-relevant
EU Annex 11 {9 i changes and deletions (a system generated "audit trail"). For change or deletion of GMP-relevant data the reason should be
: i documented. Audit trails need to be available and convertible to a generally intelligible form and regularly reviewed.

..........................................................................................................................................................................................................................................................................

EU Clinical
Trials . 8f Any alteration to the content of the clinical trial master file shall be traceable.
Regulation
5362014
FD.A EHR V.C2.c Modified and corrected data should not obscure previous entries.
Guidance i
FDA eSource A3 The eCRF should include the capability to record who entered or generated the data and when it was entered or generated. Changes
Guidance : i to the data must not obscure the original entry, and must record who made the change, when, and why.
FDA Real MI.Ce Conformance with 21 CFR part 11, as applicable, including maintenance of access controls and audit trails to demonstrate the
World Data i provenance of the registry data and to support traceability of the data

i i Implement and maintain version control by documenting the date, time, and originator of data entered in the registry; performing
FDA Real : HL.CE i preventative and/or corrective actions to address changes to the data (including flagging erroneous data without deleting the
World Data i erroneous data, while inserting the corrected data for subsequent use); and describing reasons for any changes to data without

: obscuring previous entries

i The investigator/institution should maintain adequate and accurate source documents and trial records that include all pertinent
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{ observations on each of the site's trial subjects. Source data should be attributable, legible, contemporaneous, original, accurate, and
i complete. Changes to source data should be traceable, should not obscure the original entry, and should be explained if necessary
i (e.g., via an audit trail).

i When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
ICH GCP 15.5.3¢ i ¢) Ensure that the systems are designed to permit data changes in such a way that the data changes are documented and that there is
i no deletion of entered data (i.e.maintain an audit trail, data trail, edit trail).

..........................................................................................................................................................................................................................................................................

If data are transformed during processing, it should always be possible to compare the original data and observations with the
i processed data.

ICHGCP  14.9.0

JPMA EDC 41.1.1f Audit trail shall be recorded automatically. (i.e. The EDC system is designed to permit data changes in such a way that the data
Guidance o : changes are documented and that there is no deletion of entered data.)

JPMA EDC 4.1.1.1¢g Audit trail shall not be modified by anyone.

Guidance

JGPL?i/fllaneDC 4.1.1.2b The ability to prevent alteration, divulgation and repudiation of fact of operation.

 Ensure that the systems are so designed as to permit data correction in such a way that the data correction are documented and that

JPMA EDC i1.4c i all records of correction of entered data remain undeleted as logs distinguishable to the inputter as well as to the corrector (i.e. to
Supplement P DO . NN
i maintain audit trail, input trail, and edit trail);
i An audit trail can be retained automatically.
JPMA EDC 15.1.1¢ : Together with the entered data, the date and time of entry and the person who enters the data can be recorded. If the system is also
Supplement {7 i designed to permit data correction, then the data corrections are documented and that all records of correction of entered data remain

i undeleted as unchangeable logs distinguishable to the inputter as well as to the corrector, automatically.

MHRA GXP '

L ' Audit trails (identified by risk assessment as required) should be switched on. Users should not be able to amend or switch off the
Data Integrity : 6.13¢ i

audit trail. Where a system administrator amends, or switches off the audit trail a record of that action should be retained.

Guidance
NMPA i P . S .
.. L i Clinical trial data management system validation include the following aspects:
Clinical Trial ;3.3.1.d - Ensure data integrity, including the prevention of deleted or lost data
DM Guide | : g gtep
NMPA : : . . . . . ..
Clinical Trial 33 2.a i CRF data for any changes or correction should be dated and signed name and explain why (if required), and should make the original
. P : records are still visible.
DM Guide :
: i Inspection of clinical trial data track (Audit Trail), from the first data entry so that every change, delete or add, must be retained in
NMPA i the clinical trials database system to ensure that the data from the original data to declare the whole process transparency. Inspection
Clinical Trial :3.3.2.b i should include changing tracks the date, time, change the people, change reasons, the data value before the change, the changed data
DM Guide i values. This inspection trajectory of system protection, does not allow any artificial modification and editing. Inspection records
i should be archived and trajectory queries.
NMPA PISS 10.5d Unauthorized access, tampering or deletion of audit records should be prevented.
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There is a process to ensure that case records and any subsequent modifications are reviewed and approved by the investigator.
Regulation | Paragraph | Description
EMA : i Data governance should address data ownership and responsibility throughout the data life cycle, and consider the design, operation,

Computerised 4.1b

: and monitoring of processes/systems to comply with the principles of data integrity including control over intentional and
Systems :

intentional changes to data.

i A detailed diagram and description of the transmission of electronic data (data flow) should be available in the protocol or a

EMA

Computerised : 47 { protocol-related document. The sponsor should describe which data will be transferred and in what format, the origin and destination
Syst e?ms i i of the data, the parties with access to the transferred data, the timing of the transfer and any actions that may be applied to the data,
Y : for example, data validation, reconciliation, verification, and review. The use of a data management plan (DMP) is encouraged.
: i The sponsor should seek investigator endorsement of their data at predetermined milestones. The signature of the investigator or
EMA : : authorised member of the investigators staff is considered as the documented confirmation that the data entered by the investigator
Computerised | 6.3 i and submitted to the sponsor are attributable, legible, original, accurate, and complete and contemporaneous. Any member of the
Systems : : staff authorised for sign-off should be qualified to do so in order to fulfil the purpose of the review as described below. National law
i i could require specific responsibilities, which should then be followed.
FDA EHR |  Clinical investigators should review and electronically sign the completed eCRF for each study participant before data are archived
. iV.C2d i .
Guidance : : or submitted to FDA.
FDAEHR VCoe If modifications are made to the eCRF after the clinical investigator has already signed the eCRF, the changes should be reviewed
Guidance T i and approved by the clinical investigator.
i Clinical Investigator(s) Review and Electronic Signature
FDA eSource Bla i To comply with the requirement to maintain accurate case histories clinical investigator(s) should review and electronically sign the
Guidance i completed eCRF for each subject before the data are archived or submitted to FDA. Use of electronic signatures must comply with

ipart 11 (21 CFR part 11).

i Modifications and Corrections During Clinical Investigator(s) Review of the eCRF
: i To comply with the requirement to maintain accurate case histories, data elements might call for modification or correction during
FDA eSource  clinical investigator(s) review. Either the clinicall invgstigator(s) or an originator can enter the revised data element. Modified and/or
i B2 i corrected data elements must have data element identifiers that reflect the date, time, originator, and reason for the change, and must

Guidance H . .
i not obscure previous entries.
i If changes are made to the eCRF after the clinical investigator(s) has already signed, the changes should be reviewed and
i electronically signed by the clinical investigator(s).
FDA and : :
MHRA Data POb : Sponsors and clinical investigators should ensure that all changes to the investigator's study data are documented and authorized by
Integrity i investigators or delegated study personnel at the site.
Discussions :
FDA and :
?ﬁggrﬁy])ata {P9c Any changes to study data entered into the EDC system should also be authorized by the investigator.
Discussions

i The investigator/institution should maintain adequate and accurate source documents and trial records that include all pertinent

: observations on each of the site's trial subjects. Source data should be attributable, legible, contemporaneous, original, accurate, and
i complete. Changes to source data should be traceable, should not obscure the original entry, and should be explained if necessary

i (e.g., via an audit trail).

i The investigator should ensure the accuracy, completeness, legibility, and timeliness of the data reported to the sponsor in the CRFs
i and in all required reports.

gi\i/g:n]ieDC 4.1.1.3.6d The investigator shall check and confirm the created or modified electronic CRF and put electronic or handwriting signature on it.
JPMA EDC 41.13.6f If there are some amendments after investigator signed, the investigator shall check and confirm the modified electronic CRF and put
Guidance T i electronic or handwriting signature on it again.

JPMA EDC 4114e Clearly identified signature time and intended electronic records and if electronic records are modified, electronic signature shall be
Guidance P i executed on the modified records.

MHRA GXP
Data Integrity : 6.15
Guidance '

..........................................................................................................................................................................................................................................................................

{ The approach to reviewing specific record content, such as critical data and metadata, cross- outs (paper records) and audit trails
i (electronic records) should meet all applicable regulatory requirements and be risk-based.
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211:/1[1 li)cl?ll Trial : 56 Erroneous data in the data cleaning process will be corrected. Data sheets or data verification challenge file as a data record of the
DM Guide P : changes must be signed by the investigator.
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There is a system and/or process to ensure the investigator has control of and continuous access to all essential records (data and documents) generated by the investigator/institution/patient

before, during and after the trial.

Regulation

EMA :
Computerised : 4.2.b
Systems i

EMA :
Computerised : 6.1.4
Systems i

EMA
Computerised | 6.2.1.h
Systems i

EMA _
Computerised | 6.6.a
Systems

EMA :
Computerised  6.6.b
Systems :

EMA :

Systems

EMA :
Computerised | A5.2.3
Systems i

EMADCT (6.5

EMA
eSource
Reflection
Paper

EMA eTMF

Guideline 3.1a

EMA eTMF
Guideline

EMA eTMF
Guideline

EMA eTMF
Guideline

Paragraph

........................ S
........................ S
........................ demeeeeeeaaaaaan

Computerised A5.1.1.3

........................ demeeeneaaaanaan

Topic 3a

........................ deereeeeaaaaaaan

........................ deereeeeaaeaaaan

Description

Investigators and their institutions, laboratories and other technical departments or clinics, generate and store the data, construct the
: record, and may use their own software and hardware (purchased, part of national or institutional health information systems, or
i locally developed).

{ The sponsor should not make automatic or manual changes to data entered by the investigator or trial participants unless authorised
i by the investigator.

...... e e e e e e e e e e e e e e e e e A e e e e e e e e e e e e e @ e e e e e e e e e e n e e e e

i A procedure should be in place to address the situation when a data originator (e.g. investigator or trial participant) realises that
she/he has submitted incorrect data by mistake and wants to correct the recorded data.

i Data generated at the clinical trial site relating to the trial participants should be available to the investigator at all times during and
: after the trial to enable investigators to make decisions related to eligibility, treatment, care for the participants, etc. and to ensure

i that the investigator can fulfil their legal responsibility to retain an independent copy of the data for the required retention period.

: This includes data from external sources, such as central laboratory data, centrally read imaging data and ePRO data.

i The sponsor should not have exclusive control of the data entered in a computerised system at any point in time. All data held by the
i sponsor that has been generated in a clinical trial should be verifiable to a copy of these data that is not held (or that has not been
i held) by the sponsor.

: The investigator is overall responsible for the trial participants data (including metadata). Those should consequently be made
i available to the investigator in a timely manner. This will allow the investigator to fulfil their responsibilities for oversight of safety
: and compliance and thereby minimise the risk of missed adverse events or missing data.

i Where clinical data is entered into the IRT system and integrated in the electronic data collection (EDC) system (electronic data

: transfer to EDC) the additional functionality and ICH E6 requirement concerning data acquisition tools (¢CRFs) should be addressed
“in the IRT system requirements and UAT e.g. investigator control of site entered data, authorisation of data changes by the

i investigator, authorisation of persons entering/editing data in the system by the investigator.

i Utilising multiple systems and parties adds complexity and requires an adequate oversight and implementation of adequate measures
i by the sponsor. To this end, the sponsor should:

i Ensure control of and continuous and complete access by the investigator to both source data generated either on-site or off-site as

i well as source data reported to the sponsor (e.g. central lab data).

i The investigator should maintain the original source document or a certified copy.

i Source data should only be modified with the knowledge or approval of the investigator.

i The sponsor should not have exclusive control of a source document.

: The fundamentals of clinical research include that patient rights, safety and well-being are the most important considerations and the
! integrity of the reported data must be confirmable. To this end all data generated in a clinical trial relevant to patient care must be

i made available to the investigator at all times during and after the trial and all data held by the sponsor that has been generated in a
clinical trial should be verifiable to a copy not held (or that has been held) by the sponsor.

i The investigator/institution is responsible for all essential documents generated by the investigator/institution and should therefore

i have control of them at all times. In cases in which the investigator is employed by an institution that is the trial sponsor, the sponsor
i may delegate the task for maintaining all or part of the sponsor TMF to the investigator. In this circumstance, it is possible to

: combine the delegated part of the sponsor TMF and investigator TMF for that investigator/institution, which avoids the duplication

i of documentation; however, the responsibility for the sponsor TMF remains with the sponsor. The same applies when the

i investigator and the sponsor are the same person. When there is co-sponsorship of a trial, there should be arrangements in place for

i the maintenance of the TMF based upon the responsibilities that each co- sponsor holds.

i A complete investigator TMF should be available before, during and after the trial, and accessible under the control of the
! investigator/institution, independent from the sponsor.

: The uploading of any investigator/institution-generated essential documents onto a sponsor/CRO-maintained eTMF system bears the
i risk that the investigator has no control of and no continuous access to its documents. If an eTMF is to be used for such documents,
 the contractual arrangements for the system and the hosting of the data should identify the investigator/institution, as owner

i of/responsible party for these documents.

i The investigator/institution is responsible for the suitability of the investigator TMF. Regardless of what arrangements are put in

i place for an eTMF, these should ensure that this responsibility can be fulfilled and that the investigator/institution maintains

i continuous access to and control of the files and their documents. When a third party eTMF is used, there should be assurance that
i the investigator/institution can fulfil their responsibility.
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The investigator/institution should make the sponsor aware of the storage arrangements for their essential documents and conversely
: the sponsor should inform the investigator/institution in writing of the need for document archiving. The ultimate responsibility for
i the documents to be retained by the investigator/institution resides with the investigator/institution. If the investigator/institution

]éll\l/{dAeleiElev[F 6.2 i becomes unable to be responsible for their essential documents (e.g. relocation, retirement, closure of institution, etc.) the sponsor

i i agreement with the investigator/institution should stipulate that the sponsor is notified (preferably upfront) in writing of this change
i and informed to whom the responsibility will be/has been transferred. The new individual/institution responsible should be

i independent of the sponsor and should be free of any conflict of interest.

FDAEHR  After data are transmitted to the eCREF, the clinical investigator or delegated study personnel should be the only individuals

. iV.C2a : . . . .

Guidance : : authorized to make modifications or corrections to the data.

FDA and : :

MHRA Data 10a i The use of a third party to prevent sponsor sole control would be undermined if the third party transfers the data to the sponsor for

Integrity i final distribution to investigators and the third party deletes the data.

Discussions :

FDAand |

MHRA Data P10 : The investigator should control all source data, CRFs, and other site essential documents as the sponsor should not have exclusive

Integrity i control of the study data.

Discussions :

FDA and i i

?ﬁg;ﬁyData Pod Sponsors should not be making edits in the eCRF without the investigator's authorization.

Discussions '

i The investigator/institution should maintain the trial documents as specified in Essential Documents for the Conduct of a Clinical
i Trial (see 8.) and as required by the applicable regulatory requirement(s). The investigator/institution should take measures to
i prevent accidental or premature destruction of these documents.

: ADDENDUM

i The sponsor and investigator/institution should maintain a record of the location(s) of their respective essential documents including
i source documents. The storage system used during the trial and for archiving (irrespective of the type of media used) should provide
i for document identification, version history, search, and retrieval.

i Essential documents for the trial should be supplemented or may be reduced where justified (in advance of trial initiation) based on

i the importance and relevance of the specific documents to the trial.

i The sponsor should ensure that the investigator has control of and continuous access to the CRF data reported to the sponsor. The

i sponsor should not have exclusive control of those data.

When a copy is used to replace an original document (e.g., source documents, CRF), the copy should fulfill the requirements for

i certified copies.

i The investigator/institution should have control of all essential documents and records generated by the investigator/institution

i before, during, and after the trial.

i..it is required to prepare necessary equipment (e.g. devices) and environment (e.g. internet line, telephone line) for data entry by

ICHGCP (8.1

JPMA EDC 12a i subjects, make operational procedures for transmitting subject data to the operational database, operational procedures for providing
Supplement |  the collected subject data to investigators. and sponsors, and also procedures for data retention after completion of the clinical trial
: i and location of storage.
JPMA EDC 1.9b The entered data are stored in the vendor server as source documents. During this process, the vendor ensures reliability of the source
Supplement i documents as a trusted third party.
JPMA EDC . . . . . . .
Supplement 1.2¢ During the trial, both the site and sponsor representatives can view the ePRO data in the vendor server via web as necessary.
JPMA EDC i If it is necessary to evaluate safety and efficacy and/or to conduct monitoring with the data collected by an ePRO system, such data
1 1.5.2b : . . . .
Supplement i should be viewable at any time throughout the trial period.
JPMA EDC : . . . .. i .
Supplement 1.53 i Throughout the specified period of record keeping, the authenticity and readability of the electromagnetic records must be ensured.
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Controls exist such that the ability to change system settings is limited to authorized personnel.
Regulation | Paragraph | Description
g?ﬁlzll CFR 10d (d) Limiting system access to authorized individuals.
FDA 21 CFR (g) Use of authority checks to ensure that only authorized individuals can use the system, electronically sign a record, access the
H 10g H . . . .
Part 11 : operation or computer system input or output device, alter a record, or perform the operation at hand.

: (k) Use of appropriate controls over systems documentation including: (1) Adequate controls over the distribution of, access to, and
FDA 21 CFR : . . . > I Lol
Part 11 i 10k { use of documentation for system operation and maintenance. (2) Revision and change control procedures to maintain an audit trail

: : that documents time-sequenced development and modification of systems documentation.

..........................................................................................................................................................................................................................................................................

: Should it be decided that audit trails or other appropriate security measures are needed to ensure electronic record integrity,
FDA CSUCI :D2e i personnel who create, modify, or delete electronic records should not be able to modify the documents or security measures used to
: i track electronic record changes.

..........................................................................................................................................................................................................................................................................

The ability to change the date or time should be limited to authorized personnel, and such personnel should be notified if a system
i date or time discrepancy is detected.

To maintain data integrity and the protection of the rights of trial participants, computerised systems used in clinical trials should

: : have security processes and features to prevent unauthorised access and unwarranted data changes and should maintain blinding of
EMA i the treatment allocation where applicable.
Computerised : 5.4.a i Checks should be used to ensure that only authorised individuals have access to the system and that they are granted appropriate
Systems i permissions (e.g. ability to enter or make changes to data). Records of authorisation of access to the systems, with the respective

i levels of access clearly documented, should be maintained. The system should record changes to user roles and thereby access rights
i and permissions.

..........................................................................................................................................................................................................................................................................

EMA

Computerised A3.3b Users with privileged access should be sufficiently independent from and not be involved in the management and conduct of the
Systg)ms e i clinical trial and in the generation, modification, and review of data.

EMA ; o | | .

Computerised | A4.19  The integrity of data should be protected against unauthorised back-end changes made directly on a database by a database
Systems o i administrator.

EU Clinical

Ezgalllsiation 8f Any alteration to the content of the clinical trial master file shall be traceable.

536 2014

: The Operation Manager should conduct the followings activities in accordance with the Operations Management Code, etc.;
MHLWCS :6.4.1 i (1) To configure access privileges of persons in charge of input, modification, deletion, etc. of data and to take preventive actions
i i against unauthorized accesses.

MHRA GXP '

Data Integrity | 5.1a i At the point of use, having access to appropriately controlled/synchronised clocks for recording timed events to ensure reconstruction

i and traceability, knowing and specifying the time zone where this data is used across multiple sites.

Guidance
: Clinical trial data management system must have a sound management system privileges. Paper-based or electronic data
NMPA : : . .
.. L : management are needed to develop SOPs for access control and management. Data management system for different people with
Clinical Trial :3.3.3.a i . . . .
DM Guide : different permissions or roles that only authorized personnel are allowed to operate (record, modify, etc.), and shall take appropriate

i methods to monitor and prevent non-licensed person operation.
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Regulatory mapping for eCF Requirement ID C14

System uses a standard time reference such that the local time can be derived.

Regulation Paragraph Description

..........................................................................................................................................................................................................................................................................

i i (e) Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of operator entries and
FDA 21 CFR i actions that create, modify, or delete electronic records. Record changes shall not obscure previously recorded information. Such
Part 11 i audit trail documentation shall be retained for a period at least as long as that required for the subject electronic records and shall be
: i available for agency review and copying.

i Computerized systems are likely to be used in multi-center clinical trials and may be located in different time zones. For systems that
FDA CSUCI :D3e i span different time zones, it is better to implement time stamps with a clear understanding of the time zone reference used. We
: i recommend that system documentation explain time zone references as well as zone acronyms or other naming conventions.

..........................................................................................................................................................................................................................................................................

EMA

Computerised AS5.1.1.2.f Important actions should be time-stamped in an unambiguous way.

Systems i i

EMA : 5

Computerised | A5.1.3.1 : The application should use an external source for date and time and should not rely on information from the users device.
Systems i i

EMA ¢TMF i i Metadata applied to documents should be formally defined to ensure consistency across all documents. This should include the
Guideline 14.1.2k i predefined document date (e.g. date of creation) and when appropriate, time, based on standard time zone, so that the files can be

displayed in chronological order.

..........................................................................................................................................................................................................................................................................

i i Management systems for data and for documents should be designed to record the identity of operators entering, changing,
EU Annex 11 ; : . . . . :
: i confirming or deleting data including date and time.

MHRA GXP
Data Integrity : 5.1a
Guidance '

{ At the point of use, having access to appropriately controlled/synchronised clocks for recording timed events to ensure reconstruction
i and traceability, knowing and specifying the time zone where this data is used across multiple sites.
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Regulatory mapping for eCF Requirement ID C16

The system has the ability to create, maintain, apply and revoke the roles, access permissions and capabilities of each user that accesses the system, such that users have access only to those

system features and functions to which they have been granted access.

Regulation

FDA 21 CFR
Part 11 =

FDA 21 CFR |
Part 11 i

FDA 21 CFR |
Part 11 Q&A |

FDA 21 CFR
Part 11 Q&A

Japanese
APPI

FDA CSUCI |

FDA CSUCI

EMA :
Computerised :
Systems :

EMA :
Computerised !
Systems i

EMA :
Computerised |
Systems

EMA :
Computerised ;
Systems i

EMA 5
Computerised :
Systems i

EMA .
Computerised :
Systems i

EMA .
Computerised :
Systems i

EMA 5
Computerised :
Systems i

EMA .
Computerised :
Systems i
EMA .
Computerised :
Systems :

Paragraph |

..........................................................................................................................................................................................................................................................................

54.a

Description

(g) Use of authority checks to ensure that only authorized individuals can use the system, electronically sign a record, access the
i operation or computer system input or output device, alter a record, or perform the operation at hand.

i FDA does not intend to inspect each individual mobile technology used in a clinical investigation to capture, record, and transmit
i data directly from study participants because access controls, audit trails, and validation that would be applied would help ensure the
i reliability of the data.

..........................................................................................................................................................................................................................................................................

Logical and physical access controls must be employed for electronic systems that are used in clinical investigations, particularly for
: systems that provide access to multiple users or that reside on networks.

i A personal information handling business operator shall, when having its employees handle personal data, exercise necessary and
i appropriate supervision over said employees to ensure the safety management of said personal data.

i Access must be limited to authorized individuals (21 CFR 11.10(d). This requirement can be accomplished by the following
: recommendations. We recommend that each user of the system have an individual account.

The system should not allow an individual to log onto the system to provide another person access to the system.

Roles and responsibilities in clinical trials should be clearly defined.

: To maintain data integrity and the protection of the rights of trial participants, computerised systems used in clinical trials should

i have security processes and features to prevent unauthorised access and unwarranted data changes and should maintain blinding of

i the treatment allocation where applicable.

i Checks should be used to ensure that only authorised individuals have access to the system and that they are granted appropriate

i permissions (e.g. ability to enter or make changes to data). Records of authorisation of access to the systems, with the respective

i levels of access clearly documented, should be maintained. The system should record changes to user roles and thereby access rights
i and permissions.

{ The sponsor should not make automatic or manual changes to data entered by the investigator or trial participants unless authorised

i by the investigator.

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

{ Organisations should have a documented process in place to grant, change and revoke system accesses in a timely manner as people
start, change, and end their involvement/responsibility in the management and/or conduct of the clinical trial projects.

..........................................................................................................................................................................................................................................................................

System access should be granted based on a segregation of duties and also the responsibilities of the investigator and the sponsor, as
i outlined in ICH E6.

..........................................................................................................................................................................................................................................................................

{ Users with privileged access should be sufficiently independent from and not be involved in the management and conduct of the
clinical trial and in the generation, modification, and review of data.

i Users of computer clients [e.g. personal computer (PC)] which record or contain critical clinical trial data, should generally not have
i 'admin access' to the relevant equipment and when this is not the case, it needs to be justified.

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

System access should be assigned according to the least-privilege rule, i.e. users should have the fewest privileges and access rights
i for them to undertake their required duties for as short a time as necessary.

..........................................................................................................................................................................................................................................................................
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EMA :
Computerised | A5.2.1.3 i Unblinded information should only be provided and accessible to pre-identified user roles.
Systems : :
EMA : : S . Lo . . .
Computerised | A5.3.4 : Remote access to personal identifiable information in the electronic system should only be permitted for the corresponding
Sys telzns i participant, legal representative, investigator, monitor, auditor, or inspector.
EMA
Computerised : A6.7 : Robust procedures on user management should be implemented.
Systems i

: Sponsor representatives (monitors and auditors) and inspectors should have direct, read-only access to all relevant data for all trial
EMA : : participants as determined by the monitors, auditors or inspectors while taking the collected data and the clinical trial protocol into
Computerised A6.8.a i account. This may require access to several different sections or modules of the respective (medical) record e.g. imaging. This
Syst epms T i requires the use of a unique identification method e.g. username and password.

i The access of monitors, auditors and inspectors should be restricted to the trial participants (including potential participants screened
i but not enrolled in the trial) and should include access to audit trails.

i Utilising multiple systems and parties adds complexity and requires an adequate oversight and implementation of adequate measures
i by the sponsor. To this end, the sponsor should:

i Ensure access to trial data is controlled by defined user rights and methods of access for all relevant parties involved. Unauthorised

i access should be prevented using appropriate security measurers e.g. firewalls.

i Source documents should be protected against unauthorized access.

i Source documents need to be protected in order to maintain subject confidentiality. Changes or deletion by unauthorised individuals,
i either accidental or deliberate, should be prevented. Authority checks should be used, as these could ensure that only authorised

i individuals have access to the system, or the ability to enter or make changes to data.

EMADCT 6.4

Sé\g I?I'CC : i Records of authorisation of access to the systems, with the respective levels of access clearly documented (e.g. individual user
X i Topic 3b i accounts) should be maintained. Audit trails should record changes to user access rights. There should be documented training on the
Reflection : i - . .
Paper : : importance of security including the need to protect and not share passvxllolr(_ls as well as enforcement of security systems aI}d
i processes. The system users should confirm that he/she accepts responsibility for data entered using their password. Security systems
i should prevent unauthorised access to the computer system and to the data in the electronic record. Procedures should be in place to
i avoid/prevent unauthorised access when a workstation is vacated. There should be timely removal of access no longer required, or no
i longer permitted.
EMA The storage of source documents should provide for their ready retrieval.
eSource : i Source documents and data should always be available when needed to authorised individuals to meet their regulatory obligations.
. i Topic 5a | Whilst a trial is active and after its conclusion, existing source data should be readily available to the investigator and others such as
Reflection : . . . . . . . .
Paper : { monitors, au(_htors and inspectors. Direct access to the system should be provided by the sponsor and/or investigator to monitors,
: : auditors and inspectors.
EMA eTMF In organising the TMF, it is essential to segregate some documents that are generated and/or held by the sponsor only, from those
o 3.1 : that are generated and/or held by the investigator/institution only (e.g. subject identification code list filed in the investigator TMF
Guideline i i . . .
: only and master randomisation list filed in the sponsor TMF only).
EMA eTMF i Role-based permissions should be established for activities being undertaken, such as restricted access to files/documents (e.g.
S :3.1b i .. \
Guideline : : randomisation codes and unblinded adverse event data).
i The TMF should be managed securely at all times to ensure completeness and to prevent accidental or premature loss, unauthorised
: i alteration or destruction of documents. Access to the TMF should be based on a role and permission description that is defined by the
EMA eTMF 41 i sponsor and/or investigator/institution.
Guideline P i The sponsor TMF and investigator/institution TMF may contain some information that could unblind personnel who need to remain
: i blinded during the trial conduct. This should be appropriately controlled, e.g. storage of the documentation in another system or
and/or by a role and permission description that is defined by the sponsor and/or investigator/institution.
i : The primary eTMF is a system for managing documents that should contain the controls listed below:
EMA ¢TMF :
S i4.1.2a i user accounts;
Guideline : :
i i secure passwords for users.
: ' The primary eTMF is a system for managing documents that should contain the controls listed below:
EMA eTMF : . o . . .
S i4.1.2f i role-based permissions for activities being undertaken, such as restricted access to files/documents (e.g. randomisation codes and
Guideline : : ;
i i unblinded adverse event data);
EMA eTMF 413h Remote access by sponsor or CRO personnel to the investigator TMF should only be possible to the documents where personal data
Guideline o : that enable the data subjects to be directly identified (i.e. direct identifiers of trial subjects) is not present or has been pseudonymised.
: i The sponsor and/or investigator/institution should implement risk-based quality checks (QC) or review processes to ensure the TMF
EMA eTMF 42a i is being maintained up-to-date and that all essential documents are appropriately filed in the TMF. Areas to consider during QC and
Guideline i " i review include the following:
: i - documents only accessible according to the assigned roles and permissions.
: i Particular attention should be paid when documents are stored on electronic, magnetic, optical or other non-indelible media. In such
EMA eTMF i . . ) .
Lo ‘5 i cases suitable controls should be implemented to ensure that these documents are complete and cannot be altered without appropriate
Guideline i : . . . ;
: : authorisation and the creation of an audit trail.
EMA eTMF 6.1a With respect to the sponsor TMF, Article 58 of the Regulation states that the sponsor shall appoint individuals within its organisation
Guideline P i to be responsible for archives. Access to archives shall be restricted to those individuals.
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i Access permissions - personnel with these access rights at the site should be qualified for these delegated activities. These
i permissions should be included in the project specification. It is important that the permissions be clear with respect to their ability to
i i see what trial medication is being taken by a subject (blinded versus unblinded). Access permissions might include but not be limited
EMA IRT : i to the following staff:
Reflection  2.2.3a i - pharmacy staff;
Paper : i - principal investigator;
: i - site research team, including any study coordinator, research nurse or sub-investigator;
i - contract research associate (CRA), where applicable;
- sponsor staff, including project managers, clinical supplies staff.

........................ e e e e e e e e e e e e e e e e e e e e n e e e e e e e e A e e e e e 8 o e R e e e 8@ o R e e e e e n o e A e e e e e e e e e e e

PMDA ERES 3.1.1.1 Rules and procedures of maintaining securities of the system are documented and practicing them appropriately.

EU Annex 11 12.3 i Creation, change, and cancellation of access authorisations should be recorded.

..........................................................................................................................................................................................................................................................................

There should be close cooperation between all relevant personnel such as Process Owner, System Owner, Qualified Persons and IT.
i All personnel should have appropriate qualifications, level of access and defined responsibilities to carry out their assigned duties.

EU Clinical

Trials 58d The sponsor shall appoint individuals within its organisation to be responsible for archives. Access to archives shall be restricted to
Regulation i those individuals.

5362014 :

FDADHT Sponsors should describe how access to the DHT or the data collected from it is controlled to ensure privacy and security. The
forRDAin {IV.Bb i description should include methods for access control, when feasible, to ensure that only appropriate individuals are able to use the
CI f i DHT or enter information.

FDA EHR VB.1 Policies and processes for the use of EHR systems at the clinical investigation site are in place, and there are appropriate security
Guidance P i measures employed to protect the study data.

FDTA EHR V.B.2 Access to electronic systems is limited to authorized users.

Guidance

FDA : :

Electronic : i The electronic system that supports the eIC must be secure with restricted access (see 21 CFR 11.10 and 11.30) and should include
Informed £Q10a i methods to ensure confidentiality regarding the subjects identity, study participation, and personal information after informed
Consent : : consent has been obtained.

Q&A i

FDA and : :

MHRA Data PY%e : Because audit trails rely on username assignment, individuals should work only under their own username and password, or other
Integrity i access controls, and not share these with others.

Discussions :

FDA Real MI.Ce Conformance with 21 CFR part 11, as applicable, including maintenance of access controls and audit trails to demonstrate the
World Data ’ i provenance of the registry data and to support traceability of the data

FDA Real : Sponsors should address whether the registry has privacy and security controls in place to ensure that the confidentiality and security

World Data lL.Ce i of data are preserved.
FDA Real : : . . . .
World Data 111.Dd i ...the sponsor should consider whether... The procedures and access controls in place protect the privacy of patient data

: Controller shall implement appropriate technical and organizational measures for ensuring that, by default, only personal data which
i are necessary for each specific purpose are processed.

i The processor and any person acting under the authority of the controller or of the processor, who has access to personal data, shall
i not process those data except on instructions from the controller, unless required to do so by Union or Member State law.

EU GDPR Article 5.1¢ Personql c}atg shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed
: i (data minimisation).

USA HIPAA 164.304a Availability means the property that data or information is accessible and useable upon demand by an authorized person.

i Protect against any reasonably anticipated uses or disclosures of such information that are not permitted or required under subpart E
i of this part.

Implement procedures for the authorization and/or supervision of workforce members who work with electronic protected health
information or in locations where it might be accessed.

i (i) A covered entity must identify:
i (A) Those persons or classes of persons, as appropriate, in its workforce who need access to protected health information to carry out
; i their duties; and
USA HIPAA :164.514d2  :(B) For each such person or class of persons, the category or categories of protected health information to which access is needed
i i and any conditions appropriate to such access.
i (i1) A covered entity must make reasonable efforts to limit the access of such persons or classes identified in paragraph (d)(2)(i)(A)
i of this section to protected health information consistent with paragraph (d)(2)(i)(B) of this section.

i When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
: b) Maintains SOPs for using these systems.
: ADDENDUM
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ICH GCP :5.5.3b i The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
i i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
i computerized systems should be clear, and the users should be provided with training in their use.

..........................................................................................................................................................................................................................................................................

gli\i/fil:n]ieDc 4.1.1.1a User management and access rights grant are conducted according to the predetermined rule appropriately.

JPMA EDC 41.13¢ i In case of source document does not exist (i.e. data of electronic CRF is source document), employ controls to identify the data
Guidance . i creator clearly, such as functionality of control of access rights to the EDC system.

IPMA EDC 4.1.1.4a Employ account management rule for electronic signature, and operate it properly.

Guidance

JPMA EDC 1.4d Maintain a security system for the data;

Supplement

JPMA EDC 1.4f Prepare and maintain a list of the individuals who are authorized to make data correction;

Supplement

JPMA EDC . . .

Supplement 1.5.1.1a User management and authority setting must be appropriately undertaken, as per the pre-set rules.

JPMA EDC ' To establish procedure to confirm that correct authority is granted to appropriate accounts.

Supplement :

MHRA GXP : : User access rights that prevent (or audit trail, if prevention is not possible) unauthorised data amendments. Use of external devices or
Data Integrity : i system interfacing methods that eliminate manual data entries and human interaction with the computerised system, such as barcode
Guidance i i scanners, ID card readers, or printers.

MHRA GXP

Full use should be made of access controls to ensure that people have access only to functionality that is appropriate for their job

Data Integrity 6.16 i role, and that actions are attributable to a specific individual.

Guidance

NMPA i
Clinical Trial ;3.3.1.c
DM Guide

NMPA 5
Clinical Trial ;3.3.1.e
DM Guide

Clinical trial data management system validation include the following aspects:
i - System access control, and user management

Clinical trial data management system validation include the following aspects:
i - Prevent unauthorized data and document changes

i Clinical trial data management system must have a sound management system privileges. Paper-based or electronic data

NM}.’A L : management are needed to develop SOPs for access control and management. Data management system for different people with
Clinical Trial :3.3.3.a i . . . .
DM Guide : different permissions or roles that only authorized personne.I are allowed to operate (record, modify, etc.), and shall take appropriate

 methods to monitor and prevent non-licensed person operation.

i Ensuring security principles - have the security capabilities that match the security risks you face, and take adequate management
NMPA PISS : . e . o . .

: measures and techniques to protect the confidentiality, integrity, and availability of your personal information.
PRC . : i Electronic signatures are considered reliable, when all of the following conditions are satisfied: (1) Data that create electronic
Electronic : P . . . ..
Sienature i13a i signatures are owned only by the signer when they are being used for electronic signatures; (2) Data that create electronic signatures
L agw : : may only be controlled by the electronic signer at the time he is creating the signatures
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There is a policy and training that instructs users not to share their access mechanisms (e.g. usernames and passwords, or access keys) or to leave their account open for others to use. A

shared account (or group account) is not appropriate.

FDA 21 CFR |
Part 11 2008

FDA 21 CFR '
Part 11 Q&A | A8

FDA CSUCI | DI1d

PMDA EDC
Management
Sheet version

PMDA EDC
Management
Sheet version

PMDA EDC |
Management
Sheet version

EMA
Computerised : 5.4.a
Systems i

EMA :
Computerised : 5.4.b
Systems :

EMA
Computerised : A4.16
Systems :

Regulation | Paragraph

i (a) Electronic signatures that are not based upon biometrics shall:

i (1) Employ at least two distinct identification components such as an identification code and password.

i (i) When an individual executes a series of signings during a single, continuous period of controlled system access, the first signing

: shall be executed using all electronic signature components; subsequent signings shall be executed using at least one electronic

i signature component that is only executable by, and designed to be used only by, the individual.

i (i1) When an individual executes one or more signings not performed during a single, continuous period of controlled system access,
each signing shall be executed using all of the electronic signature components.

i (2) Be used only by their genuine owners;

i When electronic thumbprints or other biometrics are used in place of username and password combinations, controls must be
i designed to ensure that the biometric identifier cannot be used by anyone other than the identifier's owner.

Individuals should work only under their own password or other access key and not share these with others.

........................ . N

EMA :
Computerised : A5.1.1.7.a
Systems {

EMA 5

eSource : .
Reflection Topic 3b
Paper

EMA eTMF

Description

{ Procedures for maintaining of security:
: Policy / Guidance for maintaining security

{ Procedures for maintaining of security:
{ Written procedures for users handling of the ID/password

i Procedures for maintaining of security:
: Written procedure for security training for users

To maintain data integrity and the protection of the rights of trial participants, computerised systems used in clinical trials should
: have security processes and features to prevent unauthorised access and unwarranted data changes and should maintain blinding of

 the treatment allocation where applicable.

i Checks should be used to ensure that only authorised individuals have access to the system and that they are granted appropriate
permissions (e.g. ability to enter or make changes to data). Records of authorisation of access to the systems, with the respective

i levels of access clearly documented, should be maintained. The system should record changes to user roles and thereby access rights
i and permissions.

........................ (.

i There should be documented training on the importance of security e.g. the need to protect passwords and to keep them confidential,
: enforcement of security systems and processes, identification and handling of security incidents, social engineering and the
i prevention of phishing.

........................ R

Passwords should be kept confidential, sharing of passwords is unacceptable and a violation of data integrity.

........................ e e e e e e e e e e e e e e e et o e e e e e e A e e e e 8 e e R e e e e 8@ e e e e e e e e e e R e e e e e e e e e e e

The trial participants passwords should only be known to the trial participant.

........................ R

i Source documents should be protected against unauthorized access.

i Source documents need to be protected in order to maintain subject confidentiality. Changes or deletion by unauthorised individuals,
i either accidental or deliberate, should be prevented. Authority checks should be used, as these could ensure that only authorised

i individuals have access to the system, or the ability to enter or make changes to data.

i Records of authorisation of access to the systems, with the respective levels of access clearly documented (e.g. individual user

i accounts) should be maintained. Audit trails should record changes to user access rights. There should be documented training on the
{ importance of security including the need to protect and not share passwords as well as enforcement of security systems and

i processes. The system users should confirm that he/she accepts responsibility for data entered using their password. Security systems
i should prevent unauthorised access to the computer system and to the data in the electronic record. Procedures should be in place to

i avoid/prevent unauthorised access when a workstation is vacated. There should be timely removal of access no longer required, or no
i longer permitted.

The primary eTMF is a system for managing documents that should contain the controls listed below:
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‘4.1.2a i user accounts;
; i secure passwords for users.

..........................................................................................................................................................................................................................................................................

Guideline

: Physical and/or logical controls should be in place to restrict access to computerised system to authorised persons. Suitable methods
EU Annex 11 { 12.1 i of preventing unauthorised entry to the system may include the use of keys, pass cards, personal codes with passwords, biometrics,
: i restricted access to computer equipment and data storage areas.

..........................................................................................................................................................................................................................................................................

FDA

Electronic L . . . . .

Informed | Q6b i Electronic signatures based on biometrics must be designed to ensure that they cannot be used by anyone other than their genuine
: { OWners.

Consent :

Q&A

..........................................................................................................................................................................................................................................................................

Controller shall implement appropriate technical and organizational measures for ensuring that, by default, only personal data which
i are necessary for each specific purpose are processed.

: i In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in
EU GDPR i Article 32.2 : particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted,
: i stored or otherwise processed.

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

USA HIPAA

..........................................................................................................................................................................................................................................................................

JPMA EDC

Guidance

JPMA EDC : The ability to prevent unauthorized access. (take a measure of malware and security hole, management and prevent of leaking of ID
Guidance : and password, user management).

JPMA EDC 1.4d Maintain a security system for the data;

Supplement

: The Operation Manager should conduct the followings activities in accordance with the Operations Management Code, etc.;
MHLWCS :6.4.1 i (1) To configure access privileges of persons in charge of input, modification, deletion, etc. of data and to take preventive actions
i i against unauthorized accesses.

I(\TIII:/II1 11321 Trial 333.c The electronic management system, user can only work with their own password, the password can not be shared, nor let other
DM Guide o i people access to login

..........................................................................................................................................................................................................................................................................

i i Personal information security professional training and assessment should be carried out on relevant personnel in personal
NMPA PISS :10.4e : information processing positions on a regular basis (at least once a year) or in the event of major changes in the privacy policy to
: i ensure that relevant personnel are proficient in privacy policies and related procedures.

..........................................................................................................................................................................................................................................................................

E}l{egtronic : { Electronic signatures are considered reliable, when all of the following conditions are satisfied: (1) Data that create electronic
Sienature i13a i signatures are owned only by the signer when they are being used for electronic signatures; (2) Data that create electronic signatures
L agw : : may only be controlled by the electronic signer at the time he is creating the signatures

Eiftronic : { The signer of electronic signatures shall keep custody of the data that create the electronic signatures. If the electronic signer learns
Sienature 15 that the data that created the electronic signatures are already deciphered or might be deciphered, he shall inform every involved

L fw : i party in a timely manner and terminate the use of the data.
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The monitor, auditor and inspector can within a reasonable timeframe obtain direct access to relevant clinical trial records in order to perform their regulatory duties.

Part 312

Part 312

21 CFR Part
812

21 CFR Part
812

Japanese
APPI

EMA

Systems

EMA

Systems

EMA

Systems
EMA

Systems

EMA

Systems

EMA
Systems
EMA

eSource
Reflection

EMA eTMF
Guideline

EMA eTMF
Guideline

Regulation

..........................................................................................................................................................................................................................................................................

FDA 21 CFR
Part 11 Q&A

FDA inspection. A sponsor shall upon request from any properly authorized officer or employee of the Food and Drug
i Administration, at reasonable times, permit such officer or employee to have access to and copy and verify any records and reports
i relating to a clinical investigation conducted under this part.

..........................................................................................................................................................................................................................................................................

i An investigator shall upon request from any properly authorized officer or employee of FDA, at reasonable times, permit such

: officer or employee to have access to, and copy and verify any records or reports made by the investigator pursuant to 312.62. The

i investigator is not required to divulge subject names unless the records of particular individuals require a more detailed study of the
i cases, or unless there is reason to believe that the records do not represent actual case studies, or do not represent actual results
 obtained.

i Records inspection. A sponsor, IRB, or investigator, or any other person acting on behalf of such a person with respect to an
i investigation, shall permit authorized FDA employees, at reasonable times and in a reasonable manner, to inspect and copy all
i records relating to an investigation.

..........................................................................................................................................................................................................................................................................

Records identifying subjects. An investigator shall permit authorized FDA employees to inspect and copy records that identify
i subjects, upon notice that FDA has reason to suspect that adequate informed consent was not obtained, or that reports required to be
submitted by the investigator to the sponsor or IRB have not been submitted or are incomplete, inaccurate, false, or misleading.

..........................................................................................................................................................................................................................................................................

i The Commission shall... request the submission of necessary reports or materials, or ask its staff to provide the relevant personal
i information handling business operator, etc. may enter the office or other necessary places of the parties concerned, ask questions
i about the handling of personal information, etc., or inspect books and documents and other properties.

..........................................................................................................................................................................................................................................................................

All relevant computerised systems should be readily available with full, direct and read-only access (this requires a unique
i identification method e.g. username and password) upon request by inspectors from regulatory authorities. If a computerised system
: is decommissioned, direct access (with a unique identification method) to the data in a timely manner should still be ensured.

..........................................................................................................................................................................................................................................................................

FDA 21 CFR |

FDA 21 CFR |

Computerised
Computerised
Computerised
Computerised

Computerised

Computerised

Paragraph |

A6.8.a

Description

..........................................................................................................................................................................................................................................................................

Electronic source data, including the audit trail should be directly accessible by investigators, monitors, auditors, and inspectors
i without compromising the confidentiality of participants identities.

..........................................................................................................................................................................................................................................................................

The responsible party should be able to provide the GCP inspectors of the EU/EEA authorities with access to the requested
i documentation regarding the validation and operation of computerised systems irrespective of who performed these activities.

..........................................................................................................................................................................................................................................................................

Data should be made available to involved/responsible parties such as the investigator e.g. via portals, display of source data on the

i server, generation of alerts and reports.

i Sponsor representatives (monitors and auditors) and inspectors should have direct, read-only access to all relevant data for all trial

i participants as determined by the monitors, auditors or inspectors while taking the collected data and the clinical trial protocol into

i account. This may require access to several different sections or modules of the respective (medical) record e.g. imaging. This

i requires the use of a unique identification method e.g. username and password.

i The access of monitors, auditors and inspectors should be restricted to the trial participants (including potential participants screened
i but not enrolled in the trial) and should include access to audit trails.

{ The monitor, auditor and inspector should have direct access to trial subjects entire electronic health records whilst the trial site staff
i should ensure that the medical records of patients who are not trial subjects should not be accessible.

The TMF should provide for document identification, version history, search and retrieval; also, as stated in both Directive
:2005/28/EC (Article 17) and the Regulation (Articles 57 and 58) it shall be archived in a way that ensures that it is readily available
i and directly accessible upon request, to the competent authorities of the Member States.

..........................................................................................................................................................................................................................................................................

The clinical trial contract/agreement and other documents and procedures agreed between all parties should outline the arrangements
: for the TMF in some detail, such as:
i - how the TMF would be made available to the competent authorities;
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i - arrangements for oversight of the TMF performed by the sponsor and how this would be achieved (e.g. audit reports and/or
{ monitoring).

..........................................................................................................................................................................................................................................................................

At all times the storage area for the TMF documents (such as paper or electronic media archives and server rooms) should be

E}Il\l/idAeleiFrrlglF 4.1.1 i appropriate to maintain the documents in a manner that they remain complete and legible throughout the trial conduct and the

i i required period of retention and can be made available to the competent authorities of the Member States, upon request.
EMA ¢TMF 42¢ In addition, the sponsor should ensure the TMF is readily available and directly accessible to the competent authority, e.g. for
Guideline P i inspection purposes.
EMA Q&A b Inspectors/auditors should have direct access to the e-TMF and the documents held in the e-TMF (the live system, not a copy) to
eTMF 1 : i allow direct searching.
EU Clinical The clinical trial master file shall at all times contain the essential documents relating to that clinical trial which allow verification of
Trials : 57 i the conduct of a clinical trial and the quality of the data generated, taking into account all characteristics of the clinical trial,
Regulation {including in particular whether the clinical trial is a low-intervention clinical trial. It shall be readily available, and directly accessible
5362014 : i upon request, to the Member States.
EU Clinical i
Trials : 58b : The content of the clinical trial master file shall be archived in a way that ensures that it is readily available and accessible, upon
Regulation i request, to the competent authorities.
5362014 : :
FDAEHR V2 i Sponsors should also ensure that study monitors have suitable access to all relevant subject information pertaining to a clinical
Guidance P i investigation, as appropriate.
FDA EHR . Lo .. S v . .
Guidance VL1 All relevant information in the EHR pertaining to the clinical investigation must be made available to FDA for review upon request.
FDA : :
Electronic : : FDA regulations require that FDA be granted access to records and reports made by the investigator, including site-specific versions
Informed Q16 i of the elC, the materials submitted to IRBs for review and approval, all amendments to the site-specific eICs, and all subject-specific
Consent : i signed elCs.
Q&A 5

i Transcription of Data From Paper or Electronic Sources to the eCRF
: i Data elements can be transcribed into the eCRF from paper or electronic source documents. The authorized person transcribing the
FDA eSource : : data from the source documents is regarded as the data originator. For these data elements, the electronic or paper documents from
. i A2c R . . . . .
Guidance :  which the data elements are transcribed are the source. These data must be maintained by the clinical investigator(s) and available to
5 i an FDA inspector if requested (e.g., an original or certified copy of a laboratory report, instrument printout, progress notes of the
i physician, the study subjects hospital chart(s), nurses notes).

: Direct Transmission of Data From the Electronic Health Record to the eCRF
i Data elements originating in an EHR can be transmitted directly into the eCRF automatically. Unlike a direct transmission to an
i eCRF from instruments or medical devices, EHRs can use intervening processes (e.g., algorithms for the selection of the appropriate

FDA eSource iA2d i data elements). For this reason the EHR is the source, and the pertinent data for the subjects in the clinical study should be made

Guidance i available for review during an FDA inspection.
i The ability of sponsors and/or monitors to access health records of study subjects in clinical information systems relevant to the
i clinical investigation should not differ from their ability to access health records recorded on paper.
i i Sponsors seeking to use registry data to support a drugs effectiveness and/or safety in a marketing application should ensure that
FDA Real LE i patient-level data are provided to FDA in accordance with applicable legal and regulatory requirements. If the registry data are
World Data ;™ : owned and controlled by third parties, sponsors should ensure that relevant patient-level data can be provided to FDA and that

 metadata and source records necessary to verify the RWD are made available for inspection, as applicable.

i i (Processor) makes available to the controller all information necessary to demonstrate compliance with the obligations laid down in
EU GDPR i Article 28h  : this Article and allow for and contribute to audits, including inspections, conducted by the controller or another auditor mandated by
: i the controller.

164.512d1 A covered entity may disclose protected health information to a health oversight agency for oversight activities authorized by law...

Upon request of the monitor, auditor, IRB/IEC, or regulatory authority, the investigator/institution should make available for direct
i access all requested trial related records.

: i The sponsor is responsible for securing agreement from all involved parties to ensure direct access to all trial related sites, source
ICH GCP i5.1.2 : data/documents, and reports for the purpose of monitoring and auditing by the sponsor, and inspection by domestic and foreign
: i regulatory authorities.

..........................................................................................................................................................................................................................................................................

JGP&\i/fiinE?C 4.1.13.5 In the institutes, authority and investigators are able to check the data of CRF at anytime within the retention period.
NMPA PISS 7.1c i Separate roles should be set for the roles of security managers, data operators, and auditors.
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System limits the number of log-in attempts and records unsuccessful attempts.

Regulation Paragraph | Description
Japanese Article 23 i A business operator handling personal information must take necessary and appropriate measures to prevent leakage, loss or damage
APPI : i of the personal data it handles and to otherwise manage the security of personal data.
FDA CSUCI :Dlc The system should be designed to limit the number of log-in attempts and to record unauthorized access log-in attempts.
EMA : :
Computerised | A4.12.b i User accounts should be automatically locked after a pre-defined number of successive failed authentication attempts.
Systems :
Source documents should be protected against unauthorized access.
i Source documents need to be protected in order to maintain subject confidentiality. Changes or deletion by unauthorised individuals,
i either accidental or deliberate, should be prevented. Authority checks should be used, as these could ensure that only authorised
EMA : individuals have access to the system, or the ability to enter or make changes to data.
eSource : i Records of authorisation of access to the systems, with the respective levels of access clearly documented (e.g. individual user
X : Topic 3b i accounts) should be maintained. Audit trails should record changes to user access rights. There should be documented training on the
Reflection : i o . ;
Paper : : importance of security including the need to protect and not share passwords as well as enforcement of security systems and

i processes. The system users should confirm that he/she accepts responsibility for data entered using their password. Security systems
should prevent unauthorised access to the computer system and to the data in the electronic record. Procedures should be in place to

: avoid/prevent unauthorised access when a workstation is vacated. There should be timely removal of access no longer required, or no
i longer permitted.

..........................................................................................................................................................................................................................................................................

JPMA EDC 41.12¢ : The ability to prevent unauthorized access. (take a measure of malware and security hole, management and prevent of leaking of ID
Guidance o i and password, user management).

JPMA EDC 1.4d Maintain a security system for the data;

Supplement

: : The system must be designed to prevent and/or detect unauthorized access.
JPMA EDC i . . . . .

:1.5.1.2b i For example, the system has a function that demands an access code in case of loss of a device, or a specific equipment or program
Supplement : .
: : to download data from the device, etc.

..........................................................................................................................................................................................................................................................................

: The Operation Manager should conduct the followings activities in accordance with the Operations Management Code, etc.;
MHLWCS :6.4.1 i (1) To configure access privileges of persons in charge of input, modification, deletion, etc. of data and to take preventive actions
5 i against unauthorized accesses.

..........................................................................................................................................................................................................................................................................

: Personal information controllers should establish appropriate data security capabilities and implement necessary management and
NMPA PISS :10.3 i technical measures to prevent leakage, damage, and loss of personal information in accordance with the requirements of relevant
: i national standards.
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System records and notifies a system administrator of unauthorized access log-in attempts.

Regulation Paragraph | Description
FDA 21 CFR (d) Use of transaction safeguards to prevent unauthorized use of passwords and/or identification codes, and to detect and report in an
Part 11 :300d i immediate and urgent manner any attempts at their unauthorized use to the system security unit, and, as appropriate, to
{ organizational management.
Japanese - A business operator handling personal information must take necessary and appropriate measures to prevent leakage, loss or damage
i Article 23 : . . .
APPI : i of the personal data it handles and to otherwise manage the security of personal data.
FDA CSUCI Dlc The system should be designed to limit the number of log-in attempts and to record unauthorized access log-in attempts.
EMA : 5
Computerised : A4.1 i The responsible party should maintain a security system that prevents unauthorised access to the data.
Systems
EMA An effective intrusion detection and prevention system should be implemented on systems facing the internet in order to monitor the
Computerised ;| A4.9 : network for successful or unsuccessful intrusion attempts from external parties and for the design and maintenance of adequate
Systems ¢ information technology (IT) security procedures.
EMA
Computerised : A6.6 i Security measures that prevent unauthorised access to data and documents should be maintained.
Systems
: Source documents should be protected against unauthorized access.
: Source documents need to be protected in order to maintain subject confidentiality. Changes or deletion by unauthorised individuals,
i either accidental or deliberate, should be prevented. Authority checks should be used, as these could ensure that only authorised
: individuals have access to the system, or the ability to enter or make changes to data.
EMA i i o : . s
eSource : i Records of authorisation of access to the systems, with the respective levels of access clearly documented (e.g. individual user
Reflection i Topic 3b i accounts) should be maintained. Audit trails should record changes to user access rights. There should be documented training on the
Paper i importance of security including the need to protect and not share passwords as well as enforcement of security systems and
P i processes. The system users should confirm that he/she accepts responsibility for data entered using their password. Security systems
i should prevent unauthorised access to the computer system and to the data in the electronic record. Procedures should be in place to
i avoid/prevent unauthorised access when a workstation is vacated. There should be timely removal of access no longer required, or no
i longer permitted.
i Physical and/or logical controls should be in place to restrict access to computerised system to authorised persons. Suitable methods
EU Annex 11 i 12.1 i of preventing unauthorised entry to the system may include the use of keys, pass cards, personal codes with passwords, biometrics,
i i restricted access to computer equipment and data storage areas.
FD.A EHR {VB.2 i Access to electronic systems is limited to authorized users.
Guidance : ;

USA HIPAA 164.308a5iiC Procedures for monitoring log-in attempts and reporting discrepancies.

JPMA EDC 4112 i The ability to prevent unauthorized access. (take a measure of malware and security hole, management and prevent of leaking of ID
Guidance T : and password, user management).
gji{{:n]ieDC 4.1.1.2d The ability to detect any unauthorized access. (monitoring of access, alert, access logs).
JPMA EDC 4d Maintain a security system for the data;
Supplement

: The system must be designed to prevent and/or detect unauthorized access.
JPMA EDC : . . . . .

11.5.1.2b i For example, the system has a function that demands an access code in case of loss of a device, or a specific equipment or program
Supplement i ;

i i to download data from the device, etc.

The Operation Manager should conduct the followings activities in accordance with the Operations Management Code, etc.;
MHLWCS i6.4.1 i (1) To configure access privileges of persons in charge of input, modification, deletion, etc. of data and to take preventive actions

i against unauthorized accesses.

. ' Clinical trial data management system must have a sound management system privileges. Paper-based or electronic data
NMPA i . .

. . i management are needed to develop SOPs for access control and management. Data management system for different people with

Clinical Trial :3.3.3.a i L. . . .
DM Guide : different permissions or roles that only authorized personnel are allowed to operate (record, modify, etc.), and shall take appropriate

 methods to monitor and prevent non-licensed person operation.

i Personal information controllers should establish appropriate data security capabilities and implement necessary management and
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NMPA PISS 10.3  technical measures to prevent leakage, damage, and loss of personal information in accordance with the requirements of relevant
; i national standards.
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There are system and process access control mechanisms that follow current physical and logical information security best practices.

Part 11

Part 11

Part 11

Part 11

EMA

Systems

EMA
Systems
EMA
Systems

EMA

Systems

EMA

Systems

EMA

Systems

EMA

Systems

EMA

Systems

EMA

Systems

Regulation

..........................................................................................................................................................................................................................................................................

FDA 21 CFR
FDA 21 CFR
FDA 21 CFR

FDA 21 CFR

PMDA EDC |

Management 41
Sheet version

Computerised |

Computerised |
Computerised

Computerised
Computerised
Computerised
Computerised
Computerised

Computerised |

Paragraph |

(b) Before an organization establishes, assigns, certifies, or otherwise sanctions an individual's electronic signature, or any element of
i such electronic signature, the organization shall verify the identity of the individual.

i (j) The establishment of, and adherence to, written policies that hold individuals accountable and responsible for actions initiated
i under their electronic signatures, in order to deter record and signature falsification.

(b) Ensuring that identification code and password issuances are periodically checked, recalled, or revised (e.g., to cover such events
i as password aging).

i We also recommend that passwords or other access keys be changed at established intervals commensurate with a documented risk
i assessment.

i Measures for maintaining security:

i Authentication

i - ID/password

i - One-time password

i - Biometrics authentication (fingerprint, retina, vein)
i - Other ()

PMDA EDC |
Management
Sheet version

4.9

A4.1

..........................................................................................................................................................................................................................................................................

A number of challenges for BYOD are related to security, and security should be ensured at all levels (mobile device security, data
: breach security, mobile application security, etc.). As mobile devices may be lost or stolen and it cannot be ensured that the trial
participants use any authentication methods to secure their device, access control should be at the application level.

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

i Procedures for maintaining of security:
: Written procedures of requesting user registration, granting ID/password, reviewing users, removing the registered users

{ The confidentiality of data that could identify trial participants should be protected, respecting privacy and confidentiality rules in
i accordance with the applicable regulatory requirement(s).

{ The responsible party should maintain a security system that prevents unauthorised access to the data.

: The method of authentication in a system should positively identify users with a high degree of certainty. ...A minimum acceptable
: method would be user identification and a password. The need for more stringent authentication methods should be determined

i based on a risk assessment of the criticality of the data and applicable legislation (including data protection legislation), and

i generally should include two-factor authentication.

i A secure and validated password manager, with a unique, robust user authentication each time it is used to log into a web site or
: system, can help to create and use different, complex passwords for each site or system. However, attention should be paid to
: insufficiently secured password managers.

..........................................................................................................................................................................................................................................................................

i Formal procedures for password policies should be implemented. The policies should include but not necessarily be limited to

i length, complexity, expiry, login attempts, and logout reset. The policies should be enforced by systems and verified during system

i validation.

In relation to BYOD, sponsors should ensure that basic user access controls are implemented. When mobile applications are used for
i data entry, access controls need to be in place to ensure attributability.

Access to the application and trial participant data may be protected with multiple barriers (e.g. unlock mobile phone, open
i application, access data).

{ If the site has accepted to provide remote access, appropriate security measures and procedures should be in place to support such

Description
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Computerised | A6.8.5 access without jeopardising patient rights and data integrity and national legislation.

Systems
FDA DHT : . L . .

. : i Safeguards should be in place to manage cybersecurity risks, prevent unauthorized access to the DHT and the data it collects, and
forRDAin :{IV.A3 : . -
I i i ensure privacy and security.
FDADHT i Sponsors should consider cybersecurity threats that could potentially impact the functionality of the DHT, resulting in a clinical risk
forRDAin (IV.F.1 i to participants (e.g., corrupting the output of a continuous glucose monitor). Accordingly, sponsors should consider FDA information
CI i on cybersecurity to ensure that data can be securely stored and transmitted.
FDA Real 111.Ce i Sponsors should address whether the registry has privacy and security controls in place to ensure that the confidentiality and security
World Data : of data are preserved.

FDA Real
World Data

A process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the
security of the processing.

JPMA EDC 41.12¢ The ability to prevent unauthorized access. (take a measure of malware and security hole, management and prevent of leaking of ID
Guidance T : and password, user management).

JPMA EDC 1.4d Maintain a security system for the data;

Supplement

: : The system must be designed to prevent and/or detect unauthorized access.
JPMA EDC : . - > . .

:1.5.1.2b : For example, the system has a function that demands an access code in case of loss of a device, or a specific equipment or program
Supplement i .
: : to download data from the device, etc.

i : The Operation Manager should conduct the followings activities in accordance with the Operations Management Code, etc.;
MHLWCS :6.4.3 i (3) To limit accesses to the hardware installation areas as necessary.
: i (4) To document and retain records on information security management.

NMPA : :
Clinical Trial |3.3.3.d : The electronic management system, password should be changed regularly
DM Guide :
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System feature to allow automatic logoff or other access lock (such as password protected screen saver) after a set period of time of inactivity.

Regulation Paragraph | Description

..........................................................................................................................................................................................................................................................................

: When someone leaves a workstation, the person should log off the system. Alternatively, an automatic log off may be appropriate for
FDA CSUCI :Dlg i long idle periods. For short periods of inactivity, we recommend that a type of automatic protection be installed against unauthorized
5 i data entry (e.g., an automatic screen saver can prevent data entry until a password is entered).

........................ e e e e e e e e e e e e e e e e e e e e e e e e n e e A e e e 8 e o R e e e 8@ o R e e e e e n o e e e e e e 8 e e e e e e e e

EMA :
Computerised | A4.17 ! Systems should include an automatic inactivity logout, which logs out a user after a defined period of inactivity.
Systems :
i Source documents should be protected against unauthorized access.
i Source documents need to be protected in order to maintain subject confidentiality. Changes or deletion by unauthorised individuals,
i either accidental or deliberate, should be prevented. Authority checks should be used, as these could ensure that only authorised
i individuals have access to the system, or the ability to enter or make changes to data.
EMA i i o - ) s
eSource ? _ ? Records of authorlsatlor_l of_access to .the systems, with the respective levels of access clearly documented (e.g. 1nd1V1dual_u§er
Reflection Topic 3b i 'ficcounts) should be.ma.mtam§d. Audit trails should record changes to user access rights. There should be doqumented training on the
Paper : importance of security including the need to protect and not share passv&./o.rc'ls as well as enforcement of security systems ar}d
i processes. The system users should confirm that he/she accepts responsibility for data entered using their password. Security systems
i should prevent unauthorised access to the computer system and to the data in the electronic record. Procedures should be in place to
i avoid/prevent unauthorised access when a workstation is vacated. There should be timely removal of access no longer required, or no
i i longer permitted.
FDA Real i Sponsors should address whether the registry has privacy and security controls in place to ensure that the confidentiality and security
World Data : of data are preserved.
JPMA EDC : The ability to prevent unauthorized access. (take a measure of malware and security hole, management and prevent of leaking of ID

Guidance . i and password, user management).

JPMA EDC 4d Maintain a security system for the data;

Supplement

NMPA : : . .

Clinical Trial | 3.3.3b i The elect.romc management system,.the system should have a personal account for each user, system requirements before you start
DM Guide data manipulation login account, exit the system after completion

NMPA The electronic management system, leave your workstation should terminate the connection to the host computer is idle for a long
Clinical Trial {3.3.3.e { time to implement self-disconnect after short pause work, there should be automatic protection procedures to prevent unauthorized
DM Guide : data manipulation, such as the use of the screen before entering the password protection.
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Regulatory mapping for eCF Requirement ID C23

The system must have the ability to provide a history of all individuals who have access to the system and their access privileges over time.

Regulation Paragraph | Description

..........................................................................................................................................................................................................................................................................

i You should maintain a cumulative record that indicates, for any point in time, the names of authorized personnel, their titles, and a
FDA CSUCI :E4 i description of their access privileges. That record should be kept in the study documentation, accessible for use by appropriate study
5 i personnel and for inspection by FDA investigators.

..........................................................................................................................................................................................................................................................................

PMDA EDC |
Management
Sheet version

A list of individuals authorized to access the system is:
47 i - During the trial:
i - Upon completion of the trial (to be submitted at the time of inspection)

2
EMA : : . . . . .
Lo . i Access logs, including username and user role, are in some cases considered to be important metadata and should consequently be
Computerised : 6.2.1.] Cavailable. This i . f h i eritical i
Systems ; i available. This is considered necessary e.g. for systems that contain critical unblinded data.
EMA i At any given time, an overview of current and previous access, roles and permissions should be available from the system. This
L : information concerning actual users and their privileges to systems should be verified at suitable intervals to ensure that only
Computerised : A3.2 i . .. . -
Systems : i necessary and apprOVjcd users have access aqd that their roles and permissions are appropriate. There should be timely removal of
y i access no longer required, or no longer permitted.
i Source documents should be protected against unauthorized access.
i Source documents need to be protected in order to maintain subject confidentiality. Changes or deletion by unauthorised individuals,
: either accidental or deliberate, should be prevented. Authority checks should be used, as these could ensure that only authorised
i individuals have access to the system, or the ability to enter or make changes to data.
EMA : .. . . T
eSource : i Records of authorisation of access to the systems, with the respective levels of access clearly documented (e.g. individual user
Reflection i Topic 3b i accounts) should be maintained. Audit trails should record changes to user access rights. There should be documented training on the
Paper : : importance of security including the need to protect and not share passwords as well as enforcement of security systems and

i processes. The system users should confirm that he/she accepts responsibility for data entered using their password. Security systems
: should prevent unauthorised access to the computer system and to the data in the electronic record. Procedures should be in place to
i avoid/prevent unauthorised access when a workstation is vacated. There should be timely removal of access no longer required, or no
i longer permitted.

i Persons who uses electromagnetic records and electronic signatures for materials and raw-materials of applications for approval or
PMDA ERES : i . . . . . . . . .
(Japan) i5 i licensing of drugs, and for registration of conformity certification bodies shall prepare documents described persons in charge,

i managers, organizations, equipments and training for using electromagnetic records and electronic signatures.

..........................................................................................................................................................................................................................................................................

EU Annex 11 Creation, change, and cancellation of access authorisations should be recorded.

..........................................................................................................................................................................................................................................................................

FDA EHR
Guidance

{V.B.2 i Access to electronic systems is limited to authorized users.

: Data Access

Sponsors, CROs, data safety monitoring boards, and other authorized personnel can view the data elements in the eCRF before and
 after the clinical investigator(s) has electronically signed the completed eCRF. We encourage viewing the data to allow early

i detection of study-related problems (e.g., safety concerns, protocol deviations) and problems with conducting the study (e.g., missing
i data, data discrepancies).

i The sponsor should have a list (e.g., in a data management plan) of the individuals with authorized access to the eCRF. Only those

{ individuals who have documented training and authorization should have access to the eCRF data. Individuals with authorized access
i should be assigned their own identification (log-on) codes and passwords. Log-on access should be disabled if the individual

i discontinues involvement during the study.

i i When consulting the supervisory authority pursuant to paragraph 1, the controller shall provide the supervisory authority with:
EU GDPR ' Article 36.3a : (a) where applicable, the respective responsibilities of the controller, joint controllers and processors involved in the processing, in
: i particular for processing within a group of undertakings.

..........................................................................................................................................................................................................................................................................

Implement procedures for the authorization and/or supervision of workforce members who work with electronic protected health
information or in locations where it might be accessed.

FDA eSource
Guidance

: When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
i ¢) Maintain a list of the individuals who are authorized to make data changes (see4.1.5 and 4.9.3).

JPMA EDC

Guidance 4.1.1.3.6a The account list which mentions personnel access rights shall be created and operated instead of handwriting signature list.
JPMA EDC 4f Prepare and maintain a list of the individuals who are authorized to make data correction;
Supplement
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: If it is necessary to authorize a specific person to handle personal information because of the need of work, it shall be examined and
NMPA PISS :7.1d i approved by the person responsible for personal information protection or the personal information protection agency, and recorded
:  in the book.
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System has the ability to produce a human-readable copy of data (which includes associated audit trails and any decoded data) in appropriate file formats that facilitate review, searching and
analysis.

Regulation Paragraph Description

..........................................................................................................................................................................................................................................................................

: i (b) The ability to generate accurate and complete copies of records in both human readable and electronic form suitable for
FDA 21 CFR P . . . . . . .
Part 11 i 10b i inspection, review, and copying by the agency. Persons should contact the agency if there are any questions regarding the ability of
: i the agency to perform such review and copying of the electronic records.

..........................................................................................................................................................................................................................................................................

i When source data are transmitted from one system to another (e.g., from a personal data assistant to a sponsors server), or entered

i directly into a remote computerized system (e.g., data are entered into a remote server via a computer terminal that is located at the
 clinical site), or an electrocardiogram at the clinical site is transmitted to the sponsors computerized system, a copy of the data should
: be maintained at another location, typically at the clinical site but possibly at some other designated site.

PMDA EDC
Management

i Does the system ensure the readability of retained information?
Sheet version i (After completion of clinical trials)

EMA :
Computerised | 6.2.1.e
Systems '

{ Audit trails should be visible at data-point level in the live system, and it should be possible to export the entire audit trail as a
i dynamic data file to allow for the identification of systematic patterns or concerns in data across trial participants, sites, etc.

EMA

Lo : The method of copying should be practical and should ensure that the resulting copy is complete and accurate. It should include the
Computerised : 6.4.b :
H : relevant metadata and such metadata should be complete and accurate.
Systems i
EMA : . - . .
eSource i Source data should be Accurate, Legible, Contemporaneous, Original, Attributable, Complete and Consistent.

Topic 2b i Legible: Readable at the input and output stage in a form meaningful to an independent reviewer i.e. a human being should be able to

g;}f)]eerctlon i read it, not encrypted, coded or in programmed language.
EMA ¢TMF The TMF should provide for document identification, version history, search and retrieval; also, as stated in both Directive
Guideline :2005/28/EC (Article 17) and the Regulation (Articles 57 and 58) it shall be archived in a way that ensures that it is readily available
i and directly accessible upon request, to the competent authorities of the Member States.
: At all times the storage area for the TMF documents (such as paper or electronic media archives and server rooms) should be
EMA eTMF i . . @ . . . .
Guideline i4.1.1 i apprpprlate to maintain t}le documents in a manner that they remain complete apfi legible throughout the trial conduct and the
i required period of retention and can be made available to the competent authorities of the Member States, upon request.
i The e-TMF should allow review in an efficient manner, analagous to that possible with paper TMFs. Such a review should not take
EMA Q&A : . . F . o .
oTMF 1 i longer to access than for a paper TMF. (Efficient, straightforward navigation and opening of documents permitting searching and

i browsing (analogous to leafing through a paper file).

PMDA ERES Readability of electromagnetic records
(Japan) i3.1.2 i The contents of electromagnetic records shall be output (output to display, output to paper and copy to electronic storage media) as
P i { human readable format.

..........................................................................................................................................................................................................................................................................

{ When maintained electromagnetic records will be migrated into other electronic storage media or method, migrated electromagnetic

(Japan) 3.1.3.2 i records shall be established its authenticity, readability and storability.
EU Annex 11 8.1 It should be possible to obtain clear printed copies of electronically stored data.
EU Clinical :
Trials : 580 : The media used to archive the content of the clinical trial master file shall be such that the content remains complete and legible
Regulation ! i throughout the period referred to in the first paragraph.
5362014 ; ;

i i Sponsors seeking to use registry data to support a drugs effectiveness and/or safety in a marketing application should ensure that
FDA Real HLE i patient-level data are provided to FDA in accordance with applicable legal and regulatory requirements. If the registry data are
World Data : owned and controlled by third parties, sponsors should ensure that relevant patient-level data can be provided to FDA and that

 metadata and source records necessary to verify the RWD are made available for inspection, as applicable.

i i A copy (irrespective of the type of media used) of the original record that has been verified (i.e., by a dated signature or by
ICH GCP 11.63 i generation through a validated process) to have the same information, including data that describe the context, content, and structure,
i  as the original.
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i The electronic CRF copy which is maintained by investigators shall meet following requirements.
: i - The electronic CRF copy is exported directly or converted automatically (which shall be qualified in advance) from the original
JPMA EDC 41136 i data in the server.
Guidance . i - The electronic CRF copy shall be comparable to the original.
i i - The electronic CRF copy shall be identified.
i - Be able to identify the time point of copy from the original.
i 1) The ability to generate output for display and printouts of every input/modified data and audit trail (including electronic signature)
JPMA EDC i for human.r.eadable format at anytime. . . . .
Guidance 4.1.2 2) Rea(_iablhty means that not only human readable f(_)rmat but also le_glble and easy to read: Poor dlsplay ﬁJnctlonghty sucl_l as users
i are obliged to trace many tables according to some kind of key code is not met with readability requirements. All information shall
i be integrated when users display or print out.
JPMA EDC - . . . -
Guidance 422 Clinical data captured can be displayed on screen or printed on paper as forms or inventory for each clinical case.
JPMA EDC 1.5.2a i All the data entered into an ePRO system and audit trail should be able to output in a human-readable format (e.g. showing on a
Supplement : 7" : display device, printing on paper, copying to electromagnetic recording media). The output should be easy to read and handle.
i i The following table illustrates the different types of clinical trial data and common archive format.
NMPA : i - CSV: Comma delimited ASCII text file, you can use a text editor, word processor and Excel spreadsheet software to edit.
Clinical Trial | 5.13.d i - XML: In ASCII technology, different systems to facilitate the conversion of structured information.
DM Guide i - SAS Version 5 transport files: SAS offers an open source format. Typically used to submit clinical trial data.
i i - Adobe PDF: Widely used text output formats.
NMPA : : . .. . . -
Clinical Trial | 5.13.c i For the use of e?lectromc data test, clinical trial data management system vendor shall provide a copy of the clinical research center
DM Guide all the electronic case report form as a PDF file format to record.

https://ecfur.webcapa.se/index.php/index.php?option=com_content&view=article&id=9&ecfurid=C24[2024-06-30, 20:30:01]



ANETWORK POWERED BY PEERS

eClinical

forum
Regulatory mapping for eCF Requirement ID C25
Copies of electronic records must be certified copies if they are being used for regulatory purposes
Regulation | Paragraph | Description

FDA 21 CFR Q6b The copy of the original record should be verified as having all of the same attributes and information as the original record and

Part 11 Q&A : certified as indicated by a dated signature.

FDA 21 CFR Q7 Sponsors and other regulated entities should designate which electronic document is the original and should certify the electronic

Part 11 Q&A i copies by generating the copies through a validated process.

EMA . 5

Computerised | 6.4.a i If essential documents or source documents are irreversibly replaced by a copy, the copy should be certified.

Systems

EMA

The method of copying should be practical and should ensure that the resulting copy is complete and accurate. It should include the

Computerised | 6.4.5 i relevant metadata and such metadata should be complete and accurate.
Systems :
EMA : . . . ;
Lo i ...the result of the copy process should be verified either automatically by a validated process or manually to ensure that the same
Computerised : 6.5 i . . , .
Systems : i information is present - including data that describe the context, content, and structure.
EMA : :
eSource : { Whenever copies of electronic health records are provided for the purpose of monitoring/ auditing/inspecting the
X 16.3.3 i . P . . . .
Reflection : monitor/auditor/inspector should be able to verify that this copy is a complete and accurate copy of the electronic health record.
Paper :
It is a fundamental requirement that a source document and data can be copied and that there is a practical method of copying that is
: i complete and accurate, including relevant metadata. When required, it should be possible to print the source document/data for
EMA i review, audit or inspection purposes.
eSource : Topic 4 i Accurate and complete copies for certification should include the meaning of the data (e.g. date formats, context, layout, electronic
Reflection P  signature and authorisations), as well as the full audit trail. The investigator site should have the ability of reviewing the data and
Paper : i generate copies. Where certified copies are made the process for certification should be described, including the process for ensuring

i that the copy is complete and accurate and for identifying the certifying party and their authority for making that copy. The process
: of making a certified copy needs to be validated.

A certified copy is a paper or electronic copy of the original document that has been verified (e.g. by a dated signature) or has been
: generated through a validated process to produce an exact copy having all the same information, including data that describe the

Eﬁiﬁ};ylﬁ 5.1 i context, content and structure, as the original. The ICH GCP guideline requires that copies (irrespective of the media used) in the
: : eTMF that irreversibly replace originals should be certified copies of the original. Any transfer or conversion (e.g. digitisation or
i printing), which does not fulfil the criteria for a certified copy, is not suitable to replace an original file.
EMA Q&A . . . . ..
oTMF 1 c Documents held on an e-TMF should be evidently authentic, complete and legible copies of the original documents.
EMARBM 11 The key elements of the quality system include:... documentation system that preserves and allows for the retrieval of any
in CT P i information/documentation (quality records/essential documents) to show actions taken, decisions made and results
EMARBM 1.4 The key elements of the quality system include:... quality assurance including internal and external audits performed by independent
in CT i i auditors
i i Sponsors seeking to use registry data to support a drugs effectiveness and/or safety in a marketing application should ensure that
FDA Real : LE i patient-level data are provided to FDA in accordance with applicable legal and regulatory requirements. If the registry data are
World Data i owned and controlled by third parties, sponsors should ensure that relevant patient-level data can be provided to FDA and that
:  metadata and source records necessary to verify the RWD are made available for inspection, as applicable.
i i A copy (irrespective of the type of media used) of the original record that has been verified (i.e., by a dated signature or by
ICH GCP :1.63 : generation through a validated process) to have the same information, including data that describe the context, content, and structure,
: i as the original.
' ADDENDUM

i The sponsor and investigator/institution should maintain a record of the location(s) of their respective essential documents including
i source documents. The storage system used during the trial and for archiving (irrespective of the type of media used) should provide
i for document identification, version history, search, and retrieval.

i Essential documents for the trial should be supplemented or may be reduced where justified (in advance of trial initiation) based on

i the importance and relevance of the specific documents to the trial.

{ The sponsor should ensure that the investigator has control of and continuous access to the CRF data reported to the sponsor. The

ICHGCP (8.
: i sponsor should not have exclusive control of those data.
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{ When a copy is used to replace an original document (e.g., source documents, CRF), the copy should fulfill the requirements for
i certified copies.

The investigator/institution should have control of all essential documents and records generated by the investigator/institution

i before, during, and after the trial.

JPMA EDC 4132.A1 i In case of data (original) transfer, the data shall be exported directly or converted automatically (which shall be qualified in advance)
Guidance P i and keeping their contents and meaning.

MHRA GXP i A copy (irrespective of the type of media used) of the original record that has been verified (i.e. by a dated signature or by generation
Data Integrity : 6.11.2 : through a validated process) to have the same information, including data that describe the context, content, and structure, as the
Guidance { original.
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There are sufficient system and/or process controls for backup and recovery procedures.

Regulation Paragraph | Description

i When electronic formats are the only ones used to create and preserve electronic records, sufficient backup and recovery procedures
i should be designed to protect against data loss.

i Records should regularly be backed up in a procedure that would prevent a catastrophic loss and ensure the quality and integrity of
FDA CSUCI : F4b i the data. Records should be stored at a secure location specified in the SOP. Storage should typically be offsite or in a building
: i separate from the original records.

..........................................................................................................................................................................................................................................................................

i We recommend that you maintain backup and recovery logs to facilitate an assessment of the nature and scope of data loss resulting
: from a system failure.

FDA CSUCI S09 Data backup, recovery, and contingency plans

..........................................................................................................................................................................................................................................................................

lé]:[n? uterised | 6.8.a Backups should be stored in separate physical locations and logical networks and not behind the same firewall as the original data to
Syste?ms P i avoid simultaneous destruction or alteration.

EMA

L i There should be procedures in place for risk-based (e.g. in connection with major updates) restore tests from the backup of the

Computerised : 6.8.b : .
Systems : : complete database(s) and configurations and the performed restore tests should be documented.

i i Source documents and data should be protected from destruction.
EMA : i Source data should be protected from destruction, either accidental or deliberate. Regular backups should be made. Suitable
eSource Topic 5b i archiving systems should be in place to safeguard the data integrity for the periods established by the regulatory requirements
Reflection p i including those in any of the regions where the data may be used for regulatory submissions, and not just those of the country where
Paper  the data are generated. Checks of accessibility to archived data, irrespective of format, including relevant metadata, should be

: i undertaken to confirm that the data are enduring, continue to be available, readable and understandable by a human being.
EMA ¢TMF 412¢ i The primary eTMF is a system for managing documents that should contain the controls listed below:
Guideline o : regular backup;
EMA eTMF 412d i The primary eTMF is a system for managing documents that should contain the controls listed below:
Guideline P i periodic test retrieval or restores to confirm the on-going availability and integrity of the data;
EMA IRT i Disaster recovery system - there should be back-up systems in place such that if there is a server break-down the IRT is still able to
Reflection  :2.2.3d i keep running. There will be occasions when the system is down and the provider should have prepared for these such that manual
Paper ! interventions can be made, documented and the system updated when it is fully operational again.
Bﬁgﬁ) ERES 3.1.1.3 The procedure of backup of electromagnetic records is documented and practicing appropriately.

: Storability electromagnetic records
(Japan) i Electromagnetic records shall be maintained with keeping its authenticity and readability.

i Regular back-ups of all relevant data should be done. Integrity and accuracy of backup data and the ability to restore the data should
EU Annex 11 ;7.2 : b S . g
: i be checked during validation and monitored periodically.

EU Clinical :

Trials i 58b i The content of the clinical trial master file shall be archived in a way that ensures that it is readily available and accessible, upon
Regulation ! i request, to the competent authorities.

5362014 :

EU GDPR The ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services.

EU GDPR The ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident.
EU GDPR A process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the

curity of the processing.

i : In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in
EU GDPR i Article 32.2 :particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted,
i i stored or otherwise processed.

..........................................................................................................................................................................................................................................................................

: Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against
EU GDPR i Article 5.1¢ :unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational
: i measures (integrity and confidentiality).

..........................................................................................................................................................................................................................................................................
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USA HIPAA : 164.308a7iiB | Disaster recovery plan (Required). Establish (and implement as needed) procedures to restore any loss of data.

..........................................................................................................................................................................................................................................................................

i i The investigator/institution should maintain the trial documents as specified in Essential Documents for the Conduct of a Clinical
ICH GCP 49.4 i Trial (see 8.) and as required by the applicable regulatory requirement(s). The investigator/institution should take measures to
i prevent accidental or premature destruction of these documents.
{ When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
i b) Maintains SOPs for using these systems.
{ ADDENDUM
ICH GCP 15.5.3b i The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
i i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
i computerized systems should be clear, and the users should be provided with training in their use.
ICH GCP 553 i When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
’ : f) Maintain adequate backup of the data.
i Backup of CRF data and EDC system (including users list, access rights information, and so on) is performed appropriately.
: i a) According to the documented procedures, latest electronic CRF data, audit trail and electronic signatures are backup periodically.
JPMA EDC 4115 i In case of emergency, CRF data shall be recovered in accordance with predetermined procedures. In this case the original data set
Guidance P i shall be uniquely identified.
ib) In terms of recognizing that the recovered data is original, recovering procedures shall be tested and qualified in advance.
i ¢) In case of H/W or S/W incidents, the environments shall be recovered in accordance with predetermined procedures.
JPMA EDC 1.4e Maintain the adequate backup of the data;
Supplement
JPMA EDC i Based on a documented procedure, the latest data should be backed up on a regular schedule. In case of an unexpected situation, the
1.5.1.4a : .
Supplement : data should be restored through a predetermined procedure.
MHRA GXP i Backup and recovery processes should be validated and periodically tested. Each back up should be verified to ensure that it has
Data Integrity : 6.17.2 i functioned correctly e.g. by confirming that the data size transferred matches that of the original record.

Guidance

i The backup strategies for the data owners should be documented.

..........................................................................................................................................................................................................................................................................

MHRA GXP
Data Integrity : 6.17a

Guidance
NMPA S . e .

. Lo i Clinical trial data management system validation include the following aspects:
Clinical Trial | 3.3.1.f - Disaster Recovery Plan / Backu
DM Guide | : Y P

i Data management throughout the study process, the database should be backed up. Usually in addition a separate computer for

NMPA : i backup, and according to the progress of work weekly backup file synchronization update. Final data set will be backed up on CD-
Clinical Trial | 5.12.a i ROM form, when necessary, the dataset is not locked disc can also be backed up.
DM Guide { When the database irreparable damage occurs, you should use the most recent backup to restore the database and adds the

i corresponding data entry.

..........................................................................................................................................................................................................................................................................

i Personal information controllers should establish appropriate data security capabilities and implement necessary management and
i technical measures to prevent leakage, damage, and loss of personal information in accordance with the requirements of relevant
i national standards.

..........................................................................................................................................................................................................................................................................

NMPA PISS Unauthorized access, tampering or deletion of audit records should be prevented.
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Documentation of the backup and recovery process can be produced for inspection by a monitor, auditor or inspector.

Regulation Paragraph | Description
i Records should regularly be backed up in a procedure that would prevent a catastrophic loss and ensure the quality and integrity of
FDA CSUCI : F4b i the data. Records should be stored at a secure location specified in the SOP. Storage should typically be offsite or in a building
i i separate from the original records.

PMDA EDC Procedures for data backup and recovery:

g/{irzgvegﬁgfl 59 and 61 { Written procedure for management of data backup and recovery

5 : : (During the conduct of clinical trials and after completion of clinical trials)

EMA Lo ' There should be procedures in place for risk-based (e.g. in connection with major updates) restore tests from the backup of the
Computerised : 6.8.b : .

Systems ; i complete database(s) and configurations and the performed restore tests should be documented.

EMARBM 1.4 : The key elements of the quality system include:... quality assurance including internal and external audits performed by independent
in CT P i auditors

PMDA ERES !

:3.1.1.3 The procedure of backup of electromagnetic records is documented and practicing appropriately.

PMDA ERES 313 : Storability electromagnetic records
(Japan) T i Electromagnetic records shall be maintained with keeping its authenticity and readability.

: i Regular back-ups of all relevant data should be done. Integrity and accuracy of backup data and the ability to restore the data should
EU Annex 11 ;7.2 : - S . L

: i be checked during validation and monitored periodically.

The ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services.

‘ The ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident.

..........................................................................................................................................................................................................................................................................

: i Adherence to an approved code of conduct as referred to in Article 40 or an approved certification mechanism as referred to in
EU GDPR i Article 32.3 : Article 42 may be used as an element by which to demonstrate compliance with the requirements set out in paragraph 1 of this
: i Article.
i i The investigator/institution should maintain the trial documents as specified in Essential Documents for the Conduct of a Clinical
ICH GCP 1494 i Trial (see 8.) and as required by the applicable regulatory requirement(s). The investigator/institution should take measures to
: i prevent accidental or premature destruction of these documents.

ICH GCP 553f : When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
T : f) Maintain adequate backup of the data.

JPMA EDC i1.4e Maintain the adequate backup of the data;

Supplement

JPMA EDC : Based on a documented procedure, the latest data should be backed up on a regular schedule. In case of an unexpected situation, the
i1.5.1.4a i .

Supplement : data should be restored through a predetermined procedure.

: i The Operation Manager should have the designated persons designated conduct the following activities in accordance with the
MHLWCS 6.5.3 i Operations Management Code, etc.;

(3) To document and retain records on backup and restore

i Personal information controllers should establish appropriate data security capabilities and implement necessary management and

NMPA PISS 103 i technical measures to prevent leakage, damage, and loss of personal information in accordance with the requirements of relevant
; i national standards.
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Regulatory mapping for eCF Requirement ID C28

Process and/or system controls ensure that regulated data used for clinical research, including source data and metadata are enduring, continue to be available, readable and understandable

and are retained in an archive for the legal period.

Regulation

FDA 21 CFR
Part 11

FDA 21 CFR |
Part 11 '

Part 312

APPI

PMDA EDC
Management
Sheet version

PMDA EDC
Management
Sheet version

EMA :
Computerised !
Systems :

EMA :
Computerised !
Systems i

EMA :
Computerised |
Systems

EMA 5
Computerised :
Systems i

EMA :
Computerised :
Systems i

EMA :
Computerised :
Systems i

EMA
eSource
Reflection
Paper

Paragraph |

..........................................................................................................................................................................................................................................................................

i 10c
(e) Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of operator entries and

i actions that create, modify, or delete electronic records. Record changes shall not obscure previously recorded information. Such

: audit trail documentation shall be retained for a period at least as long as that required for the subject electronic records and shall be

i available for agency review and copying.

i An investigator shall retain records required to be maintained under this part for a period of 2 years following the date a marketing
i application is approved for the drug for the indication for which it is being investigated; or, if no application is to be filed or if the
i application is not approved for such indication, until 2 years after the investigation is discontinued and FDA is notified

i A business operator handling personal information shall keep personal data accurate and up-to-date to the extent necessary to achieve
i the purpose of use, and when it is no longer necessary to use the personal data, the personal data shall be deleted without delay.
i Efforts must be made to eliminate.

..........................................................................................................................................................................................................................................................................

Under 21 CFR 312.62, 511.1(b)(7)(ii) and 812.140, the clinical investigator must retain records required to be maintained under part
1312, 511.1(b), and part 812, for a period of time specified in these regulations. This requirement applies to the retention of the
{ original source document, or a copy of the source document.

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

i The investigator and sponsor should be aware of the required retention periods for clinical trial data and essential documents,

¢ including metadata. Retention periods should respect the data protection principle of storage limitation. An inventory of all essential
i data and documents and corresponding retention periods should be maintained. It should be clearly defined which data are related to
i each clinical trial activity and where this record is located and who has access/edit rights to the document. Security controls should

i be in place to ensure data confidentiality, integrity, and availability.

i It should be ensured that the file and any software required (depending on the media used for storage) remain accessible, throughout
 the retention period.

A53.2

A53.7

A53.9

..........................................................................................................................................................................................................................................................................

Source data should be Accurate, Legible, Contemporaneous, Original, Attributable, Complete and Consistent.

i Accurate: The use of such instruments/systems should ensure that the data are at least as accurate as those recorded by paper means.
i The validity of the data capture process is fundamental to ensuring that high-quality data are produced as part of a trial. The process
i needs to ensure that all data required are captured and that data are captured in a consistent manner. The coding process which

{ Topic 2a
' i consists in matching text or data collected on the CRF to terms in a standard dictionary, thesaurus or tables (e.g. units, scales, etc.)

{ Written procedure for securing the authenticity of retained information:
i Written procedure for modifying information retained in the EDC System

{ Ensuring the storability throughout the retention period:
{ Written procedure for retaining electromagnetic records after the completion of clinical trials

Data should be maintained appropriately such that they remain intact and durable through the entire data life cycle, as appropriate,
i according to regulatory retention requirements.

Secure archiving should ensure availability and legibility for the required retention period.

{ The informed consent documents are essential documents that should be available at the trial site in the investigator TMF for the
i required retention period.

i All documents of the informed consent procedure (including all accompanying information and all linked information) are
i considered to be essential documents and should be archived as such.

{ Appropriate archiving should be in place to ensure long term readability, reliability, retrievability of electronic data (and metadata),
{in line with regulatory retention requirements.

Description
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i should be controlled. The process of data transfer between systems should be validated.

i i Source documents and data should be protected from destruction.
EMA : i Source data should be protected from destruction, either accidental or deliberate. Regular backups should be made. Suitable
eSource Topic 5b i archiving systems should be in place to safeguard the data integrity for the periods established by the regulatory requirements
Reflection P ¢ including those in any of the regions where the data may be used for regulatory submissions, and not just those of the country where
Paper i the data are generated. Checks of accessibility to archived data, irrespective of format, including relevant metadata, should be

: i undertaken to confirm that the data are enduring, continue to be available, readable and understandable by a human being.

The TMF should provide for document identification, version history, search and retrieval; also, as stated in both Directive

E}ﬁdAeﬁzzAF 2 £2005/28/EC (Article 17) and the Regulation (Articles 57 and 58) it shall be archived in a way that ensures that it is readily available
: i and directly accessible upon request, to the competent authorities of the Member States.
The clinical trial contract/agreement and other documents and procedures agreed between all parties should outline the arrangements
EMA eTMF | for the TMF in s?me detail, such as:
Guideline :3.2d i - retention times; . o . _ o
: i - arrangements regarding the archiving of and access to data/documents held in centralised systems (such as central training
i documents and central e-mail repository).
: ' The clinical trial contract/agreement and other documents and procedures agreed between all parties should outline the arrangements
EMA eTMF i . )
R i3.2e i for the TMF in some detail, such as:
Guideline : : . . . . .
: i - procedures in case of an involved party closing down its business for any reason.
Documents demonstrating software validation may be retained by a CRO when the activity has been contracted by the sponsor, but
i the sponsor should ensure continued access to these documents in the contractual arrangements with the CRO for the required
: i archiving period. Documents relating to the trial-specific software configuration are part of the TMF and it should be determined
EMA ¢TMF : S . o . - .
Guideline 351 i whether the.se. are maintained/archived by the sponsor or CRO providing this service. Some documents from good manufacturmg
: i practice activities should also be defined as part of the TMF, for example, when these relate to the assembly and packaging of the
i investigational medicinal product (IMP) and confirm, as applicable, compliance with the randomisation schedule and blinding of the
trial.
: : At all times the storage area for the TMF documents (such as paper or electronic media archives and server rooms) should be
EMA eTMF i . .2 - . . .
Guideline (411 : appropriate to maintain the documents in a manner that they remain complete and legible throughout the trial conduct and the

: required period of retention and can be made available to the competent authorities of the Member States, upon request.

i : The primary eTMF is a system for managing documents that should contain the controls listed below:

EMA eTMF i user accounts;

Guideline i i a system in place locking/protecting individual documents or the entire eTMF (e.g. at time of archiving) to prevent changes to
: : documents.

i i The primary eTMF is a system for managing documents that should contain the controls listed below:
EMA eTMF i ;

Guideline ~ +128 ; user accounts, . .

: : the suitability of the system for archiving purposes should be appropriate.

EMA eTMF i All agreements should include provisions for the situation that any of the parties mentioned above are going out of business and how
Guideline i the integrity and accessibility of the complete investigator TMF will be maintained throughout the required archiving period.

EMA Q&A i The e-TMF system should have validated methods for preventing any changes being made to the TMF documents, this includes the
eTMF 1 i process of transferring from original media to the electronic medium.

: i Authenticity of electromagnetic records
i3.1.1 i Electromagnetic records are complete, accurate and reliable, and also responsibilities of its creation, modification and deletion are

(Japan)  definite.
PMDA ERES 313 Storability electromagnetic records
(Japan) . i Electromagnetic records shall be maintained with keeping its authenticity and readability.

Data may be archived. This data should be checked for accessibility, readability and integrity. If relevant changes are to be made to
i the system (e.g. computer equipment or programs), then the ability to retrieve the data should be ensured and tested.

i The sponsor and the investigator shall retain the essential documents relating to a clinical trial for at least five years after its

EU Directive : completion.They shall retain the documents for a longer period, where so required by other applicable requirements or by an
i2.4.17 i agreement between the sponsor and the investigator. Essential documents shall be archived in a way that ensures that they are readily

2005 28 i available, upon request, to the competent authorities.The medical files of trial subjects shall be retained in accordance with national

i legislation and in accordance with the maximum period of time permitted by the hospital, institution or privatepractice.
EU Directive 2420 The media used to store essential documents shall be such that those documents remain complete and legible throughout the required
2005 28 A i period of retention and can be made available to the competent authorities upon request. Any alteration to records shall be traceable.
EU Clinical The clinical trial master file shall at all times contain the essential documents relating to that clinical trial which allow verification of
Trials : 57 i the conduct of a clinical trial and the quality of the data generated, taking into account all characteristics of the clinical trial,
Regulation ! {including in particular whether the clinical trial is a low-intervention clinical trial. It shall be readily available, and directly accessible
5362014 i upon request, to the Member States.

Ega?sllnlcal { Unless other Union law requires archiving for a longer period, the sponsor and the investigator shall archive the content of the
Reoulation 58a i clinical trial master file for at least 25 years after the end of the clinical trial. However, the medical files of subjects shall be archived
5352014 in accordance with national law.

EU Clinical
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Trials 53 { The content of the clinical trial master file shall be archived in a way that ensures that it is readily available and accessible, upon
Regulation i request, to the competent authorities.
5362014 ;
EU Clinical :
Trials : 58 : The media used to archive the content of the clinical trial master file shall be such that the content remains complete and legible
Regulation i throughout the period referred to in the first paragraph.
536 2014 ; ;
FDA EHR . . . . . . .
Guidance V.B.4 Records are available and retained for FDA inspection for as long as the records are required by applicable regulations.
FD.A EHR VI.2 Clinical investigators must retain all records.
Guidance
FDTA EHR VL3 Investigator or sponsor must maintain all records.
Guidance
FDA .
Electronic : : . . . .
; i The eIC process should incorporate procedures to ensure that electronic documents can be archived appropriately and that all

Informed H Q 15 H . . .
C : i versions of the IRB-approved eIC can be retrieved easily.

onsent H
Q&A

..........................................................................................................................................................................................................................................................................

i Transcription of Data From Paper or Electronic Sources to the eCRF
: i Data elements can be transcribed into the eCRF from paper or electronic source documents. The authorized person transcribing the
FDA eSource : i data from the source documents is regarded as the data originator. For these data elements, the electronic or paper documents from
. i A2¢ : . . . . .. . . .
Guidance : : which the data elements are transcribed are the source. These data must be maintained by the clinical investigator(s) and available to
’ ian FDA inspector if requested (e.g., an original or certified copy of a laboratory report, instrument printout, progress notes of the
i physician, the study subjects hospital chart(s), nurses notes).

i/ﬁ-ﬁ{il(]i)a ta The sponsor has flexibility in where these essential documents should be retained but the location for long-term retention should be
Intearit P13 defined in the quality system and should be appropriate to the type of file (i.e., dynamic file or flat file). The retention times required
regnty i by regulation necessitates the need for managed archival of electronic files.
Discussions :
FDA and i
?ﬁggrﬁyl)ata ‘Pl4a There should be quality assurance and quality control mechanisms at each stage of data handling.
Discussions
FDA Real : i Documentation of the process sponsors used to validate the transfer of data from an external data source to the registry should be
 1II.Db : . . . . 4
World Data i available for FDA to review during sponsor inspections.
FDA Real MIDe i Sponsors should also ensure that software updates to the registry database or additional data sources do not affect the integrity,
World Data | ™ i interoperability, and security of data transmitted to the registry.
i i Sponsors seeking to use registry data to support a drugs effectiveness and/or safety in a marketing application should ensure that
FDA Real : HLE i patient-level data are provided to FDA in accordance with applicable legal and regulatory requirements. If the registry data are
World Data i i owned and controlled by third parties, sponsors should ensure that relevant patient-level data can be provided to FDA and that
: i metadata and source records necessary to verify the RWD are made available for inspection, as applicable.
EU GDPR The ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services.
EU GDPR The ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident.

..........................................................................................................................................................................................................................................................................

EUGDPR Article 32.1d A process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the
i i security of the processing.
USA HIPAA 164.304a Availability means the property that data or information is accessible and useable upon demand by an authorized person.

i Perform a periodic technical and nontechnical evaluation, based initially upon the standards implemented under this rule and,

i subsequently, in response to environmental or operational changes affecting the security of electronic protected health information,
i that establishes the extent to which a covered entity's or business associate's security policies and procedures meet the requirements
i of this subpart.

i The investigator/institution should maintain adequate and accurate source documents and trial records that include all pertinent

i observations on each of the site's trial subjects. Source data should be attributable, legible, contemporaneous, original, accurate, and
i complete. Changes to source data should be traceable, should not obscure the original entry, and should be explained if necessary

i (e.g., via an audit trail).

: The investigator/institution should maintain the trial documents as specified in Essential Documents for the Conduct of a Clinical
ICH GCP 1494 i Trial (see 8.) and as required by the applicable regulatory requirement(s). The investigator/institution should take measures to
5 i prevent accidental or premature destruction of these documents.

..........................................................................................................................................................................................................................................................................

i Essential documents should be retained until at least 2 years after the last approval of a marketing application in an ICH region and
: i until there are no pending or contemplated marketing applications in an ICH region or at least 2 years have elapsed since the formal
ICH GCP 1495 i discontinuation of clinical development of the investigational product. These documents should be retained for a longer period
: i however if required by the applicable regulatory requirements or by an agreement with the sponsor. It is the responsibility of the
i sponsor to inform the investigator/institution as to when these documents no longer need to be retained (see 5.5.12).

..........................................................................................................................................................................................................................................................................
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ICH GCP i5.18.4k i Verifying that source documents and other trial records are accurate, complete kept up-to-date and maintained.
ADDENDUM
: The sponsor and investigator/institution should maintain a record of the location(s) of their respective essential documents including
i source documents. The storage system used during the trial and for archiving (irrespective of the type of media used) should provide
: for document identification, version history, search, and retrieval.
: i Essential documents for the trial should be supplemented or may be reduced where justified (in advance of trial initiation) based on
ICH GCP 3.1 the importance and relevance of the. speciﬁc documents to the trial. .
P : The sponsor should ensure that the investigator has control of and continuous access to the CRF data reported to the sponsor. The
: i sponsor should not have exclusive control of those data.
{ When a copy is used to replace an original document (e.g., source documents, CRF), the copy should fulfill the requirements for
i certified copies.
{ The investigator/institution should have control of all essential documents and records generated by the investigator/institution
i before, during, and after the trial.
JPMA EDC o . . . . e . .
Guidance 4.1.13.5 In the institutes, authority and investigators are able to check the data of CRF at anytime within the retention period.
JPMA EDC 41164 i After new EDC system has gone live, if you discard previous EDC system, related records such as validation deliverables shall be
Guidance P  maintained and ensure adequacy of all documents produced by previous EDC system.
i 1) The ability to generate output for display and printouts of every input/modified data and audit trail (including electronic signature)
JPMA EDC | i for human_r.eadable format at anytime. . . . _
Guidance 1412 2) Readablllty means that not only human readable fgrmat but also lqglble and easy to read: Poor d1splay functlongllty such as users
: i are obliged to trace many tables according to some kind of key code is not met with readability requirements. All information shall
i be integrated when users display or print out.
i i ...it is required to prepare necessary equipment (e.g. devices) and environment (e.g. internet line, telephone line) for data entry by
JPMAEDC 122 i subjects, make operational procedures for transmitting subject data to the operational database, operational procedures for providing
Supplement i the collected subject data to investigators. and sponsors, and also procedures for data retention after completion of the clinical trial
: i and location of storage.
: i After the completion of the trial, the source documents on the vendor server are transferred to a CD-R or other general media, such
JPMA EDC : . - S : .
Supplement . 1.2d iasa PD_F .ﬁle or other format that can adress the requirements of readability and retainability, through a process required for ensuring
pp ; :
: authenticity, and are stored at the site.
JPMA EDC 1.4h i It must also be noted that, the ePRO must be durable enough to be kept for their retention period specified in Article 26 of the GCP,
Supplement : ° : The sponsor shall appropriately retain the records, since ePRO refers to data generated in conducting the clinical trial.
JPMA EDC i During the transfer of data with the relevant audit trail to recording media for archiving after the completion of the trial, the
i1.5.2¢ i readability should be maintained at the same level as in the ePRO system, so that such data is easily accessible throughout the
Supplement i . . .
: : specified period of record keeping.
JPMA EDC . . . . . .
Supplement 53 Throughout the specified period of record keeping, the authenticity and readability of the electromagnetic records must be ensured.
i Archived records may be the original record or a 'true copy' and should be protected so they cannot be altered or deleted without
: i detection and protected against any accidental damage such as fire or pest.
MHRA GXP i Archive arrangements must be designed to permit recovery and readability of the data and metadata throughout the required retention
Data Integrity : 6.17.1 i period. In the case of archiving of electronic data, this process should be validated, and in the case of legacy systems the ability to
Guidance i review data periodically verified (i.e. to confirm the continued support of legacy computerised systems). Where hybrid records are
: i stored, references between physical and electronic records must be maintained such that full verification of events is possible
i throughout the retention period.
MHRA GXP i In the case of basic electronic equipment that does not store electronic data, or provides only a printed data output (e.g. balances or
Data Integrit 6.2 i pH meters), then the printout constitutes the raw data. Where the basic elec?ror.nc equipment does store electronic data permanently
grity ! : ,
Guidance : ; and. only holds a certain volume before overwriting; this data sho_uld be periodically I‘CVI.GWSd aI_ld where necessary reconciled
i against paper records and extracted as electronic data where this is supported by the equipment itself.
i Ensure data security is to prevent the data may be subject to physical damage or damaged. Conducting clinical trials in the process,
i all the collected raw data (such as CRF and electronic data) stored in a safe place, such as a controlled room to ensure that the
NMPA i appropriate temperature, humidity, fire safety measures have improved, fireproof lock document cabinet. The original document is
.. L i traced to the original data audit part of the path should be like an electronic audit trail of any changes to the database or backup
Clinical Trial :5.13.a : . . .
DM Guide | ? recording done the.same strict protection. Recommenfied data kept for at least 10 years. . . .
i Data were entered into the database content and time input data in the database and the history of the amendment requires all intact.
Ensure data accessibility refers to the user when needed, such as login and retrieve data from, and the data in the database can be
i transmitted in a timely manner as needed.
NMPA : :
Clinical Trial :5.13.c i In clinical trials completed, the response during the test documents to be archived.
DM Guide ;
NMPA PISS i6.1a i The retention period of personal information should be the minimum time necessary to achieve the purpose.
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Regulatory mapping for eCF Requirement ID C29

There are sufficient process controls for the system covering Business Continuity to manage disruptive incidents.

Regulation Paragraph | Description
Japanese Article 23 i A business operator handling personal information must take necessary and appropriate measures to prevent leakage, loss or damage
APPI : i of the personal data it handles and to otherwise manage the security of personal data.

FDA CSUCI S09 Data backup, recovery, and contingency plans

FDA CSUCI S10 Alternative recording methods (in the case of system unavailability)
EMA '

Computerised | 6.9 Agreements and procedures should be in place to allow trial continuation and prevent loss of data critical to participant safety and

i : trial results.
Systems :
EMA : i . . . .. .

L i Procedures should be in place to prevent data loss if web access to the trial participant reported data is interrupted, (e.g. server

Computerised : A5.1.1.2.d . . . .

: i outage, device battery drained, loss of or unstable internet connection).
Systems :
EMADCT 1 i A contingency plan should be in place to minimise the impact of any risk, for example malfunction of a digital tool or disruption of a

: planned decentralised visit, for identified critical- to-quality decentralised elements.

EMA ¢TMF 413 All agreements should include provisions for the situation that any of the parties mentioned above are going out of business and how
Guideline 108 i the integrity and accessibility of the complete investigator TMF will be maintained throughout the required archiving period.
EMA IRT i Disaster recovery system - there should be back-up systems in place such that if there is a server break-down the IRT is still able to
Reflection  :2.2.3d : keep running. There will be occasions when the system is down and the provider should have prepared for these such that manual
Paper ! interventions can be made, documented and the system updated when it is fully operational again.

..........................................................................................................................................................................................................................................................................

i For the availability of computerised systems supporting critical processes, provisions should be made to ensure continuity of support
: for those processes in the event of a system breakdown (e.g. a manual or alternative system). The time required to bring the

{ alternative arrangements into use should be based on risk and appropriate for a particular system and the business process it supports.
: These arrangements should be adequately documented and tested.

EU Annex 11 71 Data should be secured by both physical and electronic means against damage. Stored data should be checked for accessibility,
P i readability and accuracy. Access to data should be ensured throughout the retention period.

EU GDPR Article 32.1b | The ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services.

..........................................................................................................................................................................................................................................................................

..........................................................................................................................................................................................................................................................................

A process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the
curity of the processing.

: : In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in
EU GDPR i Article 32.2 : particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted,
: i stored or otherwise processed.

..........................................................................................................................................................................................................................................................................

: Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against
EU GDPR i Article 5.1e i unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational
: i measures (integrity and confidentiality).

..........................................................................................................................................................................................................................................................................

i Perform a periodic technical and nontechnical evaluation, based initially upon the standards implemented under this rule and,

i subsequently, in response to environmental or operational changes affecting the security of electronic protected health information,
i that establishes the extent to which a covered entity's or business associate's security policies and procedures meet the requirements
i of this subpart.

{ When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
i b) Maintains SOPs for using these systems.
: { ADDENDUM
ICH GCP :5.5.3b : The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
5 i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
i computerized systems should be clear, and the users should be provided with training in their use.

..........................................................................................................................................................................................................................................................................

éill\;g;izi 1.5.1.4b In case of hardware or software failure, the operating environment should be restored through a predetermined procedure.
: Personal information controllers should establish appropriate data security capabilities and implement necessary management and
NMPA PISS :10.3 i technical measures to prevent leakage, damage, and loss of personal information in accordance with the requirements of relevant
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i national standards.
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Regulatory mapping for eCF Requirement ID C30

There are sufficient process controls based on industry standards, covering Disaster Recovery Procedures.

Regulation Paragraph Description

Japanese Article 23 i A business operator handling personal information must take necessary and appropriate measures to prevent leakage, loss or damage
APPI : : of the personal data it handles and to otherwise manage the security of personal data.
EMA Lo ' Disaster mitigation and recovery plans should be in place to deal with events that endanger data security. Such plans should be
Computerised : 6.8.c : <

; i regularly reviewed.
Systems i
EMA : :
Computerised : A4.2 i A disaster recovery plan should be in place and tested.
Systems i i

: Source documents and data should be protected from destruction.
EMA : i Source data should be protected from destruction, either accidental or deliberate. Regular backups should be made. Suitable
eSource Tonic 5b i archiving systems should be in place to safeguard the data integrity for the periods established by the regulatory requirements
Reflection P i including those in any of the regions where the data may be used for regulatory submissions, and not just those of the country where
Paper i the data are generated. Checks of accessibility to archived data, irrespective of format, including relevant metadata, should be

: : undertaken to confirm that the data are enduring, continue to be available, readable and understandable by a human being.
EMA IRT i Disaster recovery system - there should be back-up systems in place such that if there is a server break-down the IRT is still able to
Reflection  2.2.3d i keep running. There will be occasions when the system is down and the provider should have prepared for these such that manual
Paper i interventions can be made, documented and the system updated when it is fully operational again.

The ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services.

EU GDPR Article 32.1¢ | The ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident.

..........................................................................................................................................................................................................................................................................

A process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the
security of the processing.

: i In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in
EU GDPR i Article 32.2 : particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted,
: i stored or otherwise processed.

..........................................................................................................................................................................................................................................................................

: Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against
EU GDPR  :Article 5.1e :unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational
: i measures (integrity and confidentiality).

..........................................................................................................................................................................................................................................................................

USA HIPAA Disaster recovery plan (Required). Establish (and implement as needed) procedures to restore any loss of data.

..........................................................................................................................................................................................................................................................................

The investigator/institution should maintain the trial documents as specified in Essential Documents for the Conduct of a Clinical
ICH GCP 1494 i Trial (see 8.) and as required by the applicable regulatory requirement(s). The investigator/institution should take measures to

i prevent accidental or premature destruction of these documents.

..........................................................................................................................................................................................................................................................................

{ When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
i b) Maintains SOPs for using these systems.
: { ADDENDUM
ICH GCP :5.5.3b : The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
5 i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
i computerized systems should be clear, and the users should be provided with training in their use.

..........................................................................................................................................................................................................................................................................

éiﬁ?ei];i 1.5.1.4b In case of hardware or software failure, the operating environment should be restored through a predetermined procedure.
MHRA GXP Data and document retention arrangements should ensure the protection of records from deliberate or inadvertent alteration or loss.
Data Integrity : 6.17b : Secure controls must be in place to ensure the data integrity of the record throughout the retention period and should be validated
Guidance i where appropriate (see also data transfer/migration).
NMPA P . . .
.. o i Clinical trial data management system validation include the following aspects:
Clinical Trial ;3.3.1.f [
DM Guide B Disaster Recovery Plan / Backup

..........................................................................................................................................................................................................................................................................

i Personal information controllers should establish appropriate data security capabilities and implement necessary management and
NMPA PISS :10.3 i technical measures to prevent leakage, damage, and loss of personal information in accordance with the requirements of relevant
: i national standards.
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There is a process to demonstrate that individuals who develop, maintain, or use the system should be qualified by having appropriate education, training, and experience necessary to
perform their assigned task.

Regulation Paragraph Description
FDA 21 CFR 10i (1) Determination that persons who develop, maintain, or use electronic record/electronic signature systems have the education,
Part 11 : i training, and experience to perform their assigned tasks.
FDA 21 CFR Q23 i Sponsors, clinical investigators, study personnel, and study participants must be adequately trained on the use of any mobile
Part 11 Q&A i technology they will use in a clinical investigation.

Those who use computerized systems must determine that individuals (e.g., employees, contractors) who develop, maintain, or use
: computerized systems have the education, training and experience necessary to perform their assigned tasks (21 CFR 11.10(1)).

Training should be provided to individuals in the specific operations with regard to computerized systems that they are to perform

: Training should be conducted by qualified individuals on a continuing basis, as needed, to ensure familiarity with the computerized
i system and with any changes to the system during the course of the study.

: We recommend that computer education, training, and experience be documented.

..........................................................................................................................................................................................................................................................................

PMDA EDC : Management Method

: i Training
g;gg%:?:igg {95and 101 | Describe the training for the person who manages/maintains electromagnetic records. Training for end users should be described in

5 i i the above section of "security training for users"

i (During the conduct of clinical trials and after completion of clinical trials)
EMA ' ; , - : o . .
Computerised | 4.1.c : Data governance systems should include staff training on the importance of data integrity principles and the creation of a working
Sys tepms P environment that enables visibility, and actively encourages reporting of omissions and erroneous results.
EMA : : o . . : . . . . . . .
Computerised i53 i Each individual involved in conducting a clinical trial should be qualified by education, training, and experience to perform their
Systems P i respective task(s). This also applies to training on computerised systems.
EMA : : . . : . . . . . . . .
Computerised | 6.2.2 i The investigator should receive an introduction on how to navigate the audit trail of their own data in order to be able to review
Systems H i changes.
EMA : : . . .. .
Computerised | A3.1b i Access to the system should only be granted to trained site users when all the necessary approvals for the clinical trial have been
Syst e?ms T i received and all documentation is in place (e.g. signed protocol and signed agreement with the investigator).
EMA : : . . L. L . . .
Computerised | A6.3 : If the use of the systems in the context of a specific trial is different from the use in clinical practice e.g. different scanning
Syst é)ms e procedures, different location of files, different requirements regarding documentation etc., trial specific training is required.
EMADCT 23 Trial participants, investigators and service providers involved in the trial should receive training on how to use the digital tools

: employed in the trial, to ensure proper data collection, review, and transmission.

In the event of trial participants performing trial related tasks it should be ensured that appropriate training is provided to them, and
i any additional trial participant burden duly considered, including tasks related to digital data collection.

i i The sponsor and/or investigator should ensure that appropriate guidance and training is provided to the delegated person(s) to
EMADCT 5.4 :
: i conduct the tasks at home correctly.

i i Source data should be Accurate, Legible, Contemporaneous, Original, Attributable, Complete and Consistent.
EMA :  Completeness and consistency: can be assisted by the use of features such as drop-down lists, online edits, check boxes and
eSource i branching of questions or data entry fields based on entries. The individual (investigator site staff, study subjects, caregivers or
Reflection i others) capturing the data need to have documented training in the correct use of the instrument and the electronic data capture
Paper : document. In addition, when considering data from an environment where analysis, tests, scans, imaging, evaluations, etc. are

: i performed in support of clinical trials, it should be possible to fully reconstruct the activities performed.

i Source documents should be protected against unauthorized access.
i Source documents need to be protected in order to maintain subject confidentiality. Changes or deletion by unauthorised individuals,
i either accidental or deliberate, should be prevented. Authority checks should be used, as these could ensure that only authorised

Topic 2¢
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{ individuals have access to the system, or the ability to enter or make changes to data.

Eé\g ice : i Records of authorisation of access to the systems, with the respective levels of access clearly documented (e.g. individual user
. : Topic 3b i accounts) should be maintained. Audit trails should record changes to user access rights. There should be documented training on the
Reflection : i I . .
Paper : importance of security including the need to protect and not share passvyor(.is as well as enforcement of security systems ar}d
i processes. The system users should confirm that he/she accepts responsibility for data entered using their password. Security systems
i should prevent unauthorised access to the computer system and to the data in the electronic record. Procedures should be in place to
i avoid/prevent unauthorised access when a workstation is vacated. There should be timely removal of access no longer required, or no
i longer permitted.
EMA ¢TMF When a CRO is used for the management of the eTMF and/or for the digitisation/transfer of TMF documents, appropriate pre-
Guideline i3.2¢g i qualification checks should be undertaken prior to contracting the CRO. It should be verified during the clinical trial that the CROs
: i quality management measures are complied with.
]Ci}ltﬁdAeleiEg/[F 4.1.21 All staft members involved in the conduct of the trial and using the system should receive appropriate training.
EMA eTMF 6.1b i The appointment and appropriate training of these individuals should be documented. These individuals should be employed within
Guideline P : the organisation of the sponsor or the organisation contracted by the sponsor.
EMA IRT The quality system encompassing the IRT system should include:
Reflection  (2.2.2¢ i - Training records for all those involved in the development and day to day running of the system. This should include help desk
Paper i personnel.
EMARBM 12 The key elements of the quality system include:... appropriate training of sponsor personnel as well as of the personnel in affiliates,
in CT P i at the Contract Research Organisations (CROs), vendors or other service providers and at trial sites

i Persons who uses electromagnetic records and electronic signatures for materials and raw-materials of applications for approval or
‘5 i licensing of drugs, and for registration of conformity certification bodies shall prepare documents described persons in charge,
i managers, organizations, equipments and training for using electromagnetic records and electronic signatures.

..........................................................................................................................................................................................................................................................................

There should be close cooperation between all relevant personnel such as Process Owner, System Owner, Qualified Persons and IT.
i All personnel should have appropriate qualifications, level of access and defined responsibilities to carry out their assigned duties.

(Japan)

FDA DHT : ' Trial participants and trial personnel should be trained on the appropriate use of DHTs. In some situations, it may also be appropriate
for RDAin :IV.H.3 : . - B .
I : 5 to provide training to participants caregivers.
FDA :
Electronic : : . . . S . s . .
Informed Q2 If t.he. investigator Qelegates this respops1b11.1t}./, the responsibility should be delegated to an individual qualified by education,
: i training, and experience to perform this activity.
Consent :
Q&A

i Data Access

i Sponsors, CROs, data safety monitoring boards, and other authorized personnel can view the data elements in the eCRF before and
 after the clinical investigator(s) has electronically signed the completed eCRF. We encourage viewing the data to allow early

i detection of study-related problems (e.g., safety concerns, protocol deviations) and problems with conducting the study (e.g., missing
i data, data discrepancies).

i The sponsor should have a list (e.g., in a data management plan) of the individuals with authorized access to the eCRF. Only those

{ individuals who have documented training and authorization should have access to the eCRF data. Individuals with authorized access
i should be assigned their own identification (log-on) codes and passwords. Log-on access should be disabled if the individual

i discontinues involvement during the study.

: : When considering using data from an existing registry or establishing a registry de novo, sponsors should ensure that there are
(11.Ca i processes and procedures to govern registry operation, education and training of registry staff, resource planning, and practices that
: : help ensure the quality of the registry data.

..........................................................................................................................................................................................................................................................................

Established procedures which allow it to assess the eligibility of controllers and processors concerned to apply the code, to monitor
their compliance with its provisions and to periodically review its operation.

FDA eSource
Guidance

FDA Real
World Data

..........................................................................................................................................................................................................................................................................

i When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
: b) Maintains SOPs for using these systems.
ADDENDUM
ICH GCP 15.5.3b : The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
i i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
i computerized systems should be clear, and the users should be provided with training in their use.

..........................................................................................................................................................................................................................................................................

JPMA EDC

Guidance 4.1.1.1c Operation shall be adequate and compliance shall be ensured by training. (i.e. Prevent from spoofing, stealing password and so on.)
JPMA EDC - o
Guidance 4.1.1.4b Training record of every related people shall be maintained.
i Appropriate training must be provided to ensure appropriate usage and compliance. Since the users of an ePRO system are subjects,
i it is essential to provide them with understandable manuals and pre-trial trainings using equipment related to the ePRO system in
JPMA EDC

15.1.1b forder to collect intended data and improve quality of the trial data. It must be noted that, basic handling procedures of equipment and
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Supplement | i management of passwords and IDs must be included in the training program. It is also desirable to establish a help desk in advance to
i i minimize loss of data reliability due to missing data that may be caused by device failure, forgotten access codes etc., and subsequent
i transcription from paper media.

JPMAEDC To establish rules for users to be granted with the authority of electronic signatures, and the timing of authorization and other
Supplement i relevant rules (e.g. after education, training) must be established in advance.

JPMA EDC
Supplement

i The Marketing Authorization holders, etc. should establish a document concerning the operations management of computerized
MHLWCS :6.1.8 | systems.
: £ (8) Education and training for persons in charge

..........................................................................................................................................................................................................................................................................

: { The Operation Manager should have the designated persons create an education and training plan for persons engaged in the
MHLWCS :6.8.1 P . .
: i activities using the computerized system.

he Operation Manager should retain the education and training records.

325 i Relevant education and/or training should be provided to all related persons, and recorded.

—-a

MHRA GXP | ;
Data Integrity | 5.1h i Sufficient training in data integrity principles provided to all appropriate staff (including senior management).
Guidance ' 5
NMPA i Responsible for the management of clinical trial data must go through GCP, relevant laws and regulations, the relevant standard
Clinical Trial :2.2 i operating procedures (SOP, Standard Operating Procedure), and data management professional training, job requirements to ensure
DM Guide i that it has appropriate qualifications.
NMPA : | Clinical trial data management system validation include the following aspects:
Clinical Trial :3.3.1.h | Uses Trainin & ystem v u WIng aspects.
DM Guide | : g
NMPA i Cges . . . Lo . .

. . . i Clinical trial data management software end users, the need for local installation and commissioning, testing and training of
Clinical Trial {3.3.1; :
DM Guide épersonnel records.

i All clinical researchers should have qualified and trained. Develop quality control procedures, such as:
: i - Security: clinical researchers have been trained, and in accordance with rights management procedures.

NMPA i i ; A X

. oo i - Equipment: clinical researchers follow procedures to ensure safe and proper equipment and data storage.
Clinical Trial ;6.1.1.1 : . . . . - . .
DM Guide i - Data privacy: Ensuring compliance with procedures to protect the privacy of the subjects.

i - Quality Audit: clinical researchers conducted an internal audit of the data.
i - Storage and archiving: Ensuring data and files stored in the archive.

i i Personal information security professional training and assessment should be carried out on relevant personnel in personal
NMPA PISS :10.4e : information processing positions on a regular basis (at least once a year) or in the event of major changes in the privacy policy to
5 i ensure that relevant personnel are proficient in privacy policies and related procedures.
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The development, hosting, deployment and change control of a computerised system has objective evidence that system components are traceable to requirements and have been validated
based on risk, using good software lifecycle practices.

Regulation | Paragraph | Description

..........................................................................................................................................................................................................................................................................

FDA 21 CFR

Part 11
FDA 21 CFR 10h (h) Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the source of data input or operational
Part 11 { instruction.

i (k) Use of appropriate controls over systems documentation including: (1) Adequate controls over the distribution of, access to, and
Part 11 i 10k i use of documentation for system operation and maintenance. (2) Revision and change control procedures to maintain an audit trail
:  that documents time-sequenced development and modification of systems documentation.

..........................................................................................................................................................................................................................................................................

i Consistent with the policy announced in the 2003 part 11 guidance, sponsors and other regulated entities should use a risk-based
i approach for validating electronic systems owned or managed by sponsors and other regulated entities. Validation is critical to

i ensure that the electronic system is correctly performing its intended function. Validation may include, but is not limited to,

i demonstrating correct installation of the electronic system and testing of the system to ensure that it functions in the manner

i intended.

FDA 21 CFR Qls It is ultimately the responsibility of the sponsor or other regulated entity to ensure that the outsourced electronic service is validated
Part 11 Q&A i as appropriate.

FDA 21 CFR FDA does not intend to inspect each individual mobile technology used in a clinical investigation to capture, record, and transmit
1QI19 i data directly from study participants because access controls, audit trails, and validation that would be applied would help ensure the
Part 11 Q&A P

i i reliability of the data.

..........................................................................................................................................................................................................................................................................

i i The computerized systems should be designed: (1) to satisfy the processes assigned to these systems for use in the specific study
FDA CSUCI A3 i protocol (e.g., record data in metric units, blind the study), and (2) to prevent errors in data creation, modification, maintenance,
: i archiving, retrieval, or transmission (e.g., inadvertently unblinding a study).

..........................................................................................................................................................................................................................................................................

: The integrity of the data and the integrity of the protocols should be maintained when making changes to the computerized system,
FDA CSUCI :F5a i such as software upgrades, including security and performance patches, equipment, or component replacement, or new
: { instrumentation.

..........................................................................................................................................................................................................................................................................

: The effects of any changes to the system should be evaluated and some should be validated depending on risk. Changes that exceed
FDA CSUCI :F5b i previously established operational limits or design specifications should be validated. Finally, all changes to the system should be
i i documented.

FDA CSUCI 302 ;jztsiz)eéislhsi;t)up/mstallatlon (including the description and specific use of software, hardware, and physical environment and the

FDA CSUCI S03 System operating manual

FDA CSUCI Validation and functionality testing

FDA CSUCI S06 System maintenance (including system decommissioning)

..........................................................................................................................................................................................................................................................................

FDA CSUCI S08 Change control

..........................................................................................................................................................................................................................................................................

PMDA EDC |
Management

FDA 21 CFR '

FDA 21 CFR §Q1
Part 11 Q&A |

{ Procedure of validating trial-specific setup:

Sheet version ! { Written procedure of validating trial-specific setup

2 : :

EMA Computerised systems used within a clinical trial should be subject to processes that confirm that the specified requirements of a
Computerised : 4.10 i computerised system are consistently fulfilled, and that the system is fit for purpose. Validation should ensure accuracy, reliability,
Systems i and consistent intended performance, from the design until the decommissioning of the system or transition to a new system.

EMA Risks should be considered at both the system level e.g. standard operating procedures (SOPs), computerised systems and staff, and
Computerised : 4.6.a : for the specific clinical trial e.g. trial specific data and data acquisition tools or trial specific configurations or customisations of
Systems i systems.

EMA Risks in relation to the use of computerised systems and especially critical risks affecting the rights, safety and well-being of the trial
Computerised : 4.6.b i participants or the reliability of the trial results would be those related to the assurance of data integrity. Those risks should be
Systems {identified, analysed, and mitigated or accepted, where justified, throughout the life cycle of the system.

..........................................................................................................................................................................................................................................................................
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}él(\)/lrﬁ uterised | 4.6.c In general, risks should be determined based on the system used, its complexity, operator, use of system and data involved. Critical
Sys terins P i component parts of any system should always be addressed.
EMA The approach used to reduce risks to an acceptable level should be proportionate to the significance of the risk. Risk reduction
Computerised | 4.6.c i activities may be incorporated in protocol design and implementation, system design, coding and validation, monitoring plans,
Sys te]zns P i agreements between parties that define roles and responsibilities, systematic safeguards to ensure adherence to SOPs, training in

y i processes and procedures, etc.
EMA : : L T . . .
Computerised 480 i The e;lectromc signature functionality in these systems should be proven during system validation to meet the expectations
Systems P : mentioned above.

i i Systems should be validated independently of whether they are developed on request by the responsible party, are commercially or
EMA : i freely available, or are provided as a service.
Computerised | A2.1.a i The responsible party may rely on validation documentation provided by the vendor of a system if they have assessed the validation
Systems : i activities performed by the vendor and the associated documentation as adequate; however, they may also have to perform additional
i validation activities based on a documented assessment.

EMA : There should be a formal change control process. Requests for change should be documented and authorised and should include
Computerised : A2.10 i details of the change, risk-assessment (e.g. for data integrity, current functionalities and regulatory compliance), impact on the
Sys tcfms P i validated state and testing requirements. For trial specific configurations and customisations, the change request should include the

y i details of the protocol amendment if applicable.
EMA : :
Computerised | A5.2.2 : The process for emergency unblinding should be tested.
Systems : :

Utilising multiple systems and parties adds complexity and requires an adequate oversight and implementation of adequate measures

EMADCT (6.1 i by the sponsor. To this end, the sponsor should:
i i Ensure that the used data acquisition tools are configured and validated in accordance with their intended use.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

i An instrument used to capture source data should ensure that the data are captured as specified within the protocol.

EMA : i The instrument should be created in a controlled manner to ensure that it conforms to the protocol and is validated. In addition,
eSource : . : . . L . .
. i Topic 1 : appropriate change control as part of ongoing validation is needed, in cases where protocol amendments require changes to the
Reflection P LS . . o . . .
Paper { instrument. Regordg of system Valldatl.on including requirements, des1gn,. 1pstallatlon, access and security, testing (e.g. user
i acceptance testing, installation, operational and performance testing), training and controlled release for use should be maintained.
Documents demonstrating software validation may be retained by a CRO when the activity has been contracted by the sponsor, but
i the sponsor should ensure continued access to these documents in the contractual arrangements with the CRO for the required
: i archiving period. Documents relating to the trial-specific software configuration are part of the TMF and it should be determined
EMA eTMF : L - o : . .
Guideline 351 i whetl_ler the§§ are maintained/archived by the sponsor or CRO providing this service. Some documents from good manufacturlng
i practice activities should also be defined as part of the TMF, for example, when these relate to the assembly and packaging of the
: investigational medicinal product (IMP) and confirm, as applicable, compliance with the randomisation schedule and blinding of the
trial.
EMA ¢TMF 412h i The eTMF systems should be validated to demonstrate that the functionality is fit for purpose, with formal procedures in place to
Guideline o : manage this process.
EMA IRT The validation of the IRT system should be in line with the expectations of Annex 11, Volume 4 of Good Manufacturing Practice,
Reflection  2.2.1 i and Medicinal Products for Human and Veterinary Use, hereafter called Annex 11. The principles of Good Automated
Paper i Manufacturing Practice (GAMP) should be considered.
With regards to the validation, as a minimum, the following should be in place:
i - Regardless of what clinical research activities are undertaken by the IRT, the sponsors should assure themselves that the IRT
i provider has adequately validated the system. This system should be subject to a robust change control procedure. The expectations
i would be the same for any in-house system.
i - A user requirements specification (URS) or equivalent should be produced and approved by the sponsor. Any subsequent validation
i documents produced by the provider should be mapped back to the URS. This should be down to the level of mapping individual test
EMAIRT | i scripts back to the requirement tested.
. : i - Client user acceptance testing (UAT) should always be offered to sponsors. This is an opportunity for the sponsor to test the system
Reflection  :2.2.1a : . . . .
Paper i and thls §hould be ul}dertaken', preferably with test scripts written by the Sponsor. . '
: i - All incidents affecting functionality should be fixed prior to release and this should be documented appropriately. It is acceptable
i for some bug fixes to be remedied at a later stage if they do not affect the initial calls into the system, for example an end of study
i visit (with the exception of early withdrawals); however, it is expected that a plan for fixing such incidents should be in place prior to
 the system going live. There should be clear traceability of the testing of these fixes right back to the URS.
i - It is recommended that key steps should be subject to review and sign off by an independent department (QA), which could be at
i the IRT provider or outsourced.
i - There should be a formal sign off of the system prior to use.
i - That GCP inspections can take place at the vendor in case the vendor is performing services for the sponsor, when the sponsor has
EMA QA P . . L : . . . .
: i relied fully or partly on the vendor to perform the qualification activities and when it was established during the inspection of the
GCP Matters : 4 : . . . .
3 : : sponsor that part of the documentation can only be verified by inspection of the vendor.
i - That any qualification documentation prepared by the vendor in relation to the system should be available for inspection.
EMA QA i Sponsors and vendors should be aware that if the electronic systems are used for generating/handling relevant clinical trial data or to

‘ maintain control and oversight of clinical trial processes, documentation regarding the qualification process and any other relevant
i documentation on the electronic system maintained at the sponsor level, as well as on the vendor level, and it is the sponsor's

GCP Matters 2
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?  responsibility to ensure that these documents are available for inspections by Member States GCP inspectors.

Ellvééf RBM 1.3 The key elements of the quality system include:... validation of computerised systems

EMARBM 1.4 The key elements of the quality system include:... quality assurance including internal and external audits performed by independent
in CT P : auditors

EMARBM | i Risk management tools: can be paper based or built with the use of information technology. The tools can allow detection,

in CT :3d i identification, prediction, tracking, analysing with the generation of metrics. Broadly the tools support the risk management system

i and the decision making.

..........................................................................................................................................................................................................................................................................

Following items shall be established by electromagnetic records system and its operating procedures. In this case, ensuring the
i system reliability by computerized system validation of the electromagnetic records system is premised.

: Risk management should be applied throughout the lifecycle of the computerised system taking into account patient safety, data
i integrity and product quality. As part of a risk management system, decisions on the extent of validation and data integrity controls
i should be based on a justified and documented risk assessment of the computerised system.

i Any changes to a computerised system including system configurations should only be made in a controlled manner in accordance
: with a defined procedure.

i The validation documentation and reports should cover the relevant steps of the life cycle. Manufacturers should be able to justify
i their standards, protocols, acceptance criteria, procedures and records based on their risk assessment.

Validation documentation should include change control records (if applicable) and reports on any deviations observed during the
i validation process.

: An up to date listing of all relevant systems and their GMP functionality (inventory) should be available.
EU Annex 11 :14.3 i For critical systems an up to date system description detailing the physical and logical arrangements, data flows and interfaces with
: : other systems or processes, any hardware and software pre-requisites, and security measures should be available.

..........................................................................................................................................................................................................................................................................

i User Requirements Specifications should describe the required functions of the computerised system and be based on documented
i risk assessment and GMP impact. User requirements should be traceable throughout the life-cycle.

The regulated user should take all reasonable steps, to ensure that the system has been developed in accordance with an appropriate
i quality management system. The supplier should be assessed appropriately.

i For the validation of bespoke or customised computerised systems there should be a process in place that ensures the formal
i assessment and reporting of quality and performance measures for all the life-cycle stages of the system.

: Evidence of appropriate test methods and test scenarios should be demonstrated. Particularly, system (process) parameter limits, data
EU Annex 11 :4.7 : limits and error handling should be considered. Automated testing tools and test environments should have documented assessments
: : for their adequacy.

..........................................................................................................................................................................................................................................................................

: For critical data entered manually, there should be an additional check on the accuracy of the data. This check may be done by a
EU Annex 11 i 6 i second operator or by validated electronic means. The criticality and the potential consequences of erroneous or incorrectly entered
5 i data to a system should be covered by risk management.

..........................................................................................................................................................................................................................................................................

FDADHT To select the appropriate DHT for a clinical investigation, the sponsor should identify the minimum technical and performance
forRDAin {IV.A2 i specifications of the DHT. If applicable, the sponsor should identify a specific product or products (e.g., model and/or version) that
CI i meet the minimum technical and performance specifications for a DHT to remain fit-for-purpose.
FDA DHT i . . ) - . . . . -
forRDAin  IV.C i Yerlﬁgathn and validation activities should consider all relevant functions of the DHT in the context of use in the clinical

. ‘ Investigation.
CI : :
FDA and i i
MHRA Data Plla i The sponsor may choose what validation model to follow; however, all validation documentation (for both the core software and the
Integrity i study-specific configuration) demonstrating that the eSystem is validated should be retained and available for inspection.
Discussions :
FDA and ? SOPs should cover the setup, installation, and use of eSystems. The SOPs should also describe eSystem validation and functionality
MHRA Data : . . . . .
Integrity i P14b : testing, data collec.tlon and handllng, system maintenance, system security measures, change control, data backup, recovery,
Discussions : : contingency planning, and decommissioning.

i FDA believes all manufacturers of medical device software should have in place an adequate quality management system that helps
i ensure that their products consistently meet applicable requirements and specifications and can support the software throughout its

i total life cycle.

i Adequate quality management systems incorporate appropriate risk management strategies, good design practices, adequate

FDA Mobile |
Medical i F2

Applications i verification and validation, and appropriate methods to correct and prevent risks to patients and adverse events that may arise from
i the use of the product.

FDA Real S . .

World Data 11.Cb Validation of the electronic systems used to collect registry data

FDA Real II.De i Sponsors should also ensure that software updates to the registry database or additional data sources do not affect the integrity,

World Data ’ i interoperability, and security of data transmitted to the registry.

i In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in
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EU GDPR Article 32.2 particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted,
i i stored or otherwise processed.

..........................................................................................................................................................................................................................................................................

: Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against
EU GDPR  :Article 5.1e :unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational
: i measures (integrity and confidentiality).

..........................................................................................................................................................................................................................................................................

i A process of establishing and documenting that the specified requirements of a computerized system can be consistently fulfilled

i from design until decommissioning of the system or transition to a new system. The approach to validation should be based on a risk
i assessment that takes into consideration the intended use of the system and the potential of the system to affect human subject

i protection and reliability of trial results.

i When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:

i a) Ensure and document that the electronic data processing system(s) conforms to the sponsors established requirements for

i completeness, accuracy, reliability, and consistent intended performance (i.e. validation).

: ADDENDUM

i The sponsor should base their approach to validation of such systems on a risk assessment that takes into consideration the intended
: use of the system and the potential of the system to affect human subject protection and reliability of trial results.

{ When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
i b) Maintains SOPs for using these systems.
i { ADDENDUM
ICH GCP 15.5.3b : The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
5 i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
i computerized systems should be clear, and the users should be provided with training in their use.

: ADDENDUM
i (h) Ensure the integrity of the data including any data that describe the context, content, and structure. This is particularly important
i when making changes to the computerized systems, such as software upgrades or migration of data.

ICHGCP  553a

: The revised system shall be ensured its quality by CSV in accordance with CSV policy. The revising means followings,
i - EDC systems version up. (Program change such as functionality addition, modification and elimination to the system, and

JPMA EDC i
Guidance i4.1.1.6.1 i env1rqgmet}t change.) .
: i - Revising input form of electronic CRF. (In case of protocol amendments or bug fix.)
i - Program addition, modification and elimination due to automatically query output.
In case of data migration due to revising of EDC system, the original data shall be exported directly or converted automatically
: i (which shall be qualified in advance) and keeping their contents and meaning. And also readability of data (including audit trail) is
JPMAEDC 4 1 16 i ensured
Guidance 5 i~ Validation deliverables shall be maintained that ensure the data is converted or exported according to the qualified procedures and
i the data is in consistency with original data.
JPMA EDC 41163 In case of revising of related records such as validation deliverables, change control procedures shall be predetermined, and creation
Guidance P : or change history of validation deliverables shall be maintained and traceable in chronological order.
JPMA EDC : After new EDC system has gone live, if you discard previous EDC system, related records such as validation deliverables shall be
. 14.1.1.6.4 i >
Guidance : : maintained and ensure adequacy of all documents produced by previous EDC system.
i i In case of not maintain EDC system after data transfer, necessary records should be maintained.
JPMA EDC 413281 i - In case of not maintain EDC system after data transferred to permanent electronic CRF, validation deliverables such as system
Guidance P i requirements specification deliverables, design specification deliverables and qualification deliverables are to be maintained for
: i inspection.
JPMA EDC Readability shall be ensured if the EDC software is migrated for new computer system.
Guidance 14.1.3.2.B2 - After data transfer, if you intend to preserve EDC software and re-install it in any occasion, readability shall be ensured on the new
i { computer environment.
JPMA EDC | 4a Ensure and document that the electronic data processing systems fulfill the sponsors established requirements for completeness,
Supplement i accuracy, reliability and consistent intended performance (i.e. validation);
JPMA EDC 1515a i Revision of an ePRO system includes upgrading of the system version, modification of the data entry screen, and addition,
Supplement | 77 i correction, deletion of programmed automatic queries, etc. In any case, reliability of the system must be ensured through CSV.
JPMA EDC Procedures for the revision and change control of validation documents and other documents must also be established in advance,
Supplement i1.5.1.5¢ i thus enabling a chronological and traceable history of the creation and revision of validation documents and other documents to be
PP : i retained.
MHLWCS i The Marketing Authorization Holders, etc. should document a plan for development.

MHLWCS 42 : The Development Project Manager should document requirements for the computerized system.

i The Development Project Manager should approve the document created by the supplier on functional specification which describes
MHLWCS 4.4 i specific functions and performances ... of the computerized system corresponding to the requirements in the User Requirement
: : Specification.

MHLWCS The Development Project Manager should approve the document created by the supplier on design specification which describes
i detailed functions ... of the computerized system based on the Functional Specification.

MHLWCS : The Development Product Manager should have suppliers produce and test the programs as necessary.

..........................................................................................................................................................................................................................................................................
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MHLWCS 4.6.1 The supplier should document program specifications ... based on the Design Specification.

..........................................................................................................................................................................................................................................................................

(1) The supplier should document their program testing plan which specifies program testing methods, judging methods and

MHLWCS i acceptance criteria for program testing results (hereinafter referred to as 'Program Testing Plan’).

i (2) Based on the Program Testing Plan, the supplier should test programs and keep records.
MHLWCS 47 The supplier should perform system test upon the request from the Development Project Manager if necessary. |
MHLWCS (471 Prior to the system test, the supplier should document a system testing plan. |
MHLWCS 472 The supplier should exccute the system tests and document its results (including issues arisen during the tests and corrective actions).

..........................................................................................................................................................................................................................................................................

: In order to confirm that all or parts of function and performance of the system meet the User Requirement Specification, the
MHLWCS 4.8 i . .
: i Development Project Manager should have suppliers perform acceptance tests.

MHLWCS 5.1 i ...the Validation Project Manager should document plans throughout the validation activities.

MHLWCS i 59 The Validation Project Manager should conduct the Design Qualification to verify that requirements specified in the User
i : Requirement Specification are correctly reflected in the Functional Specification and the Design Specification.

MHLWCS i The Validation Project Manager should document a report of the Design Qualification.

..........................................................................................................................................................................................................................................................................

MHLWCS : The Validation Project Manager should document a plan for hardware and software installation qualification.

MHLWCS : The Validation Project Manager should document a report for hardware and software installation qualification.

MHLWCS he Validation Project Manager should document a plan for the Operational Qualification.

: The Validation Project Manager should document a report for the Operational Qualification.

..........................................................................................................................................................................................................................................................................

The Validation Project Manager should document an overall reporting throughout the validation stage summarizing results of each
i qualifications and an overall judgment.

Computerised systems should comply with regulatory requirements and associated guidance. These should be validated for their

MHRA GXP i intended purpose which requires an understanding of the computerised system's function within a process. For this reason, the
Data Integrity | 6.19 i acceptance of vendor- supplied validation data in isolation of system configuration and users intended use is not acceptable. In
Guidance : i isolation from the intended process or end-user IT infrastructure, vendor testing is likely to be limited to functional verification only

i and may not fulfil the requirements for performance qualification.

..........................................................................................................................................................................................................................................................................

MHRA GXP '

Data Integrity | 6.8 { Data migration is the process of moving stored data from one durable storage location to another.
Guidance : :
NMPA i Reliability refers to a system under specified conditions, within the specified time, the ability to achieve the required functionality.
Clinical Trial :3.3.1.a i Clinical trial data management system must be based on risk considerations validation to ensure data integrity, security and
DM Guide i credibility, and to reduce the problems due to system or process arising from the possibility of error.
NMPA : Doy . T .
. L i Clinical trial data management system validation include the following aspects:
Clinical Trial é 3.3.1b - Proof system to meet the specifi f
DM Guide E . pecific purpose of use
NMPA : P . Sy .
. Lo : Clinical trial data management system validation include the following aspects:
Clinical Trial ;3.3.1g |- System maintenance and change control
DM Guide LT &
NMPA : : o . . . . .
. Lo . : Data management software development software manufacturers have their rigorous design, serious verification, and rigorous
Clinical Trial i3.3.1Li ! testin
DM Guide { reStg:
i Computer system life cycle process and quality control
: i If using a computer system, must meet the test and let staff needs. In every step of the life cycle of the system are required to perform
NMPA i quality control to ensure that all requirements are documented, tested and met. For example:
Clinical Trial {6.1.1.3 i - Requirements: To ensure system operation and maintenance covers all users as well as technical, commercial and regulatory
DM Guide i requirements.
: i - System verification process: ensure compliance with the procedures defined verification and record complete and accurate.
i i - Change control: system life cycle process all changes are subject to evaluation and testing.
NMPA i Quality Control of the design, such as CRF design, database design and the establishment of the logical test, are generally multi-
Clinical Trial ;| 6.1.1.4 i process quality control method for use. Process provides product quality control in the production process quality status at every
DM Guide i stage to ensure the quality of each stage are reliable.
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forum
Regulatory mapping for eCF Requirement ID C35
There are sufficient system and/or process controls to prevent or mitigate the effects of malware: viruses, worms, or other harmful software code.
Regulation | Paragraph | Description
FDA 21 CFR Qdb There should also be external security safeguards in place to prevent, detect, and mitigate effects of computer viruses, worms, and
Part 11 Q&A : other potentially harmful software code on study data and software (e.g., firewalls, antivirus and anti-spy software).
Japanese Article 23 A business operator handling personal information must take necessary and appropriate measures to prevent leakage, loss or damage
APPI : : of the personal data it handles and to otherwise manage the security of personal data.
i We also recommend that controls be implemented to prevent, detect, and mitigate effects of computer viruses, worms, or other
FDA CSUCI :E5 i .
i potentially harmful software code on study data and software.
To maintain data integrity and the protection of the rights of trial participants, computerised systems used in clinical trials should
: : have security processes and features to prevent unauthorised access and unwarranted data changes and should maintain blinding of
EMA i the treatment allocation where applicable.
Computerised : 5.4.a i Checks should be used to ensure that only authorised individuals have access to the system and that they are granted appropriate
Systems i permissions (e.g. ability to enter or make changes to data). Records of authorisation of access to the systems, with the respective
: i levels of access clearly documented, should be maintained. The system should record changes to user roles and thereby access rights
i and permissions.
EMA ...firewall rules should be defined. These should be defined as strict as practically feasible, only allowing necessary and permissible
Computerised | A4.3  traffic.
Systems i ...firewall rules and settings should be periodically reviewed.
EMA : : - . Lo . .
Lo i Relevant security patches for platforms and operating systems should be applied in a timely manner, according to vendor
Computerised | A4.4 : .
: i recommendations.
Systems i
EMA The use of bi-directional devices (e.g. USB devices), which come from or have been used outside the organisation, should be strictly
Computerised : A4.6 i controlled as they may intentionally or unintentionally introduce malware and impact data integrity, data availability, and rights of
Systems i trial participants.
EMA i Anti-virus software should be installed and activated on systems used in clinical trials. The anti-virus software should be
Computerised : A4.7 i continuously updated with the most recent virus definitions in order to identify, quarantine, and remove known computer viruses.
Systems i This should be monitored.
i Penetration testing should be conducted at regular intervals in order to evaluate the adequacy of security measures and identify
EMA i : e . o . . . . . .
Computerised | A4.8 i vulnerabilities in system security (e.g. code injection), including the potential for unauthorised parties to gain access to and control of
Syst epms i i the system and its data. Vulnerabilities identified, especially those related to a potential loss of data integrity, should be addressed
Y i and mitigated in a timely manner.
EMA An effective intrusion detection and prevention system should be implemented on systems facing the internet in order to monitor the
Computerised : A4.9 : network for successful or unsuccessful intrusion attempts from external parties and for the design and maintenance of adequate
Systems ¢ information technology (IT) security procedures.
EMA 5 5
Computerised : A5.1.3.2.b i Risks linked to known application and operating system vulnerabilities should be minimised.
Systems i i
EMA : 5
Computerised : A6.6 i Security measures that prevent unauthorised access to data and documents should be maintained.
Systems i i
lel/gzﬁ) ERES : 3.1.1.1 Rules and procedures of maintaining securities of the system are documented and practicing them appropriately.
FDA DHT : . L . .
forRDAin  IV.A3 i Safeguar@s should be in place to manage cybersecurity risks, prevent unauthorized access to the DHT and the data it collects, and
cl T i ensure privacy and security.
FDADHT i Sponsors should consider cybersecurity threats that could potentially impact the functionality of the DHT, resulting in a clinical risk
forRDAin {IV.F.]  to participants (e.g., corrupting the output of a continuous glucose monitor). Accordingly, sponsors should consider FDA information
CI i i on cybersecurity to ensure that data can be securely stored and transmitted.
i i In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in
EU GDPR  :Article 32.2 : particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted,
i i stored or otherwise processed.
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JPMA EDC : The ability to prevent unauthorized access. (take a measure of malware and security
Guidance i and password, user management).
JPMA EDC d  Maintain a security system for the data;
Supplement :
NMPA : :
Clinical Trial {5.12.b i Related computer must have the corresponding effective antivirus settings, including firewall, kill virus software.
DM Guide
Personal information controllers should establish appropriate data security capabilities and implement necessary management and
NMPA PISS :10.3 i technical measures to prevent leakage, damage, and loss of personal information in accordance with the requirements of relevant
i i national standards.
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Regulatory mapping for eCF Requirement ID C36

There are sufficient system and/or process controls over data transfers from/to other systems, including validation of data mapping and transfer, security of data in transit, confirmation of
receipt and continued availability of the audit trail.

Regulation | Paragraph | Description

Persons who use open systems to create, modify, maintain, or transmit electronic records shall employ procedures and controls
: i designed to ensure the authenticity, integrity, and, as appropriate, the confidentiality of electronic records from the point of their
FDA 21 CFR ! i . . : . ; | electronc ‘
Part 11 30 : creation to the point of their receipt. Such procedures and controls shall include those identified in 11.10, as appropriate, and
: : additional measures such as document encryption and use of appropriate digital signature standards to ensure, as necessary under the
i circumstances, record authenticity, integrity, and confidentiality.

: i During inspection, FDA will focus on any source data that are transferred to another data format or system to ensure that checks are

FDA 21 CFR Q2 i in place and that critical data are not altered in value or meaning during the migration process. FDA will also review standard

Part 11 Q&A i operating procedures and support mechanisms in place, such as training, technical support, and auditing to ensure that the system is
: : functioning and is being used in the manner intended.

FDA 21 CFR i If the data are transmitted wirelessly from the mobile technology to the sponsor's EDC system in a clinical investigation, the data
Part 11 Q&A i must be encrypted at rest and in transit to prevent access by intervening or malicious parties.

In addition to having encryption and basic user access controls in place, sponsors should consider implementing additional security
: : safeguards as follows:
FDA 21 CFR i - Remote wiping and remote disabling

Part 11 Q&A ! Q226 - Disable function for installing and using file-sharing applications
i i - Firewalls

i - Procedures and processes to delete all stored health information before discarding or reusing the mobile device

Regarding personal data to be provided to a third party, if an entity handling personal information decides to stop providing to a third
i party personal data that can identify the person in question at the request of the person, in accordance with the rules of the Personal

Japanese i Article 27.2 | Information Protection Commission, the following matters shall be notified to the person in advance or placed in a state where the
APPI i i . . . . S . . .
: i person can easily know, and when notified to the Personal Information Protection Commission: Notwithstanding the provisions, such
i personal data may be provided to third parties.
i A business operator handling personal information shall be a foreign country (meaning a country or region outside Japan...
: : Excluding those specified by the rules of the Personal Information Protection Commission as foreign countries that have a system
Japanese P i regarding the protection of personal information that is recognized to be at the same level as Japan in terms of protection...) ... a
i Article 28 : . . ) .. . .. . . . .
APPI : i business operator handling personal information is required to take pursuant to the provisions of this Section regarding the handling
i i of personal data... the consent of the person to the effect that the provision to a third party in a foreign country is permitted must be
: obtained in advance.
i A business operator handling personal information shall transfer personal data to a third party, the date on which the personal data
Japanese " Article 29 i was provided, the name or name of the third party, and other information pursuant to the rules of the Personal Information Protection
APPI i : Commission. A record must be made concerning the matters specified by the rules of the Personal Information Protection
: : Commission.
{ When receiving personal data from a third party, a business operator handling personal information must confirm the following
Japanese Article 30 i matters pursuant to the rules of the Personal Information Protection Commission.

APPI £ (i) the name and address of the third party and, in the case of a corporation, the name of its representative;
: i (i1) Background of acquisition of the personal data by the third party

i Measures for maintaining security:

idh;[rl;/;eﬁgri i Encryption of the communication between the terminal and server
Sheet version : :-SSL (Sef:ure Soqket Layer)
> : i- VPN (Virtual Private Network)
: i - Other ()
EMA :
Computerised : 4.5.c i The process of data transfer between systems should be validated to ensure the data remain accurate.
Systems :
EMA : :
Computerised : 4.6.d i The interface and interdependency between systems or system components should be taken into consideration.
Systems :
EMA : i A detailed diagram and description of the transmissioin of elfzctronic da_lta (data flow) should_be available in the prptpcol ora
Computerised 47 protocol-related dogumept. The sponsor should describe whlch dz}ta will be transferred and in vyhat format, the origin and destination
Systems ; : of the data, the parties with access to the transferred data, the timing of the transfer and any actions that may be applied to the data,

i for example, data validation, reconciliation, verification, and review. The use of a data management plan (DMP) is encouraged.
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i The responsible party should maintain a list of physical and logical locations of the data e.g. servers, functionality and operational

EMA  responsibility for computerised systems and databases used in a clinical trial together with an assessment of their fitness for purpose.
Computerised | 5.1 { Where multiple computerised systems/databases are used, a clear overview should be available so the extent of computerisation can
Systems : i be understood. System interfaces should be described, defining how the systems interact, including validation status, methods used,

i and security measures implemented.

..........................................................................................................................................................................................................................................................................

Trial data are transferred in and between systems on a regular basis. The process for file and data transfer needs to be validated and
i should ensure that data and file integrity are assured for all transfers.
i Data that is collected from external sources and transferred in open networks should be protected from unwarranted changes and

EMA i secured/encrypted in a way that precludes disclosure of confidential information.
Computerised | 6.1.2 i All transfers that are needed during the conduct of a clinical trial need to be pre-specified.
Systems : i Validation of transfer should include appropriate challenging test sets and ensure that the process is available and functioning at

i clinical trial start (e.g. to enable ongoing sponsor review of diary data, lab data or adverse events by safety committees). Data
i transcribed or extracted and transferred from electronic sources and their associated audit trails should be continuously accessible
i (according to delegated roles and corresponding access rights).

EMA Lo Migration as opposed to the transfer of data is the process of permanently moving existing data (including metadata) from one
Computerised : 6.10 : . h houl hat the mierati Iv aff A
Systems ; § system into another system. It should be ensured that the migration does not adversely affect existing data and metadata.
EMA : 5
Computerised : A2.1.c : Interfaces between systems should be clearly defined and validated e.g. transfer of data from one system to another.
Systems i i
EMA : I . . . .
Lo i It is necessary to transfer the data to a durable server at an early stage, by a validated procedure and with appropriate security
Computerised | A5.1.1.2.a : ..
: : methods during data transmission.
Systems i
EMA : . . . .\
Computerised | A5.1.12.6 There should be a procedure in place to handle failed or interrupted data transmission.
Syst epms P i It should be ensured/monitored that the transmission of data from ePRO devices is successfully completed.
EMA : 5
Computerised : A5.1.1.2.f | Important actions should be time-stamped in an unambiguous way.
Systems : :
EMA : : e .
L : These processes should be controlled and clearly described in the protocol (high-level) and protocol-related documents, and all parts
Computerised : A5.1.b Cof th hould be validated
Systems : : of the processes should be validated.

..........................................................................................................................................................................................................................................................................

i Utilising multiple systems and parties adds complexity and requires an adequate oversight and implementation of adequate measures
i by the sponsor. To this end, the sponsor should:

i Ensure that when source data captured by a data acquisition tool is transferred to another location and subsequently irreversibly

i deleted from the data acquisition tool, both the data and the metadata are transferred.

i Utilising multiple systems and parties adds complexity and requires an adequate oversight and implementation of adequate measures
i by the sponsor. To this end, the sponsor should:

i Implement measures such as encryption to minimise the risk of unauthorised access, when transferring the data from a data

i acquisition tool to a server.

i i Source data should be Accurate, Legible, Contemporaneous, Original, Attributable, Complete and Consistent.
EMA : i Accurate: The use of such instruments/systems should ensure that the data are at least as accurate as those recorded by paper means.
eSource i The validity of the data capture process is fundamental to ensuring that high-quality data are produced as part of a trial. The process
Reflection i needs to ensure that all data required are captured and that data are captured in a consistent manner. The coding process which
Paper : i consists in matching text or data collected on the CRF to terms in a standard dictionary, thesaurus or tables (e.g. units, scales, etc.)

: i should be controlled. The process of data transfer between systems should be validated.

When different TMF systems are linked to facilitate the trial conduct, e.g. when the CRO eTMF system uploads documents into the

E}ll\ﬁ([i\eleizz/m 4.12j i sponsor eTMF system (possibly by an intermediate system), the process for transferring documents should be robust and should be

: i validated to prevent any loss.

:  The use of ¢ TMFs and electronic archiving may require the digitisation of paper documents or the transfer of electronic documents to
EMA eTMF : . . ROV . . .
Guideline 5.4 i generate electronic copies of the documents. The process of digitisation or transfer should be validated to ensure that no information

: i is lost or altered.
EMA Q&A d i The e-TMF system should have validated methods for preventing any changes being made to the TMF documents, this includes the
eTMF 1 i process of transferring from original media to the electronic medium.
EMA Q&A i The process for transferring original TMF documents to e-TMF (or other media) should be robust and have been validated to prevent
oTMF 1 ‘e : failure of transfer the entire content of the original TMF without loss (i.e. there should be a demonstrable 1:1 mapping between the

i content of the original TMF and the e-TMF).
PMDA ERES 3132 { When maintained electromagnetic records will be migrated into other electronic storage media or method, migrated electromagnetic
(Japan) (T : records shall be established its authenticity, readability and storability.

i i Using open system
: i Persons who use open systems to create, modify, maintain, retrieve or transmit electromagnetic records shall meet requirements
PMDA ERES . . . " . . . S .
(Japan) :3.3 i identified in 3.1, additionally shall employ appropriate controls to ensure integrity and confidentiality of electromagnetic records
; i from the point of their creation to the point of their receipt. Such controls shall include such as document encryption and use of
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i appropriate digital signature. Also, persons who use electronic signature shall meet requirements identified in 4.

..........................................................................................................................................................................................................................................................................

If data are transferred to another data format or system, validation should include checks that data are not altered in value and/or
 meaning during this migration process.

FDA DHT : Safeguards should be in place to manage cybersecurity risks, prevent unauthorized access to the DHT and the data it collects, and
forRDAin :{IV.A3 : . -
I i i ensure privacy and security.
FDADHT ;
forRDAin :{IV.Ba i The sponsor should also describe the flow of data from the DHT to the first durable electronic data repository.
cI : :

i  When using DHTSs to record and transmit data during a clinical investigation, the relevant data captured from the DHT, including all
FDA DHT : . f . . .

. : : relevant associated metadata, should be securely transferred to and retained in a durable electronic data repository as part of the
forRDAin (IV.G i e L . . . . L ]
I i i record of the clinical investigation. FDA regulations include record retention requirements for clinical investigators and sponsors and
: provide for FDA inspection of certain records relating to a clinical investigation.
lf:(gﬁ]l))}:;l;l IVHI The sponsor should:
I T Ensure that data have been transferred from the DHT into a durable electronic data repository.
FDA and : . . . . .
MHRA Data i When integrating data in the study database, electronic transfer methods should be used rather than any manual entry via CRFs. .
. :P11b : Electronic data transfer requires careful controls to ensure no data loss or alteration, the correct data are allocated to correct fields in
Integrity : : - .
. . H i the new environment, and the fields are compatible (e.g., data type, length, and formats).

Discussions :

i Implement and maintain version control by documenting the date, time, and originator of data entered in the registry; performing
FDA Real : L.CE i preventative and/or corrective actions to address changes to the data (including flagging erroneous data without deleting the
World Data | i erroneous data, while inserting the corrected data for subsequent use); and describing reasons for any changes to data without

: i obscuring previous entries
FDA Real . L
World Data 11.Cg Ensure that data transferred from another data format or system are not altered in the migration process
FDA Real | i Sponsors should ensure that (1) sufficient testing is conducted to demonstrate interoperability of the linked data systems, (2) the

‘11I.Da i automated electronic transmission of data elements to the registry functions in a consistent and repeatable fashion, and (3) the data
World Data : . .

i are accurately, consistently, and completely transmitted.

FDA Real Documentation of the process sponsors used to validate the transfer of data from an external data source to the registry should be
World Data ™ : available for FDA to review during sponsor inspections.
EU GDPR Data affected by the personal data breach, in particular those that render data unintelligible such as encryption.

..........................................................................................................................................................................................................................................................................

: Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against
EU GDPR  :Article 5.1e :unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational
5 i measures (integrity and confidentiality).

..........................................................................................................................................................................................................................................................................

i A covered entity may disclose protected health information to a business associate and may allow a business associate to create,

i receive, maintain, or transmit protected health information on its behalf, if the covered entity obtains satisfactory assurance that the
i business associate will appropriately safeguard the information. A covered entity is not required to obtain such satisfactory

i assurances from a business associate that is a subcontractor.

; . ADDENDUM
ICH GCP i5.5.3h i (h) Ensure the integrity of the data including any data that describe the context, content, and structure. This is particularly important
5 i when making changes to the computerized systems, such as software upgrades or migration of data.

..........................................................................................................................................................................................................................................................................

If sponsor would like to capture certain electronic data in institute via electronic media, sponsor shall make clear the scope of

JGP&\i/fiinE?C 4.1.1.1h i responsibilities of quality assurance provision of transferring electronic data in a contract, and shall ensure its quality by checking of
i i data.
JPMA EDC 4111 Sponsor shall check compliance of quality management agreement at institutes.
Guidance . i - Sponsor shall check quality of provided data.
In case of data migration due to revising of EDC system, the original data shall be exported directly or converted automatically
: i (which shall be qualified in advance) and keeping their contents and meaning. And also readability of data (including audit trail) is
JPMAEDC 4} 165 i ensured
Guidance 5 i~ Validation deliverables shall be maintained that ensure the data is converted or exported according to the qualified procedures and
 the data is in consistency with original data.
2) Appropriate document format for permanent electronic CRF
i - Document format can be using throughout the records retention period. (i.e. open format such as PDF, XML, SGML are preferable)
: i - Officially admit document format for long term retention. (i.e. 1SO)
JPMA EDC 4132.A23 i - Searchable format.
Guidance e i 3) Appropriate electronic media for permanent electronic CRF
i i - Enough warranty periods for not data missing throughout the records retention period.
- Method for checking quality of data on the electronic media periodically.
i - Not be able to amend and delete. (i.e. optical disk)
JPMA EDC Readability shall be ensured if the EDC software is migrated for new computer system.
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Guidance {4.132.B2 |- After data transfer, if you intend to preserve EDC software and re-install it in any occasion, readability shall be ensured on the new

{ computer environment.

' If sponsors get clinical data directly from central laboratories not via institutes, and import them into sponsors server or EDC server,

: : sponsors should have primary responsibility to assure identity of the data and data reported from central laboratories to institutes. In
JPMA EDC i . . L . .
Guidance 4.2 : consequence, sponsors need to make measures to assure identity of data reported to institutes and data which sponsor imported

: i directly from central laboratories by contracts with central laboratories. There are some cases that analysis results are included in

i i electronic case report form or not, but in both case authenticity , readability and storability are should be guaranteed...

' Make articles that central laboratories should comply with by contract documents to ensure scope of responsibilities for quality of

: i transferred electronic data and reliability of data.
JPMA EDC i . . . .
Guidance i42.1.1a i 1. Central laboratories shall assure accuracy of analysis results and ensure that laboratory reports to institutes correspond with

: i electronic data sent to sponsors.

i i 2. Arrange procedures of handling electronic data and scope of responsibilities in central laboratories.
JPMA EDC 4211 Create operation in advance procedures for data acceptance/acceptance confirmation, and data import/import confirmation at
Guidance o i sponsors side
gﬁiﬂg?c 42.1.1d i Reliability, repeatability and security should be assured in methods of data import.
JPMA EDC S . .
Guidance 42.1.1e Records should be maintained to make sure that operations of both sponsors and central laboratories are done as procedures
JPMA EDC 4212 Confirm laboratory reports regarding as source documents stored in institutes are correspond with electronic data transferred to
Guidance o | SpONSOrs.

: i ...it is required to prepare necessary equipment (e.g. devices) and environment (e.g. internet line, telephone line) for data entry by
JPMA EDC 1.2a i subjects, make operational procedures for transmitting subject data to the operational database, operational procedures for providing
Supplement i the collected subject data to investigators. and sponsors, and also procedures for data retention after completion of the clinical trial

i and location of storage.

: i Encryption or other security methods must be implemented in data transmission to the server via an open system. Since the data
JPMA EDC i . . e .
Supplement 1.2g i stored in the device lacks durability, it is necessary to transfer the data to a durable ePRO server at an early stage, by a verified

PP i procedure.
JPMA EDC If data migration is needed after the revision of an ePRO system, validation documents must prove that the data conversion or export
Supplement :1.5.1.5b i has been performed through a verified procedure, and the updated data are identical to the source data before the conversion or
PP : export.

' When an open system is used for the creation, change, maintenance, storage, retrieval and/or transmission of electromagnetic records
JPMA EDC i . : o’ . oo
Supplement | 1.54 iin an ePRO system, appropriate measures must be taken and added in addition to the requirements indicated from 1.5.1 through

: i 1.5.3, in order to ensure the authenticity and confidentiality of electromagnetic records from their creation to receipt.
JPMA EDC The sponsor must test its transfer and conversion processes of electronic data, and ensure that there are no problems with the
Supplement i operating procedures and data identicalness before and after the transfer or conversion of data.

i The Operation Manager should have the designated persons designated conduct the following activities in accordance with the
MHLWCS :6.5.1 : Operations Management Code, etc.;

£(1) To backup the software and the data

: Conduct personal information security impact assessment in advance and take effective measures to protect the subject of personal
NMPA PISS :8.2a il .

: i information based on the assessment results.

Accurately record and preserve the sharing and transfer of personal information, including the date, size, purpose of sharing, transfer,
NMPA PISS :8.2d i e . .

: i and basic information of the recipient of the data.

i { Where personal information collected and generated during the operation of the People's Republic of China is provided overseas, the
NMPA PISS (8.7 i personal information controller shall conduct safety assessment in accordance with the methods and relevant standards formulated by

5  the State Administration of Credit and the relevant departments of the State Council, and meet the requirements.
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When service providers are used to provide GxP-related services, formal agreements must exist and include clear statements of the roles and responsibilities, management and oversight of
the service provider (and their GxP-related providers).

Regulation | Paragraph | Description
FDA 21 CFR B When these electronic services are used to process data for FDA-regulated clinical investigations, sponsors and other regulated
Part 11 Q&A : entities should consider whether there are adequate controls in place to ensure the reliability and confidentiality of the data.
FDA 21 CFR iy o . o
Part 11 Q&A | Q12 Sponsors and other regulated entities should obtain service agreements with the electronic service vendor.
i A business operator handling personal information shall transfer personal data to a third party, the date on which the personal data
Japanese : Article 29 : was provided, the name or name of the third party, and other information pursuant to the rules of the Personal Information Protection
APPI i Commission. A record must be made concerning the matters specified by the rules of the Personal Information Protection
: : Commission.
PMDA EDC i Outsourcing contract (Construction/operation of the EDC System, operation of Help Desk, etc.:
Management i - Name of vendor/contracted resource
. 1251027 : ;
Sheet version i - Scope of outsourced services
2 : i - Date/period of Contract, etc.
EMA i A detailed diagram and description of the transmission of electronic data (data flow) should be available in the protocol or a
Computerised : 47 i protocol-related document. The sponsor should describe which data will be transferred and in what format, the origin and destination
Syst ef)ms i i of the data, the parties with access to the transferred data, the timing of the transfer and any actions that may be applied to the data,
Y : for example, data validation, reconciliation, verification, and review. The use of a data management plan (DMP) is encouraged.
EMA i i Clear written agreements should be in place and appropriately signed by all involved parties prior to the provision of services or
Computerised | Al.a i systems. Agreements should be maintained/updated as appropriate. Sub-contracting and conditions for sub-contracting and the
Systems i i responsible partys oversight of sub-contracted activities should be specified.
EMA Lo Contractual arrangements should be made to ensure continued access to this documentation for the legally defined retention period
Computerised : A2.1.b : . . . . . . . R
Systems ; Leven if the sponsor discontinues the use of the system or if the vendor discontinues to support the system or ceases its activities.
When the sponsor selects a service provider and the investigator is not involved in the contractual arrangement with this service
EMADCT 2.1 i provider, the contract between the sponsor and the investigator should clearly document the contractual arrangements with the
i service provider if it concerns tasks under investigators responsibility.
EMADCT 2.2 The sponsor should ensure that the contracted service provider is qualified and experienced in the tasks they conduct for the trial.
: The sponsor may choose to outsource duties and functions of the sponsor to a CRO. The sponsor remains responsible for the trial and
: : will need to maintain oversight. Therefore, access to the CRO- maintained part of the sponsor TMF (e.g. by remote access to an
EMA ¢TMF 3%a i €TMF) or at least regular access to relevant documents from it will be necessary to fulfil these responsibilities effectively. In
Guideline i : conducting contracted duties and functions, the CRO will be generating documentation that should reside in the TMF. The clinical
i i trial contract/agreement and other documents and procedures agreed between all parties should outline the arrangements for the TMF
i in some detail.
If multiple CROs are involved, the sponsor should clearly define expectations regarding the creation, management, exchange or
: : remote access and retention of documentation amongst CROs. Specific requirements may be put in place when CRO interaction is
EMA eTME 5 ¢ i required
Guideline i i The sponsor should provide CROs access to sponsor essential documents of the TMF that are required by the CRO to execute their
: i delegated duties and functions.
EMA eTMF 33 The investigator/institution may choose to delegate duties and functions related to the conduct of the trial to a third party (e.g. site
Guideline i i management organisation or external archive).
Documents demonstrating software validation may be retained by a CRO when the activity has been contracted by the sponsor, but
i the sponsor should ensure continued access to these documents in the contractual arrangements with the CRO for the required
: i archiving period. Documents relating to the trial-specific software configuration are part of the TMF and it should be determined
EMA eTMF : L . L. . . .
Guideline i3.5.1 i whether these are maintained/archived by the sponsor or CRO providing this service. Some documents from good manufacturing
i i practice activities should also be defined as part of the TMF, for example, when these relate to the assembly and packaging of the
i investigational medicinal product (IMP) and confirm, as applicable, compliance with the randomisation schedule and blinding of the
i trial.
EMA QA i i Any sponsor may delegate, in a written contract, any or all of its tasks to an individual, a company, an institution or an organisation.
GCP Matters 1 i Such delegation shall be without prejudice to the responsibility of the sponsor, in particular regarding the safety of subjects and the
17 i reliability and robustness of the data generated in the clinical trial.
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EMA QA i A sponsor may delegate any or all of his trial-related functions to an individual, a company, an institution or an organisation.
GCP Matters 2 { However, in such cases, the sponsor shall remain responsible for ensuring that the conduct of the trials and the final data generated
P P g g

17 i by those trials comply with Directive 2001/20/EC as well as this Directive.

]él\c/[? l\%ﬁters 3 The following points are a non-exhaustive list of measures to consider:

17 : - detailed contracts/master-service agreements and work orders

EMA QA The sponsor should be able to demonstrate oversight through adequate documentation, including:

GCP Matters : 4 i - ensuring that (direct) access to essential documents that are retained at the contracted service provider can be made available, for

17 i example validation/qualification documentation, training documentation, standard operating procedures (SOPs), etc.

EMAQA E . . . . . .

GCP Matters 5 § Regardless of delegation of dutleg and functions (task_s), the complete trial conduct shou_ld remain traceable and verifiable. Therefore,

17 ; i the sponsor should ensure that (direct) access to all trial relevant documents can be provided.

EMAQA 5 . . . L .

GCP Matters ' 1 § Any trial-related tasks a_nd functions that are delegated_ toa th_1rd party should be specified in a written contract and made clear

] ; i between the sponsor, third party and when relevant, with the investigator.

EMA QA : : . . e .

GCP Matters | 2 § Due diligence should be exercised from the sponsor to ensure that the distribution of taskg is clearly documepted and agreed by the

] : i vendor, and that each party has the control and access to the data and information that their legal responsibilities require.

EMA QA It is sometimes not stated that the sponsor should have access to conduct audits at the vendor site and that the vendor site could be

GCP Matters : 3 i subject to inspections (by national and international authorities) and shall accept these. In addition, it needs to be specified that

g i vendors shall provide necessary documentation (e.g. qualification documentation prepared by the vendor in relation to the system)
: when requested during a GCP audit or inspection process.

EMA QA : :

GCP Matters i3 i A sponsor should amend any contract with vendors to ensure availability of qualification documentation.

9 : 5

When third parties (e.g. suppliers, service providers) are used e.g. to provide, install, configure, integrate, validate, maintain (e.g. via
: remote access), modify or retain a computerised system or related service or for data processing, formal agreements must exist
i between the manufacturer and any third parties, and these agreements should include clear statements of the responsibilities of the

BU Annex 11 : 3.1
: i third party. IT-departments should be considered analogous.

FDA and i :

MHRA Data i The contracts should include details on maintaining sponsor access to and management of essential documents and central records
. ‘P12 i s . - :

Integrity i i (e.g., software validation records) and retaining the data to ensure full dynamic data are available.

Discussions i

i i Processing by a processor shall be governed by a contract or other legal act under Union or Member State law, that is binding on the
EU GDPR ' Article 28 i processor with regard to the controller and that sets out the subject-matter and duration of the processing, the nature and purpose of
: i the processing, the type of personal data and categories of data subjects and the obligations and rights of the controller.

EU GDPR Article 30 E:;;I(l)gso;l)tirlci)tl}ller and, where applicable, the controller representative, shall maintain a record of processing activities under its

...ensure that any subcontractors that create, receive, maintain, or transmit protected health information on behalf of the business
associate agree to the same restrictions and conditions that apply to the business associate with respect to such information;

The investigator is responsible for supervising any individual or party to whom the investigator delegates trial-related duties and
: functions conducted at the trial site

: If the investigator/institution retains the services of any individual or party to perform trial-related duties and functions, the

ICH GCP 1426 investigator/institution should ensure this individual or party is qualified to perform those trial-related duties and functions and
i should implement procedures to ensure the integrity of the trial-related duties and functions performed and any data generated.
; Any trial-related duty and function that is transferred to and assumed by a CRO should be specified in writing.

{ ADDENDUM
i The sponsor should ensure oversight of any trial-related duties and functions carried out on its behalf, including trial-related duties
i and functions that are subcontracted to another party by the sponsors contracted CRO(s).

{ When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
i b) Maintains SOPs for using these systems.
: { ADDENDUM
ICH GCP :5.5.3b i The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
i i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
computerized systems should be clear, and the users should be provided with training in their use.

ICHGCP (522

gﬁ\i/g:n?ejc 4.1 Sponsor has the responsibility of ensuring the quality of entrusted business for vendors and CROs.
{ If sponsor would like to capture certain electronic data in institute via electronic media, sponsor shall make clear the scope of
JPMA EDC : e . .. . . . . . .
Guidance i4.1.1.1h i flesponmblhtles of quality assurance provision of transferring electronic data in a contract, and shall ensure its quality by checking of
: : data.
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i Make articles that central laboratories should comply with by contract documents to ensure scope of responsibilities for quality of
i transferred electronic data and reliability of data.

gli\i/ilAanE?C i42.1.1a . Centrgl laboratories shall assure accuracy of analysis results and ensure that laboratory reports to institutes correspond with
: i electronic data sent to sponsors.
i i 2. Arrange procedures of handling electronic data and scope of responsibilities in central laboratories.
i i The responsibilities of the contract giver and acceptor should be defined in a technical agreement or contract. This should ensure
MHRA GXP P . . T : -
Data Integrity 16,20 i timely access to data} (including metadata and a.qu Fralls) to thc? Qata owner aI}d national competent authorities upon request. ‘
Guidance : i Cor}tracts with prov1ders should define responsibilities for archiving and continued readability of the data throughout the retention
i period (see archive).
i Upon election, the sponsor will be entered into a valid contract with the CRO, required in the contract specifying the responsibilities,
NMPA i rights and int.erests. Trial sponsors whep necessary, conduct relevant trai.ning for CRO to ensure that the services prqv.id‘ed meet its
Clinical Trial i 2.1.5  sponsor qual;ty standards. I.n clinical trials, data management process, trlgl sponsors are requlr.ed to carry out the activities for the
DM Guide { CRO immediate and effective management, communication and verification, to ensure compliance with mutually agreed process

i requirements. The quality management plan sponsor must include CRO quality management information, and must be clear
i processes and desired outcomes.

i When personal information controllers need to share and transfer, they should pay full attention to risks. Sharing or transferring
: i personal information, other than due to acquisition, merger, or restructuring, shall comply with the following requirements:
NMPA PISS 8.2¢
: i e) bear the corresponding responsibility for damage caused by sharing or transferring personal information to the legitimate rights
i and interests of the individual's information subject
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Signed electronic records shall contain information associated with the signing that clearly indicates all of the following:
- The name of the signer
- The date and time when the signature was executed

- The meaning (such as creation, confirmation or approval)

- Electronic signatures are permanently linked to their respective record

- If the record is subsequently altered, then the signature no longer applies

Regulation

FDA 21 CFR |
Part 11 i

FDA 21 CFR |
Part 11

FDA 21 CFR
Part 11 Q&A |

FDA 21 CFR |
Part 11 Q&A |

FDA 21 CFR
Part 11 Q&A |

PMDA EDC
Management
Sheet version

PMDA EDC |
Management
Sheet version

EMA .
Computerised :
Systems i

EMA .
Computerised :
Systems i

PMDA ERES !
(Japan)

EU
Electronic
Identification
Regulation
910-2014

EU
Electronic
Identification

Paragraph

i (a) Signed electronic records shall contain information associated with the signing that clearly indicates all of the following:
i (1) The printed name of the signer;

£ (2) The date and time when the signature was executed; and

i (3) The meaning (such as review, approval, responsibility, or authorship) associated with the signature.

i Electronic signatures and handwritten signatures executed to electronic records shall be linked to their respective electronic records
i to ensure that the signatures cannot be excised, copied, or otherwise transferred to falsify an electronic record by ordinary means.

When identification of data originators relies on usernames and unique passwords, controls must be employed to ensure the security
i and the integrity of the authorized usernames and passwords (see 21 CFR 11.10(d)).

To be considered equivalent to full handwritten signatures, electronic signatures must comply with all applicable requirements under
ipart 11.

i When a document is electronically signed, the electronic signature must be accompanied by a computer-generated, time-stamped
i audit trail.

i Information included in the electronic signature:

i - Name of the signer

i - Date and time of the signature

i - Meaning of the signature (authorship, review, approval, etc.)

i25

126

Description

Whenever ICH E6 requires a document to be signed and an electronic signature is used for that purpose, the electronic signature
: functionality should meet the expectations stated below regarding authentication, non-repudiation, unbreakable link, and timestamp
i of the signature.

..........................................................................................................................................................................................................................................................................

i Irrespective of the media used, in case a signature is applied on a different document or only on part of a document (e.g. signature
i page), there should still be an unbreakable link between the electronic document to be signed and the document containing the
i signature.

i Signed materials by electromagnetic records shall contain information associated with the signing that clearly indicates all of the
: following:

i - The printed name of the signer

i - The date and time when the signature was executed

i - The meaning (such as creation, confirmation or approval) associated with the signature.

..........................................................................................................................................................................................................................................................................

i Electronic signatures executed to electromagnetic records shall be linked to their respective electromagnetic records to refrain from
i injustice operation that the signatures cannot be excised, copied, etc. by ordinary means.

i Electronic records may be signed electronically. Electronic signatures are expected to:

i a. have the same impact as hand-written signatures within the boundaries of the company,
i b. be permanently linked to their respective record,

i ¢. include the time and date that they were applied.

i Legal effects of electronic signatures

i 1. An electronic signature shall not be denied legal effect and admissibility as evidence in legal proceedings solely on the grounds
i that it is in an electronic form or that it does not meet the requirements for qualified electronic signatures.

i 2. A qualified electronic signature shall have the equivalent legal effect of a handwritten signature.

i3. A qualified electronic signature based on a qualified certificate issued in one Member State shall be recognised as a qualified

i electronic signature in all other Member States.

An advanced electronic signature shall meet the following requirements:
i (a) it is uniquely linked to the signatory;
i (b) it is capable of identifying the signatory;
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i (c) it is created using electronic signature creation data that the signatory can, with a high level of confidence, use under his sole

Regulation : I
910-2014 ; control; and . . . .
i (d) it is linked to the data signed therewith in such a way that any subsequent change in the data is detectable.
FDAEHR |  Use of electronic signatures for records that are subject to 21 CFR part 11 must comply with relevant requirements in that regulation
: iV.C2f :
Guidance : i (see 21 CFR 11.2).
FDA .
Electronic : . . . . L . .
: i In order to be considered equivalent to full handwritten signatures, electronic signatures must comply with all applicable
Informed 1 Qo6a : .
: : requirements under 21 CFR part 11.
Consent ; :
Q&A '
IPMA EDC 4.1.1.3.6e The signature (including handwriting signature) and CRF is linked properly.
Guidance
: : The EDC system shall clearly specify the signature time, intended data and meaning of signature. And ensure that the signatures
JPMA EDC i . . . . L . ; . -
Guidance i4.1.14c i canmot be excised or copled. Slgned electronic records shall contain information such as signer, the date and time when the signature
; : was executed and meaning of signature.
JPMA EDC . .. . . . . .. . . .
Guidance 4.1.1.4d When using handwriting signature, ensure that the link between intended electronic records and handwriting signature is certainty.
JPMA EDC 4114e Clearly identified signature time and intended electronic records and if electronic records are modified, electronic signature shall be
Guidance P i executed on the modified records.
An electromagnetic record with an electronic signature shall contain explicit information on all of the following items:
i - First and last name of the signer,
JPMA EDC 323 i - Date and time of when the signature was executed, and
Supplement

i - Roles of the signature (e.g. creation, confirmation, approval)
i The same information must be included in each copy of the eCRF.

..........................................................................................................................................................................................................................................................................

i The use of electronic signatures should be appropriately controlled with consideration given to:

i - How the signature is attributable to an individual.

i - How the act of 'signing' is recorded within the system so that it cannot be altered or manipulated without invalidating the signature
i or status of the entry.

MHRA GXP |
Data Integrity : 6.14

Guidance i - How the record of the signature will be associated with the entry made and how this can be verified.
i - The security of the electronic signature i.e. so that it can only be applied by the 'owner' of that signature.

PRC . i i Electronic signatures are considered reliable, when all of the following conditions are satisfied: (3) Any alteration made to the
Electronic : : L L o . . .
Signature i 13b ; el.ectr01j11c signatures after the signing is discernible; (4) Any alteration made to the contents and format of the electronic data is

: i discernible.
Law :
PRC : . . .
Electronic | i D?.ta that can guarantee a complete, unaltered status of the contents once they come into being. The completeness of electronl(} data
Sienature 52 i will not be affected by the adding of endorsements or altered forms that take place in the process of the interchange, preservation,
L agw : : and presentation of the data.
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There is a process to ensure the privacy of subjects, and in the event of a security incident that exposes privacy data, the Sponsor and/or Investigator shall notify the relevant Data Protection
or other applicable authority.

Regulation | Paragraph Description

..........................................................................................................................................................................................................................................................................

i A business operator handling personal information shall protect personal information as a situation related to the security of personal

Japanese : data such as leakage, loss, damage, etc. of the personal data it handles, which is likely to harm the rights and interests of individuals.

APPI i When something stipulated by the Commission rules occurs, it must be reported to the Personal Information Protection Commission
: i to that effect as stipulated by the Personal Information Protection Commission rules.

EMA i The sponsor has a legal responsibility under to report serious breaches, including important data and security breaches, to authorities
Computerised | Al.c : within seven days. To avoid undue delay in sponsor reporting from the time of discovery e.g. by a vendor, agreements and related
Systems i documents should specify which information should be escalated immediately to ensure regulatory compliance.

i i Organisations managing clinical trial data should have and work according to a procedure that defines and documents security
EMA : i incidents, rates the criticality of incidents, and where applicable, implements effective corrective and preventive actions to prevent
Computerised | A4.11 i recurrence. In cases where data have been, or may have been, compromised, the procedures should include ways to report incidents
Systems : i to relevant parties where applicable. When using a service provider, the agreement should ensure that incidents are escalated to the

i sponsor in a timely manner for the sponsor to be able to report serious breaches as applicable.

..........................................................................................................................................................................................................................................................................

FDA DHT

for RDA in VA3 Safeguards should be in place to manage cybersecurity risks, prevent unauthorized access to the DHT and the data it collects, and

I ; : ensure privacy and security.

FDADHT i Sponsors should describe how access to the DHT or the data collected from it is controlled to ensure privacy and security. The
forRDAin {IV.Bb i description should include methods for access control, when feasible, to ensure that only appropriate individuals are able to use the
CI i DHT or enter information.

FDA : :

Electronic : If the entity holding the subjects personal information is a covered entity under the Health Insurance Portability and Accountability
Informed £QI0b i Act of 1996 (HIPAA) or acting as a business associate of a HIPAA-covered entity, the requirements in the HIPAA Privacy, Security,
Consent : : and Breach Notification Rules apply.

Q&A i i

FDA Real I1.Cd i Sponsors also should ensure that a registry adheres to applicable jurisdictional human subject protections requirements, including
World Data ™ i protecting the privacy of patient health information, when designing a registry or considering use of data from an existing registry.
FDA Real 1I1.Ce i Sponsors should address whether the registry has privacy and security controls in place to ensure that the confidentiality and security
World Data ™ i of data are preserved.

In case of data breach, the controller shall not later than 72 hours after having become aware of it, notify the personal data breach to
i the supervisory authority.

EU GDPR Article 33.5 The controller shall document any personal data breaches, comprising the facts relating to the personal data breach, its effects and the
: "~ iremedial action taken. That documentation shall enable the supervisory authority to verify compliance with this Article.

USA HIPAA : 164.408a i A covered entity shall, following the discovery of a breach of unsecured protected health information ... notify the Secretary.

..........................................................................................................................................................................................................................................................................

i Notification of safety incidents

i Requirements for personal information controllers include:

i a) The relevant information of the incident should be promptly notified to the affected personal information subject by email, letter,

i telephone, push notification, etc. When it is difficult to inform the personal information subject one by one, it is necessary to adopt a
i reasonable and effective way to issue warning information related to the public;

i b) The content of the notice should include but is not limited to:

i 1) the content and impact of security incidents;

: 2) Disposal measures taken or to be taken;

3) Advice on the prevention and risk reduction of personal information subjects;

i 4) Remedial measures provided for the subject of personal information;

i 5) Contact information of the person in charge of personal information protection and the work organization of personal information
| protection.

NMPA PISS (9.2
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There is a process to evaluate and mitigate the risk and impact of changes to the computerised system taking into account changes to protocol (i.e. amendments and addendums), users, &
roles on an ongoing basis.

Regulation | Paragraph Description
: i The computerized systems should be designed: (1) to satisfy the processes assigned to these systems for use in the specific study
FDA CSUCI : A3 i protocol (e.g., record data in metric units, blind the study), and (2) to prevent errors in data creation, modification, maintenance,
: i archiving, retrieval, or transmission (e.g., inadvertently unblinding a study).
i i The integrity of the data and the integrity of the protocols should be maintained when making changes to the computerized system,
FDA CSUCI :F5a i such as software upgrades, including security and performance patches, equipment, or component replacement, or new
i { instrumentation.
: The effects of any changes to the system should be evaluated and some should be validated depending on risk. Changes that exceed
FDA CSUCI :F5b i previously established operational limits or design specifications should be validated. Finally, all changes to the system should be
5 i documented.
FDA CSUCI - Change control
EMA : : Risks should be considered at both the system level e.g. standard operating procedures (SOPs), computerised systems and staff, and
Computerised : 4.6.a : for the specific clinical trial e.g. trial specific data and data acquisition tools or trial specific configurations or customisations of
Systems i i systems.
EMA i : Risks in relation to the use of computerised systems and especially critical risks affecting the rights, safety and well-being of the trial
Computerised : 4.6.b i participants or the reliability of the trial results would be those related to the assurance of data integrity. Those risks should be
Systems i i identified, analysed, and mitigated or accepted, where justified, throughout the life cycle of the system.
EMA oo i In general, risks should be determined based on the system used, its complexity, operator, use of system and data involved. Critical
omputerised : 4.6.c :
: : component parts of any system should always be addressed.
Systems :
EMA : The approach used to reduce risks to an acceptable level should be proportionate to the significance of the risk. Risk reduction
L i activities may be incorporated in protocol design and implementation, system design, coding and validation, monitoring plans,
Computerised : 4.6.¢ i . s . PR,
Systems : i agreements between parties that define roles and responsibilities, systematic safeguards to ensure adherence to SOPs, training in
Y i processes and procedures, etc.
EMA Lo ' The configuration and customisation of a system for use in a specific trial should be pre-specified, documented in detail and verified
Computerised | A2.3 : . . :
Systems ; ias consistent with the protocol, with the data management plan and other related documents.
EMA : : . . .
Lo i Changes resulting from a protocol amendment should only be made available to users once it is confirmed that the necessary
Computerised : A3.1.c : . o . . . ..
Systems ; i approvals have been obtained, except where necessary to eliminate an immediate hazard to trial participants.
: Where dosage calculations/assignments are made by the IRT system based on user entered data (e.g., trial participant body surface
EMA : i area or weight), and look-up tables (dosage assignment based on trial participant parameters), the tables should be verified against
Computerised | A5.2.1.1 i the approved protocol and input data used to test allocations, including test data that would be on a borderline between differing
Systems : : doses. Assigning the incorrect dosage to a trial participant is a significant risk to safety and well-being and such inaccurate
i i assignments should be thoroughly mitigated.
EMA o - Where the randomisation is stratified by factors inputted by the user, all the combinations of the strata should be tested to confirm
Computerised : A5.2.1.2 : L . .
i : that the allocation is occurring from the correct randomisation table.
Systems i
EMA Computerised systems implemented at the trial site are also within the scope of this guideline, and the general approach towards
Computerised : A6.a : computerised systems used in clinical practice is that the decision to use a system in a clinical trial should be risk proportionate and
Systems  justified pre-trial.
EMA i An instrument used to capture source data should ensure that the data are captured as specified within the protocol.
: : The instrument should be created in a controlled manner to ensure that it conforms to the protocol and is validated. In addition,
eSource : . : . . 4 . .
Reflection Topic 1 : appropriate change control as part of ongoing validation is needed, in cases where protocol amendments require changes to the
Paper : i instrument. Records of system validation including requirements, design, installation, access and security, testing (e.g. user
P i acceptance testing, installation, operational and performance testing), training and controlled release for use should be maintained.
i i Any changes to a computerised system including system configurations should only be made in a controlled manner in accordance
EU Annex 11 : 10 i
: i with a defined procedure.
 Validation documentation should include change control records (if applicable) and reports on any deviations observed during the
EU Annex 11 (4.2 P
: : validation process.
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6.1.1.3

A key issue often identified during inspections is that sponsors, CROs, and other third parties do not have adequate controls in place
to ensure that the eSystems approved for release in the study (e.g., €CRF, ePRO, and IRT) are consistent with the currently approved
i protocol (initial or subsequently amended).

SOPs should cover the setup, installation, and use of eSystems. The SOPs should also describe eSystem validation and functionality
! testing, data collection and handling, system maintenance, system security measures, change control, data backup, recovery,

i contingency planning, and decommissioning.

i When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:

: b) Maintains SOPs for using these systems.

ADDENDUM

i The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,

i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency

i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these

i computerized systems should be clear, and the users should be provided with training in their use.

..........................................................................................................................................................................................................................................................................

i The revised system shall be ensured its quality by CSV in accordance with CSV policy. The revising means followings,

i - EDC systems version up. (Program change such as functionality addition, modification and elimination to the system, and
i environment change.)

i - Revising input form of electronic CRF. (In case of protocol amendments or bug fix.)

i - Program addition, modification and elimination due to automatically query output.

..........................................................................................................................................................................................................................................................................

i In case of revising of related records such as validation deliverables, change control procedures shall be predetermined, and creation
i or change history of validation deliverables shall be maintained and traceable in chronological order.

i Revision of an ePRO system includes upgrading of the system version, modification of the data entry screen, and addition,
i correction, deletion of programmed automatic queries, etc. In any case, reliability of the system must be ensured through CSV.

The Development Project Manager should conduct the following activities...
£ (2) Risk assessment to assure product quality

i The Marketing Authorization holders, etc. should establish a document concerning the operations management of computerized
i systems.

i (6) Change management

: 2) Impact assessment on changes

i Computer system life cycle process and quality control

i If using a computer system, must meet the test and let staff needs. In every step of the life cycle of the system are required to perform
i quality control to ensure that all requirements are documented, tested and met. For example:

i - Requirements: To ensure system operation and maintenance covers all users as well as technical, commercial and regulatory

i requirements.

i - System verification process: ensure compliance with the procedures defined verification and record complete and accurate.

- Change control: system life cycle process all changes are subject to evaluation and testing.
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There should be a process to periodically review and affirm the continued suitability of the computerised system taking into account the potential cumulative risks and impacts of changes to
the system, requirements, version releases and computing environment of the system.

Regulation | Paragraph | Description

..........................................................................................................................................................................................................................................................................

FDA 21 CFR | o .
Part 11 a i records.

: : The integrity of the data and the integrity of the protocols should be maintained when making changes to the computerized system,
FDA CSUCI :F5a i such as software upgrades, including security and performance patches, equipment, or component replacement, or new
: : instrumentation.

..........................................................................................................................................................................................................................................................................

: The effects of any changes to the system should be evaluated and some should be validated depending on risk. Changes that exceed
FDA CSUCI :F5b i previously established operational limits or design specifications should be validated. Finally, all changes to the system should be
i i documented.

..........................................................................................................................................................................................................................................................................

PMDA EDC '

Management { Procedure of validating trial-specific setup:

Sheet version { Written procedure of validating trial-specific setup
2 H H
EMA : : T . . . . .
C oo i Periodic system reviews should be conducted to assess and document whether the system can still be considered to be in a validated
omputerised : A2.9 : s N,
: : state, or whether individual parts or the whole system needs re-validation.
Systems i
:  The clinical trial contract/agreement and other documents and procedures agreed between all parties should outline the arrangements
EMA ¢TMF : . . .
Guideline i 3.2b i for the TMF in some detail, such as:
: i - when an eTMF is being used, the details of the system and change control management;
PMDA ERES : 31 Following items shall be established by electromagnetic records system and its operating procedures. In this case, ensuring the

(Japan) : i system reliability by computerized system validation of the electromagnetic records system is premised.

i Any changes to a computerised system including system configurations should only be made in a controlled manner in accordance
¢ with a defined procedure.

: i Computerised systems should be periodically evaluated to confirm that they remain in a valid state and are compliant with GMP.
EU Annex 11 i 11 i Such evaluations should include, where appropriate, the current range of functionality, deviation records, incidents, problems,
: i upgrade history, performance, reliability, security and validation status reports.

i Validation documentation should include change control records (if applicable) and reports on any deviations observed during the
i validation process.

FDADHT To select the appropriate DHT for a clinical investigation, the sponsor should identify the minimum technical and performance

for RDAin (IV.A.2 : specifications of the DHT. If applicable, the sponsor should identify a specific product or products (e.g., model and/or version) that
CI i meet the minimum technical and performance specifications for a DHT to remain fit-for-purpose.

FDA and

:  SOPs should cover the setup, installation, and use of eSystems. The SOPs should also describe eSystem validation and functionality
MHRA Data : . . . . .
Integrity : P14b ; testlpg, data collec‘tlon and handlmg, systc?m maintenance, system security measures, change control, data backup, recovery,
Discussions contingency planning, and decommissioning.
A process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the
security of the processing.

{ When using electronic trial data handling and/or remote electronic trial data systems,the sponsor should:
: b) Maintains SOPs for using these systems.
: ADDENDUM
ICH GCP :5.5.3b : The SOPs should cover system setup, installation, and use. The SOPs should describe system validation and functionality testing,
5 i data collection and handling, system maintenance, system security measures, change control, data backup, recovery, contingency
i planning, and decommissioning. The responsibilities of the sponsor, investigator, and other parties with respect to the use of these
i computerized systems should be clear, and the users should be provided with training in their use.

..........................................................................................................................................................................................................................................................................

; . ADDENDUM
ICH GCP {5.5.3h i (h) Ensure the integrity of the data including any data that describe the context, content, and structure. This is particularly important
5 i when making changes to the computerized systems, such as software upgrades or migration of data.

..........................................................................................................................................................................................................................................................................

The revised system shall be ensured its quality by CSV in accordance with CSV policy. The revising means followings,
i - EDC systems version up. (Program change such as functionality addition, modification and elimination to the system, and

JPMA EDC 4.1.1.6.1 i environment change.)
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Guidance i - Revising input form of electronic CRF. (In case of protocol amendments or bug fix.)

i - Program addition, modification and elimination due to automatically query output.
JPMA EDC 1515a Revision of an ePRO system includes upgrading of the system version, modification of the data entry screen, and addition,
Supplement : 7° i correction, deletion of programmed automatic queries, etc. In any case, reliability of the system must be ensured through CSV.

i The Marketing Authorization holders, etc. should establish a document concerning the operations management of computerized
i systems.

i (6) Change management

i 2) Impact assessment on changes

MHLWCS (6.1

: The Operation Manager should have the designated persons conduct the following operations in accordance with the Operations
: Management Standard Code;
£ (1) Operation to assess the impact of the change in computerized system and appropriate actions based on its results

........................ e e e e e e e e e e e e e e e e n e e e e e e e A e e e n e e 8 e e e 8@ # o R e e e e e e n o e e A e e e e e e e e e e e e e e

i The Marketing Authorization Holders, etc. should have the designated persons conduct the followings operations...

i (1) Operation to conduct periodic internal audit in order to verify that the computerized systems are controlled in accordance with
i this guideline.

i (2) Operation to report results of the internal audit to the Quality Assurance Manager, Manufacturing Control Manager or

i Responsible Engineering Manager in written form.

i (3) Operation to record the results of internal audit and to retain records.

i Computer system life cycle process and quality control
: If using a computer system, must meet the test and let staff needs. In every step of the life cycle of the system are required to perform

MHLWCS

MHLWCS 7.1

NMPA i quality control to ensure that all requirements are documented, tested and met. For example:
Clinical Trial : 6.1.1.3 i - Requirements: To ensure system operation and maintenance covers all users as well as technical, commercial and regulatory
DM Guide i requirements.

i - System verification process: ensure compliance with the procedures defined verification and record complete and accurate.
- Change control: system life cycle process all changes are subject to evaluation and testing.
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For eTMF, the audit trail additionally captures accessing of records.

Regulation Paragraph | Description
EMA ¢IMF | In this situation there should be procedures and controls in place that demonstrate at all times when versions of documents were
Guideline 14.1.3f i made available to the investigator/institution and when these documents were accessed (e.g. through an audit trail) and implemented

i by the investigator/institution.
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There are processes to address incidents for the computerised system that identify, assess, resolve, and close: actions, software anomalies (bugs), IT issues, and Help desk issues.

Regulation Paragraph | Description
EMA i Risks in relation to the use of computerised systems and especially critical risks affecting the rights, safety and well-being of the trial
Computerised : 4.6.b i participants or the reliability of the trial results would be those related to the assurance of data integrity. Those risks should be

Systems : identified, analysed, and mitigated or accepted, where justified, throughout the life cycle of the system.

: With regards to the validation, as a minimum, the following should be in place:
i - Regardless of what clinical research activities are undertaken by the IRT, the sponsors should assure themselves that the IRT
i provider has adequately validated the system. This system should be subject to a robust change control procedure. The expectations
: would be the same for any in-house system.
i - A user requirements specification (URS) or equivalent should be produced and approved by the sponsor. Any subsequent validation
: i documents produced by the provider should be mapped back to the URS. This should be down to the level of mapping individual test
EMA IRT scripts back to the requirement tested. - _
Reflection 29 1a - Cllet}t user acceptance testing (UAT) shou}d always be offe‘red to sponsors. This is an opportunity for the sponsor to test the system
Paper P ‘and thls _should be ur%dertaken., preferably with test scripts written by the Sponsor. _ .
i - All incidents affecting functionality should be fixed prior to release and this should be documented appropriately. It is acceptable
i for some bug fixes to be remedied at a later stage if they do not affect the initial calls into the system, for example an end of study
i visit (with the exception of early withdrawals); however, it is expected that a plan for fixing such incidents should be in place prior to
i the system going live. There should be clear traceability of the testing of these fixes right back to the URS.
i - It is recommended that key steps should be subject to review and sign off by an independent department (QA), which could be at
i the IRT provider or outsourced.
i - There should be a formal sign off of the system prior to use.

: i Evidence of appropriate test methods and test scenarios should be demonstrated. Particularly, system (process) parameter limits, data
EU Annex 11 4.7 ¢ limits and error handling should be considered. Automated testing tools and test environments should have documented assessments
: : for their adequacy.

i The Operation Manager should have the designated persons conduct the following operations in accordance with the Operations
 Management Standard Code;
i (1) Operation to assess impact of the deviation(system problem) on quality of the products, to take appropriate measures

: { immediately, to investigate root causes, and to implement necessary actions to prevent recurrence.

MHLWCS (6.7 {(2) In case where the computerized system resumes its operations after the deviation (system failure), operation to verify that the

: i recovery process has been executed properly.
(3) Operation to record the deviation(system failure) control, to receive confirmation from the Operation Manager, to obtain
i approvals from the Operation Manager and the manager who is responsible for the deviation management in the whole GMP area,
i and to retain records.
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